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About Emerqging Technologies

Emerging Technologies is a concept, avision, atheme, a dream, an objective and a
goal, to bring Open-Source technologies to the youth of Pakistan.

Emerging Technologies, formerly POSEP (Pakistan Open Source Education Project),
was idealized by some people from both Islamabad and Peshawar, in Pakistan. Later
on it materialized in Peshawar, in mid of year 2004.

Emerging Technologies deals in Open-Source software development and training,
ranging from programming languages like C/C++, PERL to databases like
PostgreSQL and MySQL.

For more information about this project, please check www. et ech. com pk
You can also write to info@etech.com.pk

www. geoci ti es. conf nk_azeem


http://www.etech.com.pk/

This page intentionally left blank

www. geoci ti es. conf nk_azeem



Table of Contents

About Emerging TEChNOIOGIES........c.ciuiieirieirieieirie ettt 3
ADOUL the AULNOT ...ttt st e e 8
DEAICALION. ... .eete ettt st et et e e et e e e saeeebeeebeeaeesreeebeeaeeeaeenteenbenns 9
ACKNOWIEAGIMENLS. ...ttt st et saene s 10
Trang ations(and tranSIators)..........cveirereinereer e e 12
[ LSS Lo I g o] Y2 13
1=, = oSS 14
Terms and CONAILIONS.........cccveeeereceeeeeeeeee et se e e e et aenneeas 15
[ TS =141 PSR 16
Chapter L: BaASICS....eeiueiie ittt sttt sttt bbb b b enee e 17

Directory and disk usage related COMMENGAS...........covuruerieueiiririee et s 17

Mounting / un-mounting floppies /Cd-rom/ dir€CLONES:...........oeiriiirrre et 17

File copying / moving / renaming / deletion / compression and deCOMPreSSiON:...........evveeeveverevereecnnnens 19

System services configuration / device CONfigUIatioN:.........ccoueeerrerireneiessee s sesaesens 24

User Management and file permissions / OWNEISNIPS:......c..cvrreerireeririeisisesiseeeseeeseseseneseeseeeessenees 25
M OTUIES MANGGEIMENT: .....vcveueveeeieeesesieteseseeeesesteseseesesesessesesseseseseesesessesesensenesessasesenseneesesensssenesensesensnsensnes 26
ROULING tal€ @N0 NAMING:....c.c.tuteiiiii bbbttt 27
IMESCEITANEOUS.. ...ttt bbb bbbt s ettt b bbbt 30
Important Vi €ditor COMMANGS:..........cocuiriereiereeririe sttt s e 33
Chapter 2: Using fdisk........ 35
SCENAITO: 1.ttt ettt ettt e et s b h et e b e s se e b £ e b b e st e b e st ae e R e R e e A ek £ £ e b e R e b e b e R e nE e R e bR e b e Rt R e Rt e R et e bt ebeben 36
CONfIQUIAION / PrOCEAUNE.........cueueieueieeeie ettt sb ettt se st e e e b e e s b e e e e e e s b e e e b e e seebenesbebens 37
Partition SIZ€ CalCUIALION:..........ccuiueiiieieeee ettt bbb bbbt 41
Chapter 3: Basic Network trouble-shooting.. 44
EXAMPIE NEIWOTK: ... bbbt sttt 44
Basic network configuration and troubl @ShOOtiNG..........covreeeirriirreeesree et 45
Further checking during network troubl@ ShOOLING:........e.vvveeririeerrieree e 50
Chapter 4: DNS ..o 53
PBCKAOES ...ttt bbb bbbt n s 53
SOBIAII Ottt bbbt e bbb bR bR b £ £ R bbb b bbb ettt bbb 54
CONFIGUIBLION: ...ttt sttt ettt b et b e bt s bbb et s b s st e b et b b e e ne et ne b b e ne et nmenenen 54
LOG FHIBS ..ttt b e bR b e bbbt b et 58
DocUMENLELTION BN HEIP: ...t ettt 58

LI 1 0 OO TSSOSO PP VTSR TTRTURT 59
L TaTo T == 11 oo OSSOSO 64
Terminology / abbreviations used in named zone configuration fil€s:..........ccovivreiiirrecincceeee 65
Chapter 5: NFS.......coooi e 69
PBCKAGES ...ttt b b a et b et eaean 69
S0 0 1 o OSSPSR 69
SEIVEr SIOE CONFIGUIGHION:...eveeeeiieeeseete ettt et te e st e s e seete s se s e e te e e s se e seeseneesesenessenesensenessnsens 70
Client SIJE CONTIGUIELION: ......eeeirererererere ettt et ettt 71

[0 11 =SSOSO 72
DocUMENLELTION BN NEIP:.....ceciieetc et 72

www. geoci ti es. conf nk_azeem



Chapter B: NS et e e e e e naa e e e e are e e e rreeaan 76
PBCKAOES ...ttt bbbttt 76
SCENAO...cvenvreeeereeene .76

Server side configuration:..
Client side configuration:...

Documentation: .80
Logfiles:....ccournnn. 80
Chapter 7: SAMBA ... e e ne e 81
PACKAOES: ... vttt ettt R R Rt R R e R bRt R et nn s 81
Scenariol (workgroup model, shares on windows machine) 81
Scenario2 (workgroup model, shares on linux machine)..... 83
Scenario 3 (SMB server as domain controller):............ ...86
NOLES.....ce .89

Common problems while joining aLinux SAMBA domain from win2k client:.. .92
Now something about plain text PasSWOrdS:...........cccerevereeicennensereee s .92
LOG FilES ...t .94
Documentation and Help 94
LIS 110 .94
Chapter 8: SQUID. .96
Packages... ...96
Scenario:.. .96
Conflgurati (o] PN .96
SQUID on gateway Maching:..........ccccevueeeerenreerieieenn .98
SQUID on oneleg, another Linux mahcine as gateway:.. .99
SQUID on oneleg, Cisco router as gateway:................ 101
Stop porn for God's sake:........c.ceveuirercnnnne. .103
Socks, did | forget to wear them?. .
COMIMON PrODIEIMS: ..ottt ettt ettt

LOG FIIES ettt bbbttt
Doct_Jmentation and Help:.. .

Conflguratlon
DIFECLONY BlIBSES. ... euereeeeieteiei sttt b ettt st b bbb et e b b et se b et beb b e b e be e b b ene s
ScriptAliases. .

Documentation and Help:..

Chapter 10: SENDMAIL..

ConfigUraItON. ........coveveirereireeereseeeeene 119
Configuration of IMAP and POP3 services.... 124
Client side configuration:...........c.ccceeeeeruenene 125
Log fil€Si..c.coiiiriririnieens 126
Documentation and help. 126
Testing:....coveveevennes .126
REIGYING HENIEH EITON ...ttt sttt 129

www. geoci ti es. conf nk_azeem



Chapter 11: DHCP...

Server side configuration:.
Client side configuration:.

Chapter 13: FIREWALL ...ttt e
Configuration For kernel 2.2
Configuration For kernel 2.4
TENSDAIENL PIOXY. e ettt
MASQUERADE:... .

Sample firewall configuration / script:
Log fileSi.cccoveenreeienns
Documentation and Help:.

Method1: Installing GRUB using floppy:......

Method2: Using grub-install to install GRUB
Single-User mode:. ...157
FSCK ittt ..158
Second Hard drive attached , abnormal BOOt UpP:.........cccorerieinineireer e ...159
Installing another version of linux on another partition and boot problems related to that ...160
AREINAIVE MEINO: ...ttt 162
Chapter 16: AAVANCE PEIMISSIONS.......ccuertirieieriereeeeierieseeresresese s e b see e s seeseereseas 165
Setuid, Setgid and SHCKY Dit:.......c.eiiiiii e 165
Now first sticky bit........... ...165
Now setuid and setgid ...166
UmasK:...cooreeeeernnnen: ...169
SUAD: et Rt n e 170
Appendix A (Wiring / cabling)............. ..173
Wiring schemes/ cable connector schemes.... ..173
1)Straight through cable...........ccoveeinnenene .73
2)Cross over cable........ .74
3)Rall over cable........... 174
A)PC sexial CONSOIE CADIE.......c.c.eiiiicicie ettt 175
Appendix B (Network Addresses/ Classes)......c.coeereerierenenneneesieesie e 177
g0 RSSO 178

www. geoci ti es. conf nk_azeem



About the Author

Muhammad Kamran Azeem isin computing field since 1993 when he ever first
touched a personal computer keyboard. His first passion was batch programming in
DOS. He brings with him around twelve years of programming experience (by the
time of thiswriting) in technol ogies ranging from GWBASIC, Pascal, Fortran,
COBOL, FoxPro, C/C++, Oracle Developer and Visual BASIC, to PERL, PHP,
PostgreSQL, Apache, Sendmail, Q-Mail and similar open-source server side
technologies. Heis certified under Oracle’s OCP-DBA (Oracle8) and Cisco's CCNA
program. Being with SCO-Unix since 1997, he got hooked and locked with Linux in
year 2000. Since then Linux takes away major portion of his day.

He has been teaching O and A level students of Cambridge University in Pakistan
since 1998. He has also served as an instructor to graduate and post-graduate level in
different institutes in Islamabad, such as Preston University and Petroman Training
Ingtitute, for the subjects as: Software Engineering, C/C++, Data Structures, Oracle,
Visual BASIC and Advance Operating Systems. Heis also awell-known trainer for
“System Administration” and “ISP setup” coursesin major IT training ingtitutes of
Islamabad such as NCR, COMSATS, IBMACE and COMWAVE.

He has designed and implemented Oracle based (and non-Oracle based) network
systems for many organizations. He configured the ISP of Pakistan
Telecommunication Authority and also developed their RADIUS (radius.pta.gov.pk).
Recently he has configured | SP of DatadNetworks, where is the prime maintainer of
the web, mail and DNS servers.

His passion for Linux hinders his passion for trekking. When heis not in the office or
not in home, then he may be busy somewhere else , trouble-shooting some linux
based network.

Hislatest project was POSEP, Pakistan Open Source Education Project, which was
then transformed into Emerging Systems, lately, by his friends in Peshawar.

Kamran iswith Ora-Tech Systemsin Islamabad since Jan 2005, where he is working
as an Octopus (redly!), dealing with Linux based servers and Oracle Technologies
together, along security consultancy and training.

Kamran can bereached at: mkazeem@ sb. paknet . com pk

www. geoci ti es. conf nk_azeem



Dedication

To the sufferers of 9/11.

www. geoci ti es. conf nk_azeem



Acknowledgments

What-ever | am today, | could have never been without: blessings of Allah Almighty,
my parents prayers and my hard work.

| acknowledge my parents for giving me education and letting me opt for taking
computer as a hobby (and buying me my ever first computer in 1993), which later on
became my profession. | would also like to thank my brothers and sisters, especially
my brother Imran, who is afaster and better programmer than | am. He has aways
come up with ideas and solutions beyond my imagination. He is pro-Microsoft type
of person, so | never try to convert him to Linux.

| would like to thank my friend Umar Ghaffar, ( | have failed to find him since 1998)
who indeed brought me into the magnificent field of computers way back in 1993. At
that time we used to play (popular at that time) games, like TMNT2 (Teenage
Mutant Ninja Turtles 2) and do a lot of batch programs together. | would aso like to
thank my friend Shahzad Sddique who literally hijacked me from the world of
Databases and introduced me to the world of Networks. “Welcome to the world of
networks’, were his words when | cleared my CCNA certification.

| want to thank my friends and my students as | alone could not have done it. | would
specidly thank my friend and my ustaad (teacher), Feysal Abdullah, who believes
that Linux will never make up to the desktop of end-user. He remains mysterious and
each time | meet him, | am always left wondering on the depth of his knowledge on
life, networks and Linux.

| would like to thank Mr. Abd-ur-Rauf Bhatti, CEO of COMWAVE Institute Of
Technology, Islamabad, who provided me a chance to prove my skillsin Linux. The
major portion of this book was structured and tested in this institute. By the grace of
Almighty Allah, | have the honor of teaching Linux and networking to professionals
in this prestigious ingtitute.

| would like to thank Microsoft Corporation for providing us enough tools to start our
computing career with, only to realize later that it was all just gimmik and that those
toolsreally didn't work as they should have. And also to their attitude / intention of
owning everything on the planet (and may be the universe itself) which makes many
people angry and furious.

| would specidly like to thank the Emerging Systems team members; Nayyar, |nam-
ul-Haq, Tauseef, Asif, (Professor) Mahmood and our programmer / chief cook
Sgjjad, for joining hands, and for providing the environment in which both POSEP,
now Emerging Systems, and 5" edition of this book was possible.

www. geoci ti es. conf nk_azeem



Also my beloved wife, for allowing me to spend time with this book. Allah blessed
me with a baby daughter Fatima, just after | finished reviewing this book. Now, once
this book is being printed commercially, she is one year old. Quite some progress!

Special Thanksto Gerardo Diaz (ger ar dobdi az@r net . com ar) for
trand ating this book into Spanish.

At last | would also like to thank all the people out there on the Internet who have
contributed to the Linux community in what ever possible way.

Muhammad Kamran Azeem

www. geoci ti es. conf nk_azeem



Trand ations(and translators)

Trandation in Spanish (in 2004) by:
Gerardo Diaz
ger ar dobdi az@r net.com ar

http://gerardodi az.tri pod.com

(Helloooo .... are you still there buddy? ‘ cause 6" edition is coming soon !)

www. geoci ti es. conf nk_azeem



Revision history

First version / edition of this book came out in December 2002.

Like most things in life, this book also could not remain static and thus you have the
fifth edition in front of you. Last revised on 31 Aug 2005.

In this 5" edition the mgjor changes are
1) example domain name is changed,
2) diagrams are introduced,
3) moretext isintroduced in many chapters

4) New chapters about Network wiring / cable schemes, DHCP , Advance
per missions (sudo, umask, setgid, etc) and FTP are introduced.

www. geoci ti es. conf nk_azeem



Preface

Why this book was written?, has a simple and straight answer: There was a dire
need for it. People, which includes professional system administrators and
professional Linux trainers, had certainly spend some tough time while recalling
those commands and procedures which just sometimes go away from the mind.
Similarly, in case of a network trouble shoot or a problem hunt, there lacked a proper
sequence to follow, which could identify the problems.

This book is NOT a detailed theory based encyclopedia. For that kind of explanation,
please refer to Linux Documentation Project (www. t | dp. or g) or the books from
O'Reilly, IDG, Sybex, etc. So in short you should not expect explanation of things
in thistext. This book is “NOT” for newbies. Thisis a reference book and should be
treated as reference only. There might be things which might not work because of
your machine or your particular Linux distribution or my incorrect explanation. As
far as this book is concerned, all material is related to RedHat distribution.

This book was initially written using OpenOffice.org office suite running on a
RedHat Linux 8 powered computer. Fifth edition coming out from a Fedora Core 4
powered computer.

Please feel free to inform me about any errors, suggestions at:
nkazeem@ sb. paknet . com pk
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Chapter 1: Basics 17

Chapter 1: Basics

It would be better to start with the commonly used commands, which at times just
slip out of mind. Just brief description is given below.

Directory and disk usage related commands.

Following command gives alist of files and directoriesin along listing (even hidden
fileswill be displayed), human readable sizes, KB, MB. Also sorted by time (-t) and
in reverse order (-r) i.e. Newest in the end of listing.

[root @mi nserver /]# Is -1 -h -a -t -r

Following command captures lines showing directories only page by page, to check
for filesuse ™. (This”~ d or ~f isNOT ctrl-d or ctrl-f)

[root @mainserver /]# |s -1 | grep “~d” | less

To check for free space on your partitions:

[ root @mi nserver /]# df -h

To check for the used space by a particular directory:

[root @i nserver /]# du —c —h / hone/ kanr an

or
[root @mai nserver /]# du —s —h /hone/ kanr an

M ounting / un-mounting floppies /cd-rom/ directories:

To check for currently mounted partitions, use mount command without any
arguments:

[ root @mi nserver /]# mount

/dev/ hda6 on / type ext3 (rw)

none on /proc type proc (rw

usbdevfs on /proc/bus/usb type usbhdevfs (rw)
/ dev/ hdal on /boot type ext3 (rw)
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18 Linux pocket reference for system administrators

/dev/ hda2 on /data type ext3 (rw)

none on /dev/pts type devpt s( rw, gi d=5, node=620)
none on /dev/shmt%pe tnpfs (rw

/ dev/ hda3 on /mt/hda3 type vfat (rw)

Y ou can also use the mounted files system table mtab to check for currently mounted
partitions.

[ root @mi nserver /]# cat /etc/ntab
/dev/hda6 / ext3 rw 0 O

none /proc proc rwO0 O

usbdevfs /proc/bus/usb usbdevfs rw 0 0

/ dev/ hdal /boot ext3 rw 0 O

/ dev/ hda2 /data ext3 rw 0 O

none /dev/pts devpts rw, gi d=5, node=620 0 0
none /dev/shmtnpfs rw 0 0

/ dev/ hda3 /mt/hda3 vfat rw 0 O

Following command mounts the floppy drive in mount point / rmt / f | oppy
[root @i nserver /]# nount /dev/fdO /mt/fl oppy
Similarly

[root @i nserver /]# nount /dev/cdrom/mt/cdrom

Following command mounts your VFAT partition, C: drive, in / mt / wi ndi r

[ root @mi nserver /]# mount -t vfat /dev/hda2 /mt/w ndir

If you want to look into an . i so image, you can mount it to an empty directory
(/ mt / cdi nage) using loopback option and then use it as an ordinary directory.

[ root @mi nserver /]# mount -o loop /downloads/cdl.iso /mmt/cdinage

Following command mounts an NFSshare/ usr / r edhat 72 from the machine
192. 168. 1. 254 to your local mount point / mt / cdr om

[root @i nserver /]# nount —t nfs 192.168. 1.254:/usr/redhat72 /mt/cdrom

To unmount any mount point use the following command but the mount point must
not be busy:

[ root @mi nserver /]# umount /mmt/cdrom
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Note that you cannot mount an NTFS partition unless it's support is enabled in the
kernel. See chapter Kernel Modification and Compilation. By thistime of writing
only read-only support for NTFSis available in RedHat linux. Writing isin
experimentation/ devel opment stage and will destroy your data.

File copying / moving / renaming / deletion / compression and
decompression:

Following command copies all (non-hidden) files, including any subdirectories from
/ hone/ kanran to /mt/fl oppy ,overwriting any previously existing files

(--reply=yes)

[ root @mi nserver /]# cp -vr /hone/kanmran/* /mt/floppy/ —-reply=yes

The above command will change the ownership of the newly copied files on
/nmt/fl oppy totheuidandgid of theuser issuing the copy (cp) command,
in this case the user r oot . To preserve the file permissions while copying to the new
location, use the - p switch aswell. For example:

[root @mi nserver /]# cp -v -r -p [hone/kanran/* [mt/floppy/ —reply=yes

Following command deletes all files, including subdirectories, forcefully (without
asking yesno) from the directory / t mp.

[root @mi nserver /]# rm-fr /tnp/*

Following command creates atar filein/ t np asmyt ar . t ar from thefilesin
current directory

[root @i nserver /]# tar cvf /tnp/nytar.tar *

Following command untars the tar filemyt ar . t ar from/ t np in current directory

[root @mai nserver /]# tar xvf /tnp/nytar.tar

Following command untarsthe tar filenyt ar . t ar from/tnpin
/ backup/ restore
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[root @i nserver /]# tar xvf /tnp/nytar.tar -C /backup/restore

Following command adds afile (newfile.pl) to already existing tar file
exi sting.tar .

[root @i nserver /]# tar rvf existing.tar newfile.pl

Following command compresses (using maximum compression) the tar file
nytar.tar toa'gzip' filenytar.tar. gz

[root @i nserver /]# gzip -v9 nytar.tar

Following command extracts / decompresses the tar file out of the
. gz fileinthe current directory

[ root @mi nserver /]# gzip -vd nytar.tar.gz

Disk checking and formatting:

List of all partitions on al attached hard drives (both SCSI and IDE)

[root @i nserver /]# fdisk -1

To resize partitions use:

[ root @mi nserver /]# parted

Following command formats a floppy disk in ext 2 format, also checks for and
marks, bad sectors

[root @i nserver /]# nke2fs -c /dev/fdO

Following command formats a floppy disk in dos format

[ root @mi nserver /]# nkdosfs /dev/fdO

Following command checks for errors on the partition, the partition being checked
should be in unmounted state during check.
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[ root @mi nserver /]# e2fsck /dev/hda3

or
[ root @mi nserver /]# fsck -t ext2 /dev/hda3

Process management:

Following command shows the list of al running processes with their process ids
(PID), even owned by other users:

[root @i nserver /]# ps aux | |ess

Y ou can also use pstree :

[root @i nserver /]# pstree

Following command will kill a specific process, say processid 12432:

[root @mai nserver /]# kill 12432

or

[root @i nserver /]# kill —s KILL 12432
or

[root @i nserver /]# kill —KILL 12432
or

[root @i nserver /]# kill -9 12432
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22 Linux pocket reference for system administrators

Package management:

Following command lists all the currently installed packages and captures only those
lines which have the word sendmail in them

[root @i nserver /]# rpm-qa | grep sendnail

or

[root @mai nserver /]# rpm-qa sendmail *

To check presence of the package 'bind' in the system, use the following command:

[ root @mi nserver /]# rpm-qg bind

Following command lists all the information about the specific installed package.

[ root @mi nserver /]# rpm-qi sendnuil

Following command lists all the documentation files and their location of a particular
installed package.

[root @i nserver /]# rpm-qd sendmai |

Following command lists file locations of al of the files of aparticular installed
package.

[ root @mi nserver /]# rpm-qgl sendnail

Following command lists all information of the un-installed package:

[ root @mi nserver /]# rpm-qgpi ymessenger-0.99.19-1.i386.rpm

Similarly,you can check the list of files a package contains, before actually installing
it:
[ root @mi nserver /]# rpm-qgpl ynmessenger-0.99.19-1.i386.rpm

Also to check, which package afile belongs to by:
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[root @mi nserver /]# rpm-qgf /etc/mail/sendnail.cf

sendnai | -8.12. 8-4

If not installed then install it from (mounted) Redhat CD by using the following
command:

[ root @mi nserver /]# rpm-ivh /mt/cdrom RedHat/ RPMS/ bi nd*. rpm

If an older version of the package isinstalled and you want to upgrade it to a new
version, then use (U):

[ root @mi nserver /]# rpm-Wh /mt/cdrom RedHat/ RPMS/ bi nd*. rpm

If some version of apackage isinstalled but some files got corrupted, and you want
to re-install it then use —force with it while installing.

root @mi nserver /]# rpm-ivh —force /mt/cdrom RedHat / RPMS/ bi nd*. r pm
[ p p

Following command erases (removes/ un-installs ) a specific package.

[root @mai nserver /]# rpm-e sendmail

Sometimes during installation of some rpm package you get some error about
missing libraries. To check which package provides you that library, you can use:

[ root @mi nserver /]# rpm-q --redhatprovides libc.so.6
glibc-2.3.2-11.9

So in the above example you see that if you install gl i bc-2. 3. 2-11. 9, you will
automatically get the required library (I i bc. so. 6) , installed. But remember that
for the above command to work correctly, you should haver pndb- r edhat - a. b
package already installed on your system.

[ root @mi nserver tnp]# rpm -q rpndb-redhat
r prdb- r edhat - 9- 0. 20030313
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Svstem services configuration / device configuration:

To check the status of the daemons listening on different ports:

[root @i nserver /]# netstat -at

Following command will generate a hardware list of your computer and save it astar
file.

[root @mai nserver /]# sysreport

To configure boot up servicesuse set up or nt sysv

[ root @mi nserver /]# setup

or

[ root @mi nserver /]# ntsysv
Assuming you want to add the ypbi nd service to run level 3 only; then,

[root @i nserver /]# chkconfig — add ypbi nd
[root @i nserver /]# chkconfig —1evel 3 ypbind on

To configure various hardware devices (prior to Redhat 8.0) , use:

[root @mai nserver /]# kbdconfig (for keyboard layout)

[ root @mi nserver /]# nodent ool (for modem)

[root @i nserver /]# nouseconfig ( for mouse)

[ root @mi nserver /]# printconf (for printer configuration, needs X interface)
[root @i nserver /]# tinmeconfig (for time zone configuration)

[root @rai nserver /]# Xconfi gurator (for VGA card)

[ root @mi nserver /]# xvidtune (for Monitor display adjustment)

To configure various hardware devices ( Redhat 8.0 and 9.0) , use:

[ root @mi nserver /]# redhat-config-kbdconfig (for keyboard layout)
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[ root @mi nserver /]# redhat-config-nodent ool (for modem)

[root @i nserver /]# redhat-config-nouseconfig (for mouse)

[root @rai nserver /]# redhat-config-printconf (for printer configuration, needs X interface)
[ root @mi nserver /]# redhat-config-timeconfig (for time zone configuration)

[ root @mi nserver /]# redhat-config-xfree86 (for VGA card)

[ root @mi nserver /]# xvidtune (for Monitor display adjustment)

To run ashell termina from Xwindows, run the command :
[ root @mi nserver /]# xterm

or

[root @i nserver /]# konsole

User Management and file permissions / ownerships:
To add a new group called mailusers use:

[ root @mi nserver /]# groupadd nuil users

To add new user kamran and make him a member of the group mailusers, use:

[root @i nserver /]# useradd -s /bin/false -g nmailusers kanran

To change the password if some user, say kamran, run the following command as
root:

[ root @mi nserver /]# passwd kanran

To lock the password of user kamran, run the following command as root:

[ root @mi nserver /]# passwd -1 kanran

To un-lock the password of user kamran, run the following command as root:

[root @i nserver /]# passwd -u kanran
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To delete a user say kamran, including his home directory, use:

[root @i nserver /]# userdel -r kanran

To change permissions of an object (file or directory), use chmod:

[root @i nserver /]# chmod 770 nyfile.txt
(changes the permissions of the file to rwx for both owner and group)

or

[ root @mi nserver /]# chrmod ug+rwx, o-rwx nyfile.txt

To change ownership of adirectory / pr oj ect to kamran and set the group
permissions to the group mailusers, use chown (-R will change ownership of all files
and subdirectories under the directory project:

[root @i nserver /]# chown —R kanran: mail users /project

For more topics like sudo, umask and setgid, etc, see the chapter, Advance
permissions

M odules management:

To insert amodule, eg. you want to add the support for your 3com Ethernet card
3c509 ,then use:

[ root @mi nserver /]# nmodprobe 3c509 i 0=0x300 irqg=5

or

[root @mai nserver /]# insnmd 3c509 i 0=0x300 irqg=5
then

[root @i nserver /]# ifconfig ethO 192.168.1.5 netnmask 255. 255.255.0 up

To list the currently loaded modules use :
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[ root @mi nserver /]# | snod

To remove amodule use :

[root @i nserver /]# rnmod 3c509

Routing table and naming:

To check the routing table :
[root @mai nserver /]# route

or

[ root @mi nserver /]# route -n

Note: If thesmpler out e command (as shown above) sort of hangs/ gives alot of
delay before showing the routing table, and ther out e - n command shows the
routing table in numeric form instantly, then this indicates a problem with name
resolution.

To add a default route or gateway:
[root @mi nserver /]# route add default gw nainserver. nydonain. nydomai n. com

or

[root @mi nserver /]# route add default gw 192.168.1.254

To delete a default gateway:

[ root @mi nserver /]# route del default

To add aroute to a network

[ root @mi nserver /]# route add —net 192.168.1.0 netmask 255.255.255.0 dev ethO

To delete a network from the routing table
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[root @i nserver /]# route del —net 192.168.1.0 netnask 255.255.255.0 dev ethO

To add ahost route:

[ root @mi nserver /]# route add 192.168.1.1 ethO

To delete a host route

[root @i nserver /]# route del 192.168.1.1

To trace the path / number of hops to a particular host on the network:
[root @mai nserver /]# traceroute wksl.mydomai n.com

or

[ root @mi nserver /]# traceroute ww. |inux.org

To do tracing of the route and ping at the sametime, usent r :

[ root @mi nserver /]# mtr wksl.nydonai n.com

To find ahost and/or it's I P on the network use the following commands. These will
query your default DNS server of your network:

[ root @mi nserver /]# host wksl. nydonai n.com

or

[root @i nserver /]# nslookup wksl. mydonai n. com

or

[root @i nserver /]# dig wksl.nydonmain.com

You can use host nane to get the FQDN of the a specific host. But remember that
the FQDN hostname must be set in either / et ¢/ sysconfi g/ net wor k fileor
must be set manually using the host nanme command. It is agood practice to write
FQDN of each computer init'sown/ et c/ sysconfi g/ net wor k file. The check
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isthat the command host nane —- f gqdn must return the FQDN of your machine.
See below.

[root @i nserver /]# cat /etc/sysconfig/ network
NETWORKI NG=yes
HOSTNAME=nai nser ver . nydomai n. com

[ root @mi nserver /]# hostnane
mai nser ver . nydomai n. com

[ root @mi nserver /]# hostname --fqdn
mai nserver. nydomai n. com

In order to find out the name of your DNS domain, you should not use

domai nnanme command without arguments, as it will return you the name of the
NIS domain, which in this caseis not yet set. You can use - d switch with

domai nname command or use dnsdomai nnane command. The dormai nname
- y aso returns you the name of NIS domain (equal to ypdomai nnanme command).

[ root @rai nserver /]# domai nnane
(none)

[root @i nserver /]# domai nname -d
nydomai n. com

[root @i nserver /]# dnsdonai nnane
nmydonai n. com

[ root @mi nserver /]# domai nname -y
(none)

[root @mai nserver /]# ypdonai nnane
(none)

To check the status of awintendo machine on your network, use:

[root @i nserver /]# nnbl ookup -A wksl.nydomai n.com
or

[ root @mi nserver /]# nnbl ookup -A 192.168.1.1
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To check for the open ports on a machine on the network (may be the local host
itself):

[root @i nserver /]# nmap wksl.nydonai n. com

Miscellaneous:

To create a boot floppy out of the images provided by the installation CROM:

[root @i nserver /]# dd if=/mt/cdronfinages/boot.ing of=/dev/fd0

To find help on some topic :
[ root @mi nserver /]# man snnp
or

[ root @mi nserver /]# man 5 snnp (Thisis normally referred as snmp(5) in docs)

or

[ root @mi nserver /]# info snnp

Also you can seek for a particual keyword ( say: umask) in the man pages by:

[ root @mi nserver /]# man - K unask

Talking of i nf o command, here are some important shortcut keys while navigating
ini nf o pages.
‘ Key ‘ Function

N Takes you to the next page in sequence after the present one.

P Takes you to the previous page in sequence after the present one.

U Takes you up one level in the page hierarchy.

Enter  Jumpsto the link under the cursor.
M Follow link from menu and asks you which entry to use.
F Follows standard cross reference, which usually has “Note:” written close
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‘ Key ‘ Function
toit.

L Displays the last page shown. Equal to pressing back button on aweb
browser window.

Space | Scroll forward one page.
bar

Backsp Scroll backward one page.
ace

Tofind afileinthe/ usr directory, use:

[ root @mi nserver /]# find /usr -nane “*.doc”

To find files and directories owned by the group studentsin the/ usr directory, use:

[ root @mi nserver /]# find /usr -group students

Assuming a user left the organization and the files owned by his account name must
be found and deleted for security reasons, use:

[root @i nserver /]# find / -user kanran -exec rm '{}'

Want to perform some quick mathematical calculations ? okay okay, use:

[root @i nserver /]# bc

To set up date and time as 20 May 2003 17:35 you should use:

[ root @mi nserver /]# date 0520173503

To synchronize it with the hardware clock, use:

[ root @mi nserver /]# hwel ock —- systohc
To check for memory and swap space usage, you can use:
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[ root @mi nserver /]# free

or
[ root @mi nserver /]# top

To check the system load status averages and the uptime:

[ root @i nserver /]# uptinme

To check when the system was booted last time:

[root @i nserver /]# who -b

To check the status of a particular service:
[root @i nserver /]# service sendmail|l status
or

[ root @mi nserver /]# /etc/rc.d/init.d/ sendmail status

To check the status of all services:

[root @mai nserver /]# service —status-all

To create a boot disk for your system, use the mkboot di sk command, but first
check the kernel version of your system by uname -r command or by looking into
the/1i b/ modul es direcotry:

[root @i nserver /]# unanme -r
2.4.20-8

or

[root @i nserver /]# I's /1ib/mdul es
2.4.20-8

[ root @mi nserver /]# nkbootdi sk —device /dev/fd0 2.4.20-8

Sometimes symbolic links to files are broken, eg assuming link file is deleted or
some fileis over written on it. To create a symbolic link for the
/ boot / grub/ menu. | st fileinthe/ et c directory asgr ub. conf use:
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[root @i nserver /]# In -s /boot/grub/menu.lst /etc/grub.conf

Note: If you ommit -s in the | n command, a hard link will be created, which will
NOT show upinthels -1 command output asalink file, rather the newly created
hard link will be shown asaregular file. Still it will function asalink file.

If you want to know the RedHat version, read the file
/etc/redhat-rel ease or /etc/issue

[ root @mi nserver /]# cat /etc/redhat-rel ease
Red Hat Linux release 9 (Shrike)

Similarly

[root @mai nserver /]# cat /etc/issue
Red Hat Linux release 9 (Shrike)
Kernel \r on an \'m

Also unane can be very helpful to determine your processor model, motherboard
classsmodel and machine architecture. Note: for Intel users the processor may be

i 386, 486, i586(P-1) ori686(P-2 to P-4).MineisAMD Athlon, so
it shows at hl on. Similarly for Intel based machines or AMD based machines, or
any machine known as IBM-PC/AT compatible will show i 386 under unanme -i
command.

[ root @mi nserver /]# uname -p
at hl on

[ root @mi nserver /]# uname -m
i 686

[ root @mi nserver /]# unanme -i
i 386

Important Vi editor commands:

Undo: u

Redo: r

Repeat: .

Visual mode/ highlighter mode/ selection mode (used with arrow keys) : Y%
Cut: “*c
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Copy: “ry

Paste: “*p

Select dl: ggVG

Show the name of current file bei ng edited: Crl+g
Execute shell command: il

Search forward: /i nux

Search backwards: ?1 i nux

Search and replace atext inthe entirefile:  : %/ | i nux/ LI NUX/ g

One last thing, tends to be very useful in situations. Assume you changed path using
cd command to some very long/deep level directory, then you want to come back to
the previous directory you came from and then from there again you want to come
back to the same deep level directory. This creates alot of typing frustration.
Solutionis cd — command.

[ root @i nserver network-scripts]# pwd
/ etc/ sysconfi g/ network-scripts

[ root @i nserver network-scripts]# cd /lib/nodul es/

[ root @i nserver nodul es]# cd -
/ etc/ sysconfi g/ network-scripts

[ root @mi nserver network-scripts]# cd -
/11 b/ nodul es

To mount flash (USB) disk use:

[ root @mi nserver nodul es]# nmount /dev/sdal /mt/fl oppy
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Chapter 2: Using fdisk

fdisk isavery powerful tool. And as a system administrator you should know how to
use thistool effectively and efficiently without causing harm to data. Thistool will
save you alot of time during installation and during normal system operation, both.

To check the partition list, use fdisk -I:

[root @mai nserver /]# fdisk -1

Di sk /dev/hda: 255 heads, 63 sectors, 4867 cylinders
Units = cylinders of 16065 * 512 bytes

Devi ce Boot Start End Bl ocks Id System

/ dev/ hdal 1 7 56196 83 Linux

/dev/ hda2  * 8 1282 10241437+ ¢ Wn95 FAT32 (LBA)
/ dev/ hda3 1283 3577 18434587+ 83 Linux

/ dev/ hda4 3578 4867 10361925 5 Extended

/ dev/ hdas 3578 3705 1028128+ 83 Linux

/ dev/ hda6 3706 3738 265041 83 Linux

/ dev/ hda7 3739 3771 265041 82 Linux swap

/ dev/ hda8 3772 4867 8803588+ 83 Linux

The* in Boot column shows the active or boot partition, in thiscaseit is

/ dev/ hda2 or 2 primary partition on FAT32. The Id column contains the
partition file system type in hexadecimal format. Also the command will list all the
hard disks attached to the system and will display all the partitions in each hard disk.

While creating partitions, it should be noted that at one time there can be a maximum
of four primary (with no extended) partitions on one hard drive, numbered 1 to 4.
Also there can be only one extended (with max three primary) partition on one hard
disk. You can create as many partitions in extended as you want, numbered 5 and
above. So in the above example output of the command, f di sk -1, you can see
three primary partitions, numbered / dev/ hdal to/ dev/ hda3 and an extended
partition (considered a special type of primary partition) / dev/ hda4, defined in
hard disk / dev/ hda, which isthe primary master hard disk on this system. This
extended partition contains four logical partitions(as many windows users call /
identify them), numbered / dev/ hdab to/ dev/ hdas.

The IDE devices are numbered using the following scheme :

Primary master / dev/ hda
Primary slave / dev/ hdb
Secondary master/ dev/ hdc

Secondary slave / dev/ hdd
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To modify partitions use f di sk ininteractive mode. Y ou have to type in the hard
disk device id as a parameter. Type the following command and press m to get alist
of available commands.

[root @i nserver /]# fdisk /dev/hdc

The nunber of cylinders for this disk is set to 4867.
There is nothing wong with that, but this is larger than 1024, and could in
certain setups cause problenms wth:
1) software that runs at boot tine (e.g., old versions of LILO
2) booting and partitioning software from other OSs
(e.g., DOS FDISK, OS/2 FDI SK)

Command (mfor help): m

Command action

toggle a bootable flag

edit bsd di skl abel

toggle the dos conpatibility flag
delete a partition

l'ist known partition types

print this nenu

add a new partition

create a new enpty DOS partition table
print the partition table

quit wthout saving changes
create a new enpty Sun di skl abel
change a partition's systemid
change display/entry units

verify the partition table

wite table to disk and exit
extra functionality (experts only)

XS<CT0VQTOS3I—QOTW

Conmmand (m for help):

Scenario:

Assume we want to create some partitions on anew hard disk (/ dev/ hdc), attached
to the system as secondary master, of size 2GB. This hard disk also contains some
bad sectors somewhere in the middle and at the end. i.e from cylinder 559 till
cylinder 579 and from cylinder 611 till cylinder 1023. (Thisis told to us by someone
who has a so been using linux with this hard-disk and has given it to us for
experimentation. We in turn want to use this on aold 486 computer lying in the
corner of our lab.) We want01 to create a primary partition of 100MB (primary 1)
which will serve as '/boot" later on. This over- comes many boot constraints while
installing Linux boot loader: LILO. Then we want to create partitions for win95 and
linux. There will be one win95 partition of 100MB (primary 2) and then we will
create an extended partition of all |leftover space. In this extended partition we will
create one partition of 900M B, which will serve as'/' later on; and a 64 MB partition
which will serve as a<swap> .

www. geoci ti es. conf nk_azeem



Chapter 2: Using fdisk 37

Configuration / procedur e:
First you check the current partition table by pressing p to print the partition table on
the screen.

Command (mfor help):p
Di sk /dev/hdc: 64 heads, 63 sectors, 1023 cylinders
Units = cylinders of 4032 * 512 bytes

Devi ce Boot Start End Bl ocks Id System

This shows that there are no partitions defined on the current hard disk. Now to add a
new partition use n and fdisk will ask you for the type of partition, primary or
extended. Type p for primary and give 1 as partition number and +100M as size.

Command (mfor help):n

Conmand action
e ext ended
p primary partition (1-4)

p

Partition nunber (1-4):

First cylinder (1-1023, def ault 1): 1

Last cylinder or +si zeMor +si zeK (1-1023, default 1023): +100M

Now we can check the partition table by pressing p again at the fdisk's command
prompt.

Command (mfor help): p

Di sk /dev/hdc: 64 heads, 63 sectors, 1023 cylinders
Units = cylinders of 4032 * 512 bytes

Devi ce Boot Start End Bl ocks Id System
/ dev/ hdcl 1 51 102815+ 83 Linux

Now we want to add awin95 primary partition (FAT32). Again add a new primary
partition by pressing p and press 2 for partition number. Press enter for default
starting address and specify +100M for the size.

Command (mfor help): n
Command acti on
e ext ended
p primary partition (1-4)
p
Partition nunber (1-4): 2
First cylinder (52-1023, default 52):(press Enter)

Using default value 52
Last cylinder or +sizeM or +sizeK (52-1023, default 1023): +100M

Command (mfor help): p

Di sk /dev/hdc: 64 heads, 63 sectors, 1023 cylinders
Units = cylinders of 4032 * 512 bytes
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Devi ce Boot Start End Bl ocks Id System

/ dev/ hdcl 1 51 102815+ 83 Linux

/ dev/ hdc2 52 102 102816 83 Linux

If you notice here we have created another primary partition of size 100MB and have
also confirmed the effects by printing the partition table. But there is something
confusing here, under the Id column fdisk is showing the partition as type 83, which
is of file system type Linux. But we wanted to make it of type FAT32 ! No problem,
we will change the system id of this partition by pressing t on the fdisk command
prompt and specify that we want to change the system id of partition number 2, to

win95 FAT32, which is of type c.

Conmand (mfor help): t

Partition nunber (1-

Hex code (type L to

Enpt y
FAT12

XENI X r oot
XENI X usr
FAT16 <32M
Ext ended

Al X boot abl e
OS/ 2 Boot Manag
W n95 FAT32
W n95 FAT32 (LB
Wn95 FAT16 (LB
Wno95 Ext'd (LB

OPUS

Hi dden FAT12
Conpag di agnost
Hi dden FAT16 <3
Hi dden FAT16

Hi dden HPFS/ NTF
AST Smart Sl eep
H dden W n95 FA

TTOOTY OONOUITRAWNREFO
z
]
=
[«2)

Hex code (type L to
Changed systemtype

4): 2
list codes): L

Hi dden Wn95 FA
Hi dden Wn95 FA
NEC DOS

Plan 9
PartitionMagic
Veni x 80286

41 PPC PReP Boot
SFS

QNX4. x

ONX4. x 2nd part
ONX4. x 3rd part
OnTrack DM
OnTrack DVB Aux
CP/ M

OnTrack DVB Aux
OnTr ackDVB
EZ-Drive

Gol den Bow

Pri am Edi sk
SpeedSt or

GNU HURD or Sys
Novel | Netware
Novel I Netware

l'ist codes):c
of partition 2 to c

Conmand (mfor help): p

Di sk /dev/ hdc:

64 heads,

63 sectors,

Units = cylinders of 4032 * 512 bytes

Di skSecure Mult
PC/ I X

ad Mnix

Mnix / old Lin
Li nux swap

Li nux

OS/ 2 hidden C
Li nux extended
NTFS vol une set
NTFS vol une set
Li nux LVM
Anmpeba

Anpeba BBT

BSDI OS

| BM Thi nkpad hi
Fr eeBSD
QpenBSD
NeXTSTEP

Darwi n UFS

Net BSD

Darwi n boot
BSDl fs

BSDI swap

(W n95 FAT32 (LBA))

1023 cylinders

Devi ce Boot Start End Bl ocks Id System
/ dev/ hdcl 1 51 102815+ 83 Linux
/ dev/ hdc2 52 102 102816 c

Command (m for help):

Boot W zard hid
Sol ari s boot
DRDCS/ sec ( FAT-
DRDCS/ sec ( FAT-
DRDOS/ sec ( FAT-
Syri nx

Non- FS dat a
CP/M/ CTCS /
Dell UWility
Boot I t

DOS access

DOS R O

SpeedSt or

BeCS fs

EFI GPT

EFI (FAT-12/ 16/
Li nux/ PA-RI SC b
SpeedSt or
SpeedSt or

DOS secondary
Linux raid auto
LANst ep

BBT

Wn95 FAT32 (LBA)

Asyou can see, we have verified that the partition id of partition 2 has been
successfully changed to Win95 FAT32. Now we also want that our partition 2 should
be the boot partition. So we will use a to toggle the boot flag of partition number 2.
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Command (mfor help): a
Partition number (1-4): 2

Command (mfor help): p

Di sk /dev/hdc: 64 heads, 63 sectors, 1023 cylinders
Units = cylinders of 4032 * 512 bytes

Devi ce Boot Start End Bl ocks Id System
/ dev/ hdcl 1 51 102815+ 83 Linux
/dev/ hdc2 * 52 102 102816 c Wn95 FAT32 (LBA)

Now we want to create an extended partition of al available leftover space, and
within that we will be creating the partitions which will be used by linux later on
during installation. We can also leave it till here as installation program also contains
tools like Disk Druid and fdisk, but lets go on with it for now.

Command (mfor help): n
Command action

e ext ended

p primary partition (1-4)

e

Partition nunber (1-4): 3

First cylinder (103-1023, default 103):(press Enter)

Usi ng default value 103

Last cylinder or +sizeM or +sizeK (103-1023, default 1023): (press Enter)
Usi ng default value 1023

Conmand (mfor help): p

Di sk /dev/hdc: 64 heads, 63 sectors, 1023 cylinders
Units = cylinders of 4032 * 512 bytes

Devi ce Boot Start End Bl ocks Id System
/ dev/ hdcl 1 51 102815+ 83 Linux
/ dev/ hdc2 * 52 102 102816 c Wn95 FAT32 (LBA)
/ dev/ hdc3 103 1023 1856736 5 Extended

Command (mfor help): n
Command action
| | ogi cal (5 or over)
| p primary partition (1-4)
First cylinder (103-1023, default 103): (Press Enter)
Using default value 103
Last cylinder or +sizeMor +sizeK (103-1023, default 1023): 559

Notice that this time after pressing n for new partition , the options menu is changed.
Thereislogical in place of extended. Thisis because there can only be one extended
partition in one hard disk, and once that is created, it's option is no more shown. We
are allowed to create logical partitions in the extended partition. In the above
example we have created a cylinder based partition, from cylinder 103 till cylinder
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559. We will create the next partition from cylinder 579 till cylinder 611, which will
serve as our swap partition, after-wards.

Command (mfor help): n
Command action
| | ogi cal (5 or over)
| p primary partition (1-4)
First cylinder (560-1023, default 560): 579
Last cylinder or +sizeMor +sizeK (579-1023, default 1023): 611

Conmand (mfor help): p

Di sk /dev/hdc: 64 heads, 63 sectors, 1023 cylinders
Units = cylinders of 4032 * 512 bytes

Devi ce Boot Start End Bl ocks Id System
/ dev/ hdcl 1 51 102815+ 83 Linux
/ dev/ hdc2 * 52 102 102816 c Wn95 FAT32 (LBA)
/ dev/ hdc3 103 1023 1856736 5 Extended
/ dev/ hdc5 103 559 921311+ 83 Linux
/ dev/ hdc6é 579 611 66528 83 Linux

Since this partition has to be our swap partition, we need to change it's system id to
82, which isLinux swap.

Command (mfor help): t

Partition nunber (1-6): 6

Hex code (type L to list codes): 82

Changed systemtype of partition 6 to 82 (Linux swap)

Command (mfor help): p

Di sk /dev/hdc: 64 heads, 63 sectors, 1023 cylinders
Units = cylinders of 4032 * 512 bytes

Devi ce Boot Start End Bl ocks Id System
/ dev/ hdcl 1 51 102815+ 83 Linux
/dev/ hdc2 * 52 102 102816 c Wn95 FAT32 (LBA)
/ dev/ hdc3 103 1023 1856736 5 Extended
/ dev/ hdc5 103 559 921311+ 83 Linux
/ dev/ hdc6 579 611 66528 82 Linux swap

All the partitions created, now let's save our efforts, i.e write the partition table by
using w on the fdisk prompt. If fdisk was called from a command prompt, then after
pressing w, we will be taken back to the shell command prompt. And if we called
fdisk during partitioning option of Linux installation, then we will be taken back to
the previous screen where you are to select hard disk to run fdisk on. Go more back
from there and select Disk druid this time to assign mount points and format the
partitions during installation.

Command (mfor help): w
The partition table has been altered!

Calling ioctl () to re-read partition table.
Synci ng di sks.
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[root @i nserver /]#

Oh, and by the way, if at any time you think that you have messed up things then just
come out of fdisk by pressing q instead of w. Thiswill quit fdisk without saving /
writing the partition table. Y ou can then re-run it. This normally happens when you
accidentally delete a partition or assign incorrect system id or incorrect size, etc. Also
deleting a partition is very simple, just press d on the fdisk command prompt, you
will be asked for the partition number from 1 to maximum number of partitions you
have on the drive. Save your changes by pressing w on the fdisk command prompt.

Partition size calculation:

Now lets calculate the sizes of these cylinder based partitions on the basis of the
information available from the print partition table command, p.

The statement Units = cylinders of 4032 * 512 bytes ,inthe
output generated by print (p) command of fdisk, means that each cylinder consists of
4032 * 512 bytes, which is equal to 2064384 bytes. We have (51-1)+1 = 51 cylinders
in/ dev/ hdc1 partition. So 51 * 2064384 bytes = 105283584 bytes. Divide this
number by 1024 which gives us 102816 KB (kilo bytes). Further divide this new
number by 1024 again which gives us 100.40625 MB (mega bytes). Thiswas in fact
our size which we specified while creating our / dev/ hdc1 partition. Now since
this method for finding out the size of partition is confirmed, lets find out the size of
the partitions/ dev/ hdc 3,/ dev/ hdc5 and / dev/ hdc6, which were created
using cylinder numbers:

1)/dev/hdc3 (extended partition)

(1023-103)+1 = 921 cylinders

921 * 4032 * 512 = 1901297664 bytes

1901297664 / 1024 = 1856736 KB

1856736 /1024 = 1813.21875 MB

1813. 21875 / 1024 = 1.770721436 GB,whichisnearly equal to 1.8
GB

2)ldev/hdc5
(559-103) +1 = 457 cylinders
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457 * 4032 * 512 941359104 bytes
941359104 / 1024 = 919296 KB
919296 / 1024 = 897.75 MB,whichisnearly equal to 900 MB.

3)/dev/hdc6

(611-579) + 1 = 33 cylinders

33 * 4032 * 512 = 68124672 bytes

68124672 / 1024 = 66528 KB

66528 / 1204 = 64.96875 MB,whichisnearly equal to 65 MB

Now we know that the total number of cylinders on this hard disk were 1023, out of
which we have used up to 611. so how much space is still Ieft on this hard disk, (this
space in fact contains alot of bad sectors).

(1023 - 611) +1 = 413 cylinders

413 * 4032 * 512 = 852590592 bytes

852590592 / 1024 = 832608 KB

832608 / 1024 = 813.09375 MB, whichisnearly equal to 813 MB

Now you have created the partitions, you can use the command mke2fs to format the
new Linux partition. Y ou have to use mkswap to format the swap partition and
mkdosfs to format the FAT32 partition.

[ root @mi nserver /]# nke2fs -c /dev/hdcl

nke2fs 1.27 (8-Mar-2002)
Fi | esystem | abel =
CS type: Linux
Bl ock si ze=1024 (| 0g=0)
Fragnent size=1024 ?I 0g=0)
25792 inodes, 102815 bl ocks
5140 bl ocks (5.00% reserved for the super user
First data bl ock=1
13 bl ock groups
8192 bl ocks per group, 8192 fragnments per group
1984 inodes per group
Super bl ock backups stored on bl ocks:
8193, 24577, 40961, 57345, 73729

Checking for bad bl ocks (read-only test): done
Witing inode tables: done
Witing superblocks and fil esystem accounting information: done

This filesystemw ||l be automatically checked every 38 nounts or
180 days, whichever cones first. Use tune2fs -c or -i to override.
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[ root @mi nserver /]# nkdosfs -c -F 32 /dev/hdc2
nmkdosfs 2.8 (28 Feb 2001)

[ root @mi nserver /]# nkswap /dev/hdc6é

Setting up swapspace version 1, size = 133052 Ki B

Y ou further need to turn on swap space usage by using swapon command.

[ root @mi nserver /]# swapon -a
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Chapter 3: Basic Network trouble-shooting

Example network:

Our example network isaclass C private IP scheme 192. 168. 1. 0 network, which
is of -course non-route able. The network has a domain named mydomain.com
which is not registered on the Internet and serves as the part of fully qualified domain
names of the machines of this network only. There is a modem attached with the
server to connect to Internet, so this server also acts as a gateway for this network.
This network will be used in all examples of this book, until/unless specified
otherwise. See Fig 1.

whk=1. mpdomain. comn
Ir=192 . 16%.1.1
Gw=192 . 16%.1. 254

whk=2 mypdomna in, Gom
Ir=192.16%8.1.2
Gir=192,16%.1, 254

132,168.1.0/24
ethi my dama 1o, comn

132, 168.1. 254

E ma inse e o, mpdoms i, com

pppd
JIF dvnamicsassiqned by ISP:

I n £ & 1rne= ¢t

Network: 192.168.1.0
Network Mask: 255. 255. 255. 0
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Server is called mainserver with fully qualified domain name (FQDN) as
mainser ver.mydomain.com It'sIPis192. 168. 1. 254 and is the default gateway
for the client computers on this network.

Client machines are called wksl, wks2 and onwards , with FQDNs as

wksl.mydomain.com and wks2.mydomain.com respectively, having |Ps
192.168.1.1 and 192.168.1.2 and onwards, respectively.

Basic network configuration and troubleshooting

Check the network settings in the following order:-

Note: All commands are to be given as user r oot .

1)Check the hostname of the computer you are sitting on, and set it accordingly of
not correct. For run-time you can set the hostname by using the hostname command
againas:

[root @i nserver /]# hostnanme
nai nserver

[root @i nserver /]# hostname nai nserver. nydonai n. com

2) Check name resolution

[ root @mi nserver /]# vi [etc/hosts (client, server both)

In case DNS is being used for name resolution, edit thisfile and remove any IP and
names of computers which are part of this domain / network. For the machine
mai nser ver , you can leave only the following lineiniit:

127.0.0.1 | ocal host . | ocal domai n | ocal host
192. 168. 1. 254 mai nserver. nydomai n. com  mai nserver

(interpret thisfile as | P then machine name then fully qualified domain name then
alias or nickname)

In case DNSis not being used for name resolution, edit thisfile and put in 1P and

names of computers which are part of this domain / network. Remember!, In such a
case this file needs to be replicated on al the * nix based machines on this network.
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(Quitealot, isn't it ! ). For the machine mainserver and wksl, you can have the
following linesin thisfile:

127.0.0.1 | ocal host . | ocal domai n | ocal host
192. 168. 1. 254 mai nserver. nydomai n. com  nai nserver
192.168.1.1 wks1. nydonai n. com wks1l

3) Check for name resolution order

[root @i nserver /]# vi /etc/host.conf (client, server both)

In case DNS is being used primarily for name resolution, edit this file and it should
have at least the following line;

order bind, hosts

In case DNS isnot being used primarily for name resolution, rather local
/ et c/ host s fileisthe primary name resolver, then edit this file and it should have
at least the following line:

order hosts, bind

Sometimes you will seeamul ti on linein thisfile. This means that any particular
host in question can have more than one IP addresses in the DNS file. Thisis the case
for example in multi-homed computers, which have more then one network
interfaces, like firewall machines or routers, etc.

4) Who is the name server for each machine?

[root @rai nserver /]# vi /etc/resolv.conf (client and server both)

In case you are on the server machine, and the same machine (i.e. the server) isthe
DNS server aswell, then edit thisfile and should contain the following:

naneserver 127.0.0.1

In case you are on the client machine, and some other machine (server ) isthe DNS
server, then edit this file and should contain the following:

naneserver 192. 168. 1. 254

Note: you can have multiple nameserver linesinal/et ¢/ r esol v. conf file Like:

naneserver 127.0.0.1
naneserver 192. 168. 1. 254
naneserver 192.168. 1. 121
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5) Check for boot time host name and gateway settings :

[ root @mi nserver /]# vi [etc/sysconfig/network (client and server both)

Thisfile contains your hostname so in case of server it should contain (the file on the
server should look like this):

NETWORKI NG=yes
HOSTNAME=nai nser ver . nydomai n. com

And the file on the clients, must have a GATEWAY mentioned in it:

NETWORKI NG=yes
HOSTNAME=wks 1. mydonai n. com
GATEWAY=192. 168. 1. 254

Y ou can also configure the hostname temporarily by using the command:

[root @rai nserver /]# hostname nai nserver. nydonai n. com

6) Check IP address:

[ root @mi nserver /]# vi [etc/sysconfig/ network-scripts/ifcfg-ethO (client and server
both)

Thisfile contains your 1P, which will be configured on machine boot up time. So it
should contain a minimum of your IP address , network mask and network address,
broadcast address, etc.

DEVI CE=et hO
BOOTPROTO=st at i ¢

| PADDR=192. 168. 1. 254
NETMASK=255. 255. 255. 0
ONBOOT=yes

7) Now restart the network if required, by following commands or just restart your
computer:

[root @mainserver /]# /[etc/rc.d/init.d/ network restart (client and server both)
or
[root @mai nserver /]# service network restart (client and server both)
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Check the output of ifconfig command after restarting the network. If it doesn't show
the new 1P which you just gave in the configuration files then this means that your
computer is picking up |P from somewhere else. But from where ? The answer is
“most probably” from the

[ etc/sysconfi g/ networking/ devi ces/ifcfg-ethofile. Actualy on
some Linux installations or in some situations, the

/ etc/sysconfi g/ network-scripts/ifcfg-ethofileisasymboliclink
to

[ etc/sysconfi g/ networking/ devi ces/ifcfg-ethO file If thislink
breaks, then weird things happen. Like, you edit the

net wor k- scri pts/ifcfg-ethO filebutyour system picksup the old IP from
no where (actually from net wor ki ng/ devi ces/ i f cf g- et hO file). What to do
? Heal the broken hearts. How ? Well, change directory to

[ etc/sysconfig/network-scripts.Copythei f cf g- et hO file, which
you think is the correct one, to the

/et c/ sysconfi g/ net wor ki ng/ devi ces directory. Or the contrary if you
think that the filein net wor ki ng/ devi ces/ i f cf g- et hO fileisthe one that
should be loaded then delete any i f cf g- et hO file from the

[ etc/ sysconfi g/ net work-scri pts directory. Then create the symbolic
link by :

[ root @mi nserver /]# cd /etc/sysconfig/network-scripts/

[ root @mi nserver network-scripts]# In -s ../ networking/devices/ifcfg-ethO
or

[ root @mi nserver /]# In -s /etc/sysconfig/ networking/devices/ifcfg-ethO
w /etc/sysconfig/ network-scripts/ifcfg-ethO

Now restart the network again and check theresultsby i f confi g command. This
time it should be ok.

Then issuethe host nane, i f confi g and r out e commands to check the
changes:

[root @i nserver /]# ifconfig
[root @i nserver /]# route

[root @i nserver /]# hostname
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If i f confi g doesn't show the desired IP, then try assign the IP manually for the
time being by the command:

[root @ksl /]# ifconfig ethO 192.168. 1. 254 net nask 255. 255. 255.0 up

If i f confi g command gives any errorslike FILE EXISTS, etc, then stop the
network first, configure IPby i f conf i g command and then again start the
network:

[root @wks1l /]# service network stop

[root @ksl /]# ifconfig ethO 192.168. 1.1 net mask 255.255.255.0 up

Thistimethei f conf i g command (without any other parameters), should show
you the new IP. Ther out e command should show a default gateway in the
routing table only on client computers. It should not show a default gateway for the
server, which is not yet connected to any other network.

Remember that your | oopback interface should also be “up” for your computer to
work correctly. You can check thisby i f conf i g command without any
parameters.

[root @ksl /]1# ifconfig

And you can turn it up by :
[root@ksl /]# ifup lo

or

[root@ksl /]# ifconfig lo 127.0.0.1 netnask 255.0.0.0 up

At this point you should be able to ping your own computer:

[root @ksl /]# ping 127.0.0.1

[root @ksl /]# ping 192.168.1.1

If thisis correct and the above two commands give you echo reply, then you should
also be able to ping gateway |P.

[root @ksl /]# ping 192.168. 1. 254
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If you can ping gateway 1P, then it means you should be able to ping any other
computer in the network.

If other computers are also configured then you should be able to ping them with
their respective IPs. Ping on the name e.g. mai nser ver . nydomai n. comor
wks1. mydomai n. comwill work only in that case when name resolution is
working properly, either through host s files or DNS is configured on the network
server and is running.

[ root @i nserver /]# ping mainserver.nydonai n. com

[ root @mi nserver /]# ping wksl. mydonai n.com

Note: If pi ng or any other servicelike t el net or ssh complaints that

“ Destination Host Unreachable” then check the cable connection and | P addresses
on both client and server. Also check for firewall blocking ICMP packets. If it
complaints with “ Unknown host” then there is problem with the name resolution.
Check hosts file if DNS is not running or not configured. Check

/ etc/resol v. conf and other filesif DNSis configured. If ping or any other
service complaints with “Network Unreachable” then your computer is not on the
same network as the target computer.

Further checking during network trouble shooting:

1)Isthe network wiring / cable connections/ cable configur ations correct ?
Y ou have to be sure that the cabling schemes/ wiring is correct and according to
some standard. For this you can consult common wiring layouts and cable
configurations attached at the end of this book as Appendix A.

2)Isthe softwar e package(s) installed ?

It may happen that during a custom or workstation install you forgot to install the
particular packages required by the service. Y ou can use rpm commands to check
for the existence of a package. For example you are trying to establish atelnet or
secure shell session with another machine and you get a*“ connection refused” or
“destination host unreachable” type of errors. The first error means that the telnet
service is not running on the target computer. It is either not installed at al or is
stopped or is being blocked by some firewall. The second error shows problem
with your name resolution or physical connection problem, means
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2) Does the Firewall per mit accessto the service?

Normally during install of Redhat 7.2, 7.3, 8 and 9, you are asked for afirewall.
Y ou might have selected “High” or “Medium” firewall security option. In this
case most of the services will be blocked. The details are;

In case of High security the following will happen:

« No new connections will be allowed targeted to your machines

« Only DNS and DHCP replies will be allowed by this machine if DNS server
(named) and DHCP (dhcpd) are running on this machine

« Active mode FTP to this machineis not allowed

- IRC DCC filetransfers are not allowed

« Red Audio and Remote X windows client sessions are not allowed

+ NIS& LDAP replies are not allowed

In case of Medium security the following will happen:

« Accessto ports below 1023 will not be allowed

« NFSand X Font Server and Remote X windows client sessions are not
alowed

Note: On a RedHat system, the firewall script generated by fi rewal | -
configor

redhat - confi g-securityl evel or Ghonme Lokkit,isstored as
/etc/sysconfig/iptables.

To temporarily disable a (default) firewall on aredhat 8 and above systems, use :

[root @i nserver /]# iptables -F
[root @i nserver /]# iptables -t nat -F

On aRedHat 7.2 system, in which i pchai ns isthe default software for firewall
implementation, use :

[ root @mi nserver /]# ipchains -F

Alsoif you want to usei pt abl es instead of i pchai ns on aRedHat 7.2
system, you have to remove / unload thei pchai ns module:

[ root @mi nserver /]# rmmod i pchai ns
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3) Isthe startup script set up correctly to automatically launch the service?
Normally you can check this by simply using the set up or nt sysv or
chkconf i g command or thechkconf i g command:

[root @i nserver /]# ntsysv

or

[root @i nserver /]# setup
or

[ root @mi nserver /]# chkconfig —1list | less

And if aservice (say sendmai | ) isnot configured to start automatically for a
run-level (say run-level 3), you can do so by:

[root @i nserver /]# chkconfig —1evel 3 sendnamil on

4) Isthe configuration file created for the service?

Service might be running but it's related configuration files may not be
configured properly. eg. For sendnai | , the main configuration fileis
/etc/mail/sendmail . cf

5) Does the configuration file permit proper access to the service?

Thisis sometimes called service level access control / firewall. In this case some
computers / addresses might be restricted not to access the service. For example
for sendnmai | , the accessfile (normally ) is / et ¢/ mai | / access,
/etc/mail/rel ay-domains.

6) Arethere any other restrictionsto the service being shared?

Some times standard Linux security features may block access to a particular
service which might otherwise be configured and running. e.g. NFSis running in
properly configured state but the local file permissions are not allowing usersto
access the files made available through NFS. Also name resolution, specifically
missing reverse lookup PTR entriesin the reverse zone file to the corresponding
A type entries in the forward zone file of DNS sometimes results in denia of
access.
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Chapter 4: DNS

BIND (Berkley Internet Naming Daemon) in *nix is atool to implement DNS
(Domain Name Service). The following procedure should be adapted for

implementation and troubleshooting of BIND.

Packages:

For BIND the following packages need to be installed on the server:

cachi ng- naneserver-a. b
bind-a.b
bind-utils-a.b

Where a and b represent major and minor version numbers respectively. No special

packages on the client is required to be a part of DNS.

192.168.1.0/24

nydonain. con wksl. mydomain. com

IP: 192.168.1.2
0W: 192.168.1.254
oWs: 192.168.1 254

ethi: 192 168.1. 254

-
malnserver mydnmaln com
{ DNs

pppl:

whksd, wydomain. com
IP: 193.168.1.1
GW: 192 168.1.254
OHS: 192.168.1.254

<DIynamic IP»

Fig1
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Scenario:
In the example network above, we need to implement DNS. The name of the domain
will bemydomai n. com Seefigure.

Configuration:

The following files need to be present only on the server, before starting name
daemon:

/ et c/ named. conf

/var/ naned/| ocal host . zone (optional)

/var/ nanmed/ 0. 0. 127. i n-addr. ar pa. zone

/ var / named/ mydomai n. com zone

/var/ nanmed/ 1. 168. 192. i n- addr. ar pa. zone

/ var / named/ named. ca (thisfile should exist even if zero byte in size)

And amongst them, the following will need configuration:

/ et c/ named. conf
/ var / named/ mydomai n. com zone
/var/named/ 1. 168. 192. i n- addr . ar pa. zone

1) First edit the/ et ¢/ naned. conf file.

[ root @mi nserver /]# vi [etc/naned. conf

## naned. conf - configuration for bind

# # CGenerated automatically by bindconf, alchem st et al.
controls {

inet 127.0.0.1 allow { | ocal host; }

?eys { rndckey; };

include "/etc/rndc. key";

options {
) directory "/var/nanmed/";
zone "." {

type hint;

file "naned. ca";

zone "0.0.127.in-addr.arpa" {
tyr)e mast er ;
file "0.0.127.in-addr.arpa. zone";
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al | owupdate { none; };

zone "1.168.192.in-addr.arpa" {
type naster;

file "1.168.192.in-addr. ar pa. zone";
al | ow- update { none; };

zone "l ocal host" {
type master;

file "l ocal host.zone";
al | ow update { none; };

b

zone "nydomai n. cont' {
type naster;

file "mydomai n. com zone";
al | ow-update { none; };

Note: Either in the options section (which has global effect), or in the zone section
you can further tighten or loosen your security. Like you can use al | ow updat e
{ 192.168. 1.0/ 24;}; linetoalow DNS table updates by the clients of your
example network. Helpful to DHCP servers and windows 2000 clients. Similarly
youcanuse all ow query { 192.168.1.0/24; }; toredrictthe DNS
gueries to be asked by the clients of your example network only.

And you can restrict the list of al of your machines (zone transfer) to the clients of
your network only by al | ow-transfer { 192.168.1.0/24; };

Note: If you ever happen to mess up with thisfile, just re-install
cachi ng- nameser ver package and things should be fine.

2) Now create forward zone / var / naned/ mydomai n. com zone file for your
domain:

[ root @mi nserver /]# vi /var/nanmed/ nydonai n. com zone

$TTL 86400
$ORI G N nydonwai n. com
@ IN SQA mai nserver. nydomai n. com nkazeem i sb. paknet. com pk. (
1 ; serial
28800 ; refresh
7200 retry
604800 ; expire
86400 ; ttl
)
IN NS nmai nser ver. nydonai n. com
mai nserver IN A 192. 168. 1. 254
wks1l IN A 192.168.1.1
wks2 IN A 192.168.1.2
WWW IN CNAME mai nserver
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3) Next create the reverse zone file for your network:

[root @i nserver /]# vi /var/naned/1.168.192.in-addr. ar pa. zone

$TTL 86400
$ORIG N 1.168.192.in-addr. ar pa.
@ IN SQA mai nserver. nydomai n. com nkazeem i sbh. paknet. com pk. (
1 ; serial
28800 ; refresh
7200 ; retry
604800 ; expire
86400 ; ttl
)
@ I'N NS nmai nserver. nydonai n. com
1 I'N PTR wks1. nydonai n. com
2 I'N PTR wks2. nydomai n. com
254 I'N PTR mai nser ver . nydomai n. com

Note: There are no corresponding reverse entries in the reverse zone file for CNAME
entries in forward zone file.

Also note that you can write the PTR lines as :

1.1.168.192.in-addr. arpa. IN PTR wksl.nydonai n.com
2.1.168.192. i n-addr. ar pa. IN PTR wks2. nydonai n. com
254.1.168.192.i n-addr. ar pa. IN PTR mai nserver. nydonai n. com

4) Check existence for / var / naned/ named. ca file.

Thisfile contains the Internet addresses of the root servers (currently 13) in the
world. So nothing to be messed with in thisfile. It looks like :

[ root @mi nserver /]# cat /var/naned/ naned. ca

518400 IN NS K. ROOT- SERVERS. NET.

518400 IN NS L. ROOT- SERVERS. NET.

518400 IN NS M ROOT- SERVERS. NET.

518400 IN NS | . ROOT- SERVERS. NET.

518400 IN NS E. ROOT- SERVERS. NET.

518400 1IN NS D. ROOT- SERVERS. NET.

518400 IN NS A. ROOT- SERVERS. NET.

518400 1IN NS H. ROOT- SERVERS. NET.

518400 |IN NS C. ROOT- SERVERS. NET.

518400 |IN NS G ROOT- SERVERS. NET.

518400 IN NS F. ROOT- SERVERS. NET.
. 518400 IN NS B. ROOT- SERVERS. NET.
. 518400 IN NS J. ROOT- SERVERS. NET.
K. ROOT- SERVERS. NET. 3600000 I'N A 193. 0. 14. 129
L. ROOT- SERVERS. NET. 3600000 I'N A 198.32.64.12
M ROOT- SERVERS. NET. 3600000 I'N A 202.12.27.33
| . ROOT- SERVERS. NET. 3600000 I N A 192. 36. 148. 17
E. ROOT- SERVERS. NET. 3600000 I N A 192. 203. 230. 10
D. ROOT- SERVERS. NET. 3600000 I N A 128.8.10. 90
A. ROOT- SERVERS. NET. 3600000 I N A 198.41.0.4
H. ROOT- SERVERS. NET. 3600000 IN A 128.63.2.53
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C. ROOT- SERVERS. NET. 3600000 I N A
G. ROOT- SERVERS. NET. 3600000 I N A
F. ROOT- SERVERS. NET. 3600000 I N A
B. ROOT- SERVERS. NET. 3600000 I N A
J. ROOT- SERVERS. NET. 3600000 I N A

192
192
192
128
192

57

.33.4.12
.112.36. 4
.5.5.241
.9.0.107
.58.128. 30

Actualy , initialy this file has the same contents as shown above, but in a different
layout. This file shown above was derived / created / updated using :

[root @mi nserver /]# dig NS . @.root-servers.net > /var/naned/ naned. ca

Y ou should update this file regularly on your system running name server, by issuing

the above command on periodic basis.

5) Updateyour/ et ¢/ resol v. conf file, sothat your machine where the name
server is. Further, thisfile/ et ¢/ r esol v. conf , needsto be configured /
adjusted on the server and all *nix clients, before starting name daemon. It looks

like:
[ root @mi nserver /]# vi /etc/resolv.conf

naneserver 127.0.0.1
naneserver 192.168. 1. 254

or

donmai n nydomai n. com
naneserver 127.0.0.1
naneserver 192.168. 1. 254

or

sear ch nmydomai n. com
nameserver 127.0.0.1
naneserver 192.168.1. 254

And on the client, it might / should look like:

domai n nmydomai n. com
naneserver 192.168. 1. 254

or

sear ch nmydomai n. com
naneserver 192.168. 1. 254
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Note: both sear ch and dorai n keywords will not work at the same time if
mentioned together in the same file.

Now the configuration finishes here. Start or restart your name daemon by:
[root @i nserver /]# /etc/rc.d/init.d/ naned start

or

[root @i nserver /]# /etc/rc.d/init.d/ naned restart

or

[root @mai nserver /]# /etc/rc.d/init.d/ naned rel oad

and check it's status by :

[ root @mi nserver /]# /etc/rc.d/init.d/ naned status

Remember that once you change BIND configuration files, you can / should reload
it's database by:

[ root @mi nserver /]# /etc/rc.d/init.d/ naned rel oad

Log Files:
The following log file can be checked on the server for detecting any problems
relating to BIND.

/var/| og/ messages

Documentation and Help:

Extensive Documentation is availablein/ usr / shar e/ doc/ bi nd-* and on
WWW. i SC. org
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Y ou can use nslookup for your testing (non interactive mode):

[ root @mi nserver /]# nsl ookup nydonmi n. com

Note: nslookup is deprecated and may be renpved fromfuture releases.
Consi der using the “dig" or “host' prograns instead. Run nslookup with
the “-sil[ent]' option to prevent this nessage from appearing.

Server: 192. 168. 1. 254
Addr ess: 192. 168. 1. 254#53
Nane: nmydonmai n. com

Address: 192.168. 1. 254

Or sart nslookup in interactive mode :

[ root @i nserver /]# nsl ookup

Note: nslookup is deprecated and may be renpved fromfuture releases.
Consi der using the “dig" or "host' ﬁrograms instead. Run nslookup with
the “-sil[ent]' option to prevent this nessage from appearing.

> nydonai n. com

Server: 192. 168. 1. 254
Addr ess: 192. 168. 1. 254#53
Nane: nmydonai n. com

Address: 192.168. 1. 254

> set type=NS

> nydomal n. com

Server: 192.168. 1. 254
Addr ess: 192. 168. 1. 254#53

nmydomai n. com nameserver = mai nserver. nydonai n. com

> nmai nserver (Note here: no NameServer defined inside mainser ver)
Server: 192.168. 1. 254
Addr ess: 192. 168. 1. 254#53

*** Can't find nmainserver: No answer

> set type=MX

> nydomal n. com

Server: 192. 168. 1. 254
Addr ess: 192. 168. 1. 254#53

nmydomai n. com nail exchanger = 10 nai nserver.

> set type=ANY
> nydonai n. com

Server: 192. 168. 1. 254
Addr ess: 192. 168. 1. 254#53
Narre: nmydomai n. com

Address: 192.168. 1. 254
nmydonai n. com
origin = mainserver. mydomai n. com
mai | addr = root. mai nserver. nydonai n. com

serial =1
refresh = 28800
retry = 7200

expire = 604800

www. geoci ti es. conf nk_azeem



60 Linux pocket reference for system administrators

~mini num = 86400 ) )
nydomai n. com nameserver = nainserver. nydomain. com
nmydomai n.com nail exchanger = 10 mai nserver. nydomai n. com

> set type=A
> nydonai n. com

Server: 192. 168. 1. 254
Addr ess: 192. 168. 1. 254#53
Narre: nmydomai n. com

Address: 192.168. 1. 254

> mai nserver

Server: 192. 168. 1. 254
Addr ess: 192. 168. 1. 254#53
Nane: mai nserver . nydonai n. com

Address: 192.168. 1. 254

> wksl
Server: 192. 168. 1. 254
Addr ess: 192. 168. 1. 254#53

Narre: wks1. nydonai n. com
Address: 192.168.1.1

> wks2
Server: 192. 168. 1. 254
Addr ess: 192. 168. 1. 254#53

Nane: wks2. nydomai n. com
Address: 192.168.1.2

> bi gboss (doesn't exist)
; connection tinmed out; no servers could be reached

> exit

You can alsorundi g:
[root @mai nserver /]# dig nydomai n. com

<<>> Di G 9. 1.3 <<>> nydomai n. com
gl obal options: printcnd
;; Cot answer:
;5 - >>HEADER<<- opcode: QUERY, status: NCERROR, id: 64144
;; flags: gr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: 1, ADDI TIONAL: 0O

;; QUESTI ON SECTI O\
; nydonai n. com I'N A

;7 ANSWER SECTI ON:
nmydomai n.com 86400 IN A 192.168.1.254

AUTHORI TY SECTI ON:
nydomai n. com 86400 I'N NS nei nserver. nydonai n. com

;5 Query time: 17 nsec

;5 SERVER 192.168. 1. 254#53(192. 168. 1. 254)
;5 WHEN: Fri Jul 19 14:55:35 2002

;3 MBG SIZE rcvd: 69
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[root @i nserver /]# di g mainserver. nydonai n. com
; <<>> DG 9.2.1 <<>> mai nserver. nydomai n. com
;; global options: printcnd
;; Got answer:
- >>HEADER<<- opcode: QUERY, status: NOERROR id: 43728
flags: gr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: 1, ADDI TIONAL: O

;3 QUESTI ON SECTI ON:

; mai nserver . mydomai n. com IN A

;3 ANSWER SECTI ON:

mai nserver. nydomai n. com 10800 I'N A 192. 168. 1. 254
;3 AUTHORI TY SECTI ON:

nmydomai n.com 10800 I'N NS mai nserver . nydonai n. com

Query tinme: 120 nsec
;; SERVER: 192.168. 1. 254#53(192. 168. 1. 254)
;5 WHEN: Mon Jul 14 00: 39: 37 2003
;5 MBG SIZE rcvd: 63

» To check IP of any machine by querying a proper nameserver you can Use;

[ root @mi nserver /]# dig @minserver.nydonai n.com wks2.nydomai n.com A

; <<>> DG 9.2.1 <<>> @mi nserver. nydomai n. com wks2. nydonai n. com A
gl obal options: printcnd
;; CGot answer:
;3 ->>HEADER<<- opcode: QUERY, status: NCERROR, id: 34767
;; flags: gqr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: 1, ADDI TIONAL: 1

;5 QUESTI ON SECTI O\
; wks2. mydomai n. com IN A

;5 ANSWER SECTI ON:
wks2. nydomai n. com 10800 IN A 192.168.1.2

;; AUTHORI TY SECTI ON:
nydomai n. com 10800 IN NS nmei nserver. nydonai n. com

;; ADDI TI ONAL SECTI ON:
nei nserver. nydonai n. com 10800 I'N A 192. 168. 1. 254

;; Query time: 2 nsec

7 SERVER 192. 168. 1. 254#53( nai nserver . mydomai n. con)
;5 WHEN: Mon Jul 14 00: 43: 38 2003

i, MBG SIZE rcvd: 84

» Checking for a machine IP which does not exist, will return in: ANSVEER: O

[ root @mi nserver /]# dig @minserver.nydonai n.com bigboss. mydomai n. com A

; <<>> DiG 9.2.1 <<>> @mi nserver.nydonai n. com bi gboss. nydonai n. com A
;5 global options: printcnd

;7 Got answer:

;- >>HEADER<<- opcode: QUERY, status: NXDOVAIN, id: 49812

;; flags: qr aa rd ra; QUERY: 1, ANSWER 0, AUTHORITY: 1, ADDI TIONAL: O

QUESTI ON SECTI O\
b| gboss. nydomai n. com IN A

;3 AUTHORI TY SECTI ON:
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rrydomal n.com 3600 IN SOA nmai nserver. nydonai n. com

’

root @mi nserver /]# dig @minserver.

root. mai nserver. nydonai n. com 1 10800 3600 604800 3600

Query time: 35 nmsec

SERVER 192. 168. 1. 254#53( nai nser ver . nydonai n. com)
WHEN: Mon Jul 14 00:45:50 2003

MSG SI ZE rcvd: 82

Now check for IP to name resolution (reverse name lookups):

<<>> DiG 9.2.1 <<>> @mi nserver. nydomai n.com 2. 1. 168. 192. i n-addr. arpa PTR
gl obal options: printcnd

Got answer:

- >>HEADER<<- opcode: QUERY, status: NOERROR id: 10703

flags: gr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: 1, ADDI TIONAL: 1

QUESTI ON SECTI O\
1.168. 192. i n- addr. ar pa. IN PTR

ANSWER SECTI O\

2 1.168. 192.in-addr.arpa. 10800 IN PTR wks2. nydomai n. com

AUTHORI TY SECTI ON:
.168.192.i n-addr. arpa. 10800 IN NS mai nserver . nydonai n. com

ADDI TI ONAL SECTI ON:

nei nserver. nydonai n. com 10800 IN A 192.168. 1. 254

,
,
’
’

,
’
’
’
’

’

Query tinme: 33 nse

SERVER: 192. 168. 1. 254#53( mai nserver . nydonai n. com
WHEN: Mon Jul 14 00: 50: 42 2003

MSG SI ZE rcvd: 106

This can aso be done by the following command:

root @mi nserver /]# dig -x 192.168.1.2

<> DiG9.2.1 <<>> -x 192.168.1.2

gl obal options: printcnd

Got answer:

- >>HEADER<<- opcode: QUERY, status: NOERROR, id: 2549

flags: qr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: 1, ADDI TIONAL: 1

QUESTI ON SECTI ON:
1.168. 192. i n- addr . ar pa. IN PTR

ANSWER SECTI ON:

2 1.168.192.in-addr.arpa. 86400 IN PTR wks2. nydomai n. com

,

AUTHORI TY SECTI ON:

1.168.192.i n-addr. arpa. 86400 IN NS nmai nserver. nydonai n. com

’

ADDI TI ONAL SECTI O\

mai nserver. nydomai n. com 86400 IN A 192.168. 1. 254

’

Query time: 5 nsec
SERVER: 127.0.0. 1#53(127.0.0. 1)
WHEN: Tue Feb 17 01:49:53 2004
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i, MBG SIZE rcvd: 114

* You can get alist of al the machines of adomain by :

[root @mi nserver /]# dig axfr nydonai n.com

;<< Di G 9.2.1 <<>> nydonai n. com axfr

;5 global options: printcnd

nydorml n.com 86400 IN SQA mai nserver . nydonai n. com
r oot . mai nserver. r’rydomil n.com 1 28800 7200 604800 86400

nydomal n.com N NS mai nserver . nydonai n. com

|
nei nserver. nydonai n. com 86400 IN A 192.168. 1. 254
wks1. nydonai n. com 86400 IN A 192.168.1.1
wks2. nydormai n. com 86400 IN A 192.168.1.2
rrydomsu n.com 86400 IN SOA nmei nserver. nydonai n. com
root . mai nserver. nydonai n. com 1 28800 7200 604800 86400

;5 Query time: 6 msec
;5 SERVER 127.0.0.1#53(127.0.0.1)
;7 WHEN: Tue Feb 17 01:50: 32 2004
i, XFR size: 7 records

* You can query the MX , SOA and NS records by using :
[ root @mi nserver /]# dig MX nydonai n. com

<<>> DiG 9.2.1 <<>> MX nydomai n. com

; global options: printcnd

; Got answer:

; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 1644

; flags: gqr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: 1, ADDI TIONAL: 1

;; QUESTI ON SECTI ON:

; nydonai n. com IN MX

;5 ANSWER SECTI ON:

nydomai n. com 86400 IN MX 10 nai nserver. mydonai n. com
;5 AUTHORI TY SECTI ON:

nydomai n. com 86400 IN NS nmai nserver. nydonai n. com
;; ADDI TI ONAL SECTI ON:

mai nserver. nydomai n. com 86400 IN A 192. 168. 1. 254

;; Query time: 57 msec

;3 SERVER 127.0.0. 1#53(127.0.0. 1)

;5 WHEN: Sat Mar 13 14: 50: 01 2004
MSG SI ZE rcvd: 87

[ root @mi nserver /]# dig SOA nydomai n. com

<<>> DiG 9.2.1 <<>> SOA nydonai n. com

; global options: printcnd

; Got answer:

; - >>HEADER<<- opcode: QUERY, status: NCERROR, id: 64713

; flags: gqr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: 1, ADDI TIONAL: 1

7 QUESTI ON SECTI ON:
; mydomai n. com IN SOA

v+ ANSWER SECTI ON:
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nydonal n.com 86400 IN SQA mai nserver . nydonai n. com
root . mai nserver. nydomai n. com 1 28800 7200 604800 86400

;3 AUTHORI TY SECTI ON:

nmydomai n. com 86400 IN NS mai nserver . nydomai n. com
ADDI TI ONAL SECTI ON\:
nei nserver. nydonai n. com 86400 IN A 192.168. 1. 254

;5 Query time: 5 nmsec
7 SERVER 127.0.0. 1#53(127.0.0. 1)
7 WHEN: Sat Mar 13 14:51:37 2004
;5 MBG SIZE rcvd: 112

[ root @mi nserver /]# dig NS nmydonmai n.com

; <<>> DiG9.2.1 <<>> NS nydonai n. com

;; global options: printcnd

;5 Got answer:

;3 ->>HEADER<<- opcode: QUERY, status: NCERROR, id: 26538

;; flags: gqr aa rd ra; QUERY: 1, ANSWER 1, AUTHORITY: O, ADDI TIONAL: 1

;3 QUESTI ON SECTI ON:

; nydonai n. com IN NS

;5 ANSWER SECTI ON:

nmydonai n. com 86400 IN NS mai nserver . nydonai n. com
;» ADDI TI ONAL SECTI ON\:

mai nserver. nydomai n. com 86400 |IN A 192. 168. 1. 254

;5 Query time: 22 nsec
;; SERVER: 127.0.0. 1#53(127.0.0. 1)
;5 WHEN: Sat Mar 13 14:54:22 2004
;7 MSG SIZE rcvd: 71

Ping Testing:
Ping is basically used for physical connectivity test. It has nothing to do with DNS
directly.

[ root @mi nserver /]# ping mainserver.nydonai n. com

PI NG nai nserver. mydomai n. com (192. 168. 1. 254) from 192. 168. 1. 254 : 56(84) bytes of

dat a.

Warning: time of day goes back, taking counternmeasures

64 bytes from mai nserver. nydomai n. com (192. 168. 1. 254): icnp_seq=0 ttl =255 ti me=685
usec

64 bytes from mai nserver. nydomai n. com (192. 168. 1. 254): icnp_seq=1 ttl =255 ti me=91

usec

64 bytes from mai nserver. nydomai n. com (192. 168. 1. 254): icnp_seq=2 ttl =255 ti me=91

usec

--- mainserver.nydonai n.com ping statistics ---
3 packets transnmitted, 3 packets received, 0% packet | oss
round-trip mn/avg/ max/ mdev = 0.091/0. 289/ 0. 685/ 0.280 ns

[root @mai nserver /]# ping wksl.nydonai n.com

PING wksl. nydomai n. com (192.168. 1. 1) from 192. 168. 1. 254 : 56(84) bytes of data.

Warning: time of day goes back, taking count er measur es.

64 bytes from wksl. mydomai n.com (192.168.1.1 icmp_seq=0 ttl =255 tine=1.121 nsec

64 bytes from wksl. mydonmai n.com (192.168.1.1 : icnp_seq=% ttI 255 tine=516 usec
tt

64 bytes from wksl. mydonai n.com (192.168.1.1): icnp_seq= 255 tine=506 usec
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-- wksl. nydonai n.com pi ng statistics ---
3 packets transnmitted, 3 packets received, 0% packet | oss
round-trip mn/avg/ max/ ndev = 0.506/0. 714/ 1.121/0. 288 ns

Y ou should aso be able to ping from clients to server and other clients without their
local / et c/ host s file having any entries.

Note:

In windows computers, Network Configuration -> DNS -> Host means the same
computer (windows computer) you are sitting at, NOT the server. And DNS means
the DNS domain name implemented on the network.

Terminology / abbreviations used in named zone configuration files:

SOA:

Start Of Authority. The SOA record indicates that this name server is the best source
of information for the data within this zone. There can be one and only one SOA
record in the zone datafile.

IN:

IN stands for I nternet address. Thisis one class of address. Others exist but are not
in widespread use. Used to assign / specify | P address (A) or nameserver (NS) or
pointer (PTR) or Canonica Name (CNAME) specification to machine names.

NS:

NS stands for NameServer. Used to specify the name of the name server of the zone.
mydomai n.com I N NS mai nserver . nydomai n. com

or

@ I'N NS mai nserver . nydomai n. com

MX
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Mail Exchanger. Assuming that we want to use the machine
mai nserver . mydomnai n. comas our mail exchanger server aswell. Then the
following configuration needs to be done in the nydomnai n. com zonefile

@IN NS nai nserver. nydonai n. com
@IN MX 10 nmai nserver. nydonai n. com

In the above line having MX in it, the number 10 isthe mail delivery priority. It can
be any positive number. The smaller the number, the higher the priority. Remember
that there are no corresponding reverse entries in the reverse zone file for the MX
entires in the forward zone files.

A

Address. Indicates / specifies the |P address of the machine.
wks1l. nydomai n.com |N A 192.168.1.1

PTR:

Indicates Pointer. Means what name the |P address points to. The name of the
machines in the PTR record must be fully qualified domain name.

1.1.168.192.in-addr.arpa. IN PTR wks1. nydonai n. com
or
1 I'N PTR wks1. nydonai n. com

Aliases/ CNAME:
All names provided in the zone files having A record type are in fact canonical
names. . e.g. in the following line wksl is canonical hame.

wks1 I'N A 192.168.1.1

once we want to use another name for a machine which is already assigned aname
then we use aliases. e.g. Assume we want to use our mai nser ver asww aswell.

We will use the following linesin our mydomai n. com zone file:

wks1 I'N A 192.168.1.1
nai nserver I'N A 192.168. 1. 254
WWW I'N CNAME mai nserver
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Appending domain names (“the game of dot” shall | call it ?):

The domain nameisthe Origin of al the datain the zone files. Since the origin is
appended to names, instead of entering the following linein

nmydomai n. com zone:

wksl. nydomai n.com |IN A 192.168.1.1
we can enter:
wks1l I'N A 192.168.1.1

So the domain name nydomai n. comwill automatically be appended to the
computer name which does not end with aperiod (. dot). Also instead of following
lineinfilel. 168. 192. i n- addr . ar pa. zone:

1.1.168.192.in-addr.arpa. IN PTR wks1l. nydomai n. com
we can enter:
1 I'N PTR wks1. nydomai n. com

The @ notation:
If the domain name is same as origin, the name can be specified as @ . Thisis most
often seen in SOA records. So the following linein the mydomai n. com zone file,

nmydonmai n. com I'N SQA mai nserver r oot . nai nserver (

can be written as:

@IN SQA mai nserver root. mai nserver (

TTL:

Time To Live. The TTL on aresource record, isthe time in seconds any server can
cache that record. So if the TTL for a particular resource record is 3600 (seconds),
and a server outside your domain caches that record, it will have to remove the entry
from its cache after an hour. If it needs the same data after the hour is up, it'll have to
guery your name servers again. You can have a separate TTL for SOA resource
record and as separate one for your zone data in the A type resource records.
Compare these two below:

$TTL 86400

$ORI G N nydonai n. com

@IN SQA nmai nserver. mydonai n. com root. nai nserver (
1 ; serial
28800 ; refresh
7200 ; retry

604800 ; expire

www. geoci ti es. conf nk_azeem



68 Linux pocket reference for system administrators

86400 ; mnimmttl
)

wks1 3600 I'N A 192.168.1.1
wks2 I'N A 192.168.1.2

This example is showing that the default TTL for the entire zone is 86400 seconds
(or 24 hours). The TTL for the SOA record is also 86400 seconds. The TTL for wksl
is 3600 seconds (or 1 hour). And the TTL for wks2 is not specified. This entire
scenario means that any other name server querying our name server will keep the
gueried information in it's cache for 24 hours by default; and will come to usagain
only when 24 hours have been passed since last query. Thisistrue for the SOA
information or information about wks2. But if the queried information was about
wksl, then the other nameserver will have to lookup again to our server if 3600
seconds (one hour) has been passed since last query performed for wksl.

Refr esh:

IN case master-dave DNS servers are implemented, this directive (refresh interval )
tells the slave: “how often to check that its data are up to date?’

Retry:

Again used in master-slave DNS server implementation. If the slave fails to reach the
master name server(s) after the refresh period (the host(s) could be down), then it
starts trying to connect every retry seconds. Normally, the retry interval is shorter
than the refresh interval, but it doesn't have to be.

Expire:

If the slave fails to contact the master server(s) for expire seconds, the dave expires
its data. Expiring the data means the slave stops giving out answers about the data
because the data are too old to be useful. Essentialy, thisfield says: at some point,
the data are so old that having no data is better than having stale data. The expiration
time should always be much larger than the retry and refresh intervals; if the expire
time is smaller than the refresh interval, your slaves will expire their data before
trying to load new data.
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Chapter 5: NFS

NFS stands for Network File System. Used for file sharing between * nix machines
only. If you want to share files between Windows and Unix machines then you need
to use SAMBA for that.

Packages.
Following packages needs to be installed on all those machines on which directories
need to be shared.

nfs-utils-a.b
portmap-a. b

Scenario:

wksl. mydomaln. com
IF: 19¢.188.1.1

192. 163. 1. 0/2d GW: 192.168. 1. 254

mydomalr. com

wks2. mydomaln. com
IP: 192 188.1. 2

ethl: 132.168.1. 254 cw: 192 168.1 254

Jhone
| .
MALlNSEIVer. Mydomaln. com fusc/project
( ?FEHQ ?Dég % Fusrl/redhat7
exported wia HFS

Fig1
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We need to share the following directories on the server for the entire domain
mydomain.com.

/ hone to be shared with read-write permissions for the entire lan,
[ usr/ project project directory of some developers.

[ usr 2/ redhat 72 contains al files copied from Redhat 7.2 installation CDs
with read-only permissions.

Server side configuration:

Following file needs to be configured on the machine on which you want to share the
directories.

[ root @mi nserver /]# /etcl/exports

The format of thisfileis:

DirectoryPath host | i st (perm ssi ons)

Where path is the absolute path of the directory you want to share and host list can be
one or more hosts that can access the share. Each host to be separated by a white
space. Hosts can be specified in the following ways:

« By using ahostname, if the host is part of local domain. eg. wks1

« By using afully qualified domain name. eg. wks1. nydonmai n. com

» By using a hostname containing awild card. e.g. *. nydomai n. com

- Byusing IPaddress. eg. 192. 168. 1. 1

» By using anetwork address. e.g. 192. 168. 1. 0/ 255. 255. 255. 0 or
192.168. 1.0/ 24

And permissions can be (r o) forread only and (rw) for read & write. DO NOT
specify any white space between host specifier and permissions.

Also w.r.t permissions, by default, if aclient islogged in asroot on his own machine,
then he will NOT be given root permissions on the machine hosting the shares ( he
will be squashed !) . Instead, such requests are mapped to user id 65535 (which of-
course doesn't exist on anormal system). If you want to permit remote root acting as
local root on the machine holding shares, then you need to enable a special
permission as (no_r oot _squash). eg.

letc wks1. nydomai n. con{rw, no_r oot _squash)
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Thisline means that if root logs in from wksl.mydomain.com, and he tries to write
somefilesinthe/ et c directory of the computer holding the shares, then he will be
ALLOWED to do all the editing to the files which are write able by root of local
machine.

So for now the file looks like this:

[root @i nserver /]# cat /etc/exports

[usr2/redhat 72 192.168. 1. 0/ 24(r o, no_r oot _squash)
/ honme * . nydonmai n. con( r
[usr/ proj ect *. nydonmai n. con( r

Once/ et c/ export s fileisedited, you need to run:

[root @i nserver /]# /etc/rc.d/init.d/ portmap restart

[root @mi nserver /]# /etc/rc.d/init.d/ nfs start

Client side configuration:

Whatever the name resolution method being used in the domain, it should be
working correctly / configured correctly else NFS mount will normally fail and will
also give weird messages. If you occasionally need to access the shared directories
on the server, then there is nothing to be configured on the client side. Y ou just need
to give the following command each time to want to access a share on the server.

[root @i nserver /]# nount -t nfs mainserver.nydonain. com/usr2/redhat72
- / mt/cdrom

The above line meansthat / usr 2/ r edhat 72 directory from the server
mainserver.mydomain.com will be mounted on alocal directory (mount point)

/ it / cdr om using nf s protocol, or smply nfsfile-system. And if you need to
mount the share regularly or on every boot, then probably you should make a
separate mount point for it on your local machine. e.g. Y ou are working on a project
with your team, and the directory / usr/ pr oj ect isonthe nfs server
mainserver.mydomain.com, then you should make a mount point in your local work
folder as/ wor k/ pr oj ect (note that the directory being used as a mount point
should always be empty) and edit your

/ et c/ f st ab fileand put the following linein it.

mai nserver. mydonai n. com / usr/ proj ect /work/project nfs defaults 00
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Thescript/ etc/rc.d/init.d/ netfs runsatboottime, automatically
mounting the NFS directories specified inthe/ et c/ f st ab file. Also the

nf sl ock service providesfile locking services for NFS clients. So enable it if the
client needsto lock files.

Log files:

/var/| og/ messages

Documentation and help:

ww. t | dp. or g/ HOANTQ' NFS- HOMO
/usr/share/doc/nfs-utils-*
[ usr/ shar e/ doc/ port map- *

Testing:
To check if the NFS service is working properly the tests are performed from the
server and client side, both.

Testing from server:

Check that at least the following three services are shown in ther pci nf o
command: por t mapper , nount d and nf s. If any one of them is missing then
NFS will not work. Give the following command on the server, to see alist of
services responding to remote procedure calls.

[ root @mi nserver /]# rpcinfo -p

programvers proto  port

100000 2 tcp 111 port napper
100000 2 udp 111 port mapper
100024 1 udp 1024 status
100024 1 tcp 1024 status
391002 2 tcp 1025 sgi_fam
100011 1 udp 836 rquotad
100011 2 udp 836 rquotad
100011 1 tcp 839 rquotad
100011 2 tcp 839 rquotad
100003 2 udp 2049 nfs

100003 3 udp 2049 nfs

100021 1 udp 1026 nl ockngr
100021 3 udp 1026 nl ockngr
100021 4  udp 1026 nl ockngr
100005 1 udp 1027 nountd
100005 1 tcp 1028 nountd
100005 3 udp 1027 nountd
100005 3 tcp 1028 nountd
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Now check if the directoriesyou put in/ et ¢/ expor t s are now available as shares
or not by:

[ root @mi nserver /]# exportfs -v
[ usr2/redhat 72 *. mydomai n. con(r o, wdel ay, no_r oot _squash)

/ hone *. mydomai n. con(rw, wdel ay, r oot _squash
[usr/ project *. nydonmai n. con( rw, wdel ay, r oot _squash

and also hy:

[ root @mi nserver /]# showrount -e

Export |ist for mainserver:

/ honme *. nydonai n. com
[usr2/redhat 72 *. nydonai n. con( r o, wdel ay, no_r oot _squash)
[ usr/ proj ect *. nydonai n. con(rw, wdel ay, r oot _squash)

If you have made NFS shares available to the entire LAN then you should be able to
mount the shares on the server itself, in some other directory / mount point:

[root @i nserver /]# nount -t nfs mainserver. nydomai n. com/usr2/redhat 72
/ mt/ cdrom

Note: If you edit your / et ¢/ export s filelater, then you need to run exportfs
command again with a-r switch to refresh the share lit. i.e.

[root @i nserver /]# exportfs -r

Client side testing and mounting:
You should be ableto get r pci nf o from the server, which should be same as the

command given on the server:

[root @mai nserver /]# rpcinfo -p mainserver. nydomai n. com

program vers proto port
100000 2 tcp 111 port mapper

100000 2 udp 111 port mapper
100024 1 udp 1024 status
100024 1 tcp 1024 status
391002 2 tcp 1025 sgi_fam
100011 1 udp 836 rquotad
100011 2 udp 836 rquotad
100011 1 tcp 839 rquotad
100011 2 tcp 839 rquotad
100003 2 udp 2049 nfs
100003 3 udp 2049 nfs
100021 1 udp 1026 nl ockngr
100021 3 udp 1026 nl ockngr
100021 4 udp 1026 nl ockngr
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100005 1 udp 1027 nountd
100005 1 tcp 1028 nountd
100005 2 udp 1027 nountd
100005 2 tcp 1028 nountd
100005 3  udp 1027 nountd
100005 3 tcp 1028 nountd

Now check which shares are available on the server by:

[root @rai nserver /]# shownpunt -e mainserver. nydomai n. com

Export |ist for nainserver:

/ hone *. nydonai n. com
/usr2/redhat 72 *. mydonai n. com
[ usr/ proj ect *. mydomai n. com

Once shares are visible then, you are ready to mount the files on the local mount
point. eg.:

[root @mai nserver /]# nmount -t nfs mainserver. nydonmai n. com /usr/ proj ect
/ wor k/ pr oj ect

If the above command gives the prompt back, quietly, then it means that mount was
successful. If mount was not successful, then check your NFS server side settings,
and most importantly, the IP and hostname of the client computer, where you are
trying to mount the server shares. Asif the IPis not of the same subnet , then your
host will not be in the same domain as per defined in DNS table on the server side.
So NFS mount won't work. Also if your hostname is not correct, i.e. not defined in
the DNS zone file or reverse entry for a computer is missing in the reverse zone file,
then again your mount request will be declined. Y ou may get RPC time out type of
errors in such cases.

Also note the error caught in the /var/log/messages on the NFS server, below:

Apr 2 00:40:52 mainserver rpc.nountd: authenticated nount request from
- kl apt op. mydomai n. com 952 for /data (/data)
Apr 2 00:40:52 mainserver rpc.nountd: getfh failed: Operation not permtted

This error is encountered when you will try to mount a remote (exported) share over
NFS, which isin-fact adirectory mount point. e.g. The above error came by giving
the following command on the client side;

[root @i nserver /]# mount -t nfs 192.168.1.254:/data /mt/nfs

In my case, the mount command (on the server side), showed that / dat a isa
mount point and / dev/ hda2 is mounted on it. So adirectory under / dat a , like
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/ dat a/ r h9nf s should be exported via NFS instead of / dat a and that directory
in turn can be used / mounted by remote clients.

[root @i nserver /]# nount

/ dev/ hda6 on / type ext3 (rw)

none on /proc type proc (rw

usbdevfs on /proc/bus/usb type ushdevfs (rw
/dev/ hdal on /boot type ext3 (rw)

/dev/ hda2 on /data type ext3 (rw)

none on /dev/pts type devpts (rw, gi d=5, node=620)
none on /dev/shmtype tnpfs (rw)

When some other (exported) directory under the hierarchy of this mount point, is
mounted , then it is mounted properly:

Apr 2 00:41: 01 mainserver rpc.nountd: authenticated nount request from
- kIl apt op. nydonai n. com 953 for /data/rh9nfs (/datal/rh9nfs)

Apr 2 00:42:29 mainserver rpc.nmountd: authenticated unnount request from
- kIl apt op. nydonei n. com 966 for /data/rh9nfs (/datal/rh9nfs)
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Chapter 6: NIS

Network Information Service. Formerly known as Y ellow Pages or YP. NISisused
to provide login authentication to * nix machines. It is NOT used to provide login
authentication for windows clients, for that we use SAMBA.

Packages.

ypserv-a. b (NIS server side)
ypbind-a. b (NIS client side)
yp-tools-a.b (Client server both)
Scenario

In the example network above, we need to implement NIS. NIS domain is aways
different from the DNS domain and these two should never be the same name. i.e.
you cannot use the DNS nydormai n. comin this case for NIS, the name of the
authentication domain for NIS on our network will bel ogi ndomai n.

Configuration:

Server side configuration:

The following steps need to be configured / adjusted on the server:

1) Set domain name of this domain by using ypdomainname command

[ root @mi nserver /]# ypdomai nnane | ogi ndomai n

2) Start ypser v daemon by:

[root @i nserver /]# /etc/rc.d/init.d/ ypserv start

3) Goto/ var/ yp directory and create a new directory named logindomain

[root @mai nserver /]# cd /var/yp
[ root @mi nserver yp]# nkdir |ogi ndonain
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4) Now run/ usr/1i b/ yp/ypinit togenerate maps here, DO NOT enter the
directory logindomain yourself. Press Ctrl-D in responseto next host to add:
and pressY inresponsetothequestionls this correct? [y/n: y]

[root @i nserver yp]# /usr/lib/yp/ypinit -m

At this point, we have to construct a list of the hosts which will run NIS
servers. mainserver is in the list of NIS server hosts. Please continue to add
the names for the other hosts, one per line. Wen you are done with the
list, type a <control D>.

next host to add: nmainserver. nydonai n.com

next host to add:
The current list of NIS servers |ooks like this:

mai nserver . nydomai n. com

Is this correct? [y/n: y] vy

W need a few nminutes to build the databases...
Bui I di ng /var/yp/| ogi ndomai n/ ypservers. ..

Runni ng /var/yp/ Makefile. ..

grmeke[ 1]: Entering directory "/var/yp/logi ndonai n'
Updat i ng passwd. bynane. ..

Updati ng passwd. byuid. ..

Updati ng group. bynane. ..

Updating group. bygid...

Updati ng hosts. bynane. ..

Updat i ng hosts. byaddr. ..

Updating rpc. bynane. ..

Updating rpc. bynunber. ..

Updating services. bynane. ..

Updating services. byservi cenane. ..

Updating netid. bynane. ..

Updati ng protocols. bynunber. ..

Updati ng protocols. bynane. ..

Updating mail.aliases...

gnmake[ 1]: Leaving directory “/var/yp/ | ogi ndomain'

nmai nserver. nydonai n. com has been set up as a NI'S master server.

Now you can run ypinit -s mainserver.nydonain.comon all slave server.

5) It will make the maps of user names and passwords, etc. If it gives any errors
during this, repeat the steps from step 1.

6) yppasswdd daemon isused to listen for password change requests from client

computers and updates the/ et ¢/ passwd and/ et ¢/ shadowfiles on the NIS
server. Start it by:

[root @mi nserver /]# /etc/rc.d/init.d/ yppasswdd start
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7) Y ou should also make sure that these services (ypser v and yppasswdd) are
started by default at boot up time. So run set up or nt sysv and enable these
Services.

[ root @mi nserver /]# setup
* ypserv
* yppasswdd

or

[ root @mi nserver /]# chkconfig —1evel 35 ypserv on
[root @i nserver /]# chkconfig — 1| evel 35 yppasswdd on

8) Update/ et ¢/ sysconfi g/ net wor k file and add the line at the end,
[root @i nserver /]# vi /etc/sysconfig/ network
NETWORKI NG=yes

HOSTNAME=nai nser ver . mydomai n. com
NI SDOVAI N=I ogi ndonai n

Client side configuration:

1) Modify the/ et ¢/ sysconfi g/ net wor k and add the line at the end:
NI SDOVAI N=I ogi ndomai n

[ root @mi nserver /]# vi [etc/sysconfig/network

NETWORKI NG=yes
HOSTNAME=WK S 2
GATEWAY=192. 168. 1. 254
NI SDOVAI N=I ogi ndomai n

2) Modify thefile/ et ¢/ nsswi t ch. conf and update as follows:

[ root @mi nserver /]# vi /etc/nssw tch. conf

passwd: nis files
shadow: nis files
group: ni s files
host s: dns files ni s

3) Run the ypbi nd service and also put it in the startup by:

[root @i nserver /]# /etc/rc.d/init.d/ ypbind start
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[ root @mi nserver /]# setup
[*] ypbi nd

or

[ root @mi nserver /]# chkconfig —1evel 35 ypbind on

Since thisis an authentication service it is better to restart the client machine. Once
restarted, on the login screen give in the login name and password of the user already
created on the NIS server. Client machine should log the user with an error :

could not find the home directory of the user, logging on with home directory as
/.

Thisis not so important and can be solved. Basically the system tried to login to the
home directory on the local machine but since this user did not exist at all on the
local computer, the home directory aso did not exist. Thus failure to go directly in
the home directory. This can be solved by either creating a home directory for this
user manually in the/ home; or mount the home directory of this user from the NIS
server to the local machine using NFS. Assuming our example network, and
assuming you want to load home directories from the NIS server permanent and
regular basis, you need to add the following lineinthe/ et c/ f st ab file.

192. 168. 1. 254: / hone / hone nfs defaults O 0

Also once the user wants to change his password from a client machine, he needsto
use theyppasswd command. Simple passwd command will not work asitis
designed to handle login/password stored in local / et ¢/ passwd file only.

Documentation:

[ usr/ shar e/ doc/ yp- bi nd-*
/usr/shar e/ doc/ yp-serv-*
[ usr/ shar e/ doc/yp-tool s-*

Log files:

/var /| og/ messages
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Chapter 7: SAMBA

SAMBA is derived from SM B, which stands for Session Message Block. It isa
protocol used to exchange data between windows and *nix computers. SMB was
built on Microsoft's NetBIOS protocol, which can be run over TCP/IP.

Packages.

sanba-a. b (server side)
sanba-client-a.b (client side)
sanba-conmon-a.b (client server both)

Scenario:
In fact there will be three scenarios.

1. Accessing shares on windows computers from * nix computers

2. Providing access to shares on the SAMBA server to users logging on from
Windows computers, in awork-group model

3. Providing access to shares and logon authentication to users logging on from
Windows computers, in a Domain model

Scenariol (workgroup model, shares on windows machine):

We have some share (ebooks) available on windows computer
(Wks 1. nydonmi n. com and want to access them from alinux machine.

Windows side configuration:
Nothing special, just enable sharing on the directories/ folders you want to share.

Optionally set permissions of these shares.

Linux side configuration:
There is no configuration required. Only the commands snbcl i ent and

smbrount will be used to access the windows machine. So the related packages
must already be installed on the client side.

To seethelist of shares available on the windows computer:

[root @i nserver /]# snbclient -L wksl.nmydomai n. com
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Just press enter on the password prompt and you would be given alist of shares
available on this computer.

Note: In case of windows 2000 / xp , Ssmple pressing enter will not do the trick. You
will be denied access to list of sharesin thisway. In order to see alist of shareson a
windows 2000/xp, you need to specify avalid username aready defined and enabled
on the windows 2000/xp machine. When asked for password, you have to supply the
password of that user. In case of a guest account, which is normally available and
enabled on awindows network, you can use guest and a blank password with it;

[root @i nserver /]# snbclient -L wksl -U guest
To connect to the share ebooks on the windows machine, with a windows user
kamran, use:

[root @rai nserver /]# snbclient //wksl/ebooks -U kanran

If you seethe snb: \ > prompt, you have successfully logged in.

If you don't usethe - U <user name> switch then the username and password of
the currently logged in linux user will be sent to the windows machine, which may
get rejected. So it is better to use the username and password of the user already
created on the windows machine you are connecting to.

Once you are logged in, type help for alist of commands. Like FTP client, you can
useget ornget and put or mnput commands to copy files from and to the
windows computer respectively. To exit snbcl i ent , typequi t atthesnb: \ >
prompt.

If you want, you can mount the remote windows share ebooks on some local
mount point on your machine, say / rmt / wor k . Do do so, use:

[root @i nserver /]# snbnmount //wksl/ebooks /mt/work -o username=kanran

or
[ root @mi nserver /]# mount -t snbfs //wksl/ebooks /mt/work -o usernane=kanr an

Scenario2 (workgroup model, shares on linux machine):

SAMBA server will be configured on our machine
mai nserver . nydonmai n. com Thewor kgr oup name can be same as the one
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already being used in the current windows setup. However, we will create a new
workgroup named SAVBAWORKGROUP and configure the windows clients to be a
part of this workgroup.

Server side configuration:

1) Modify the/ et ¢/ sanba/ snmb. conf file and give the following entries:

[root @i nserver /]# vi /etc/sanbal/snb. conf

[ gl obal ]

wor kgroup = SAVBAWORKGROUP

conment = sanba server on the local |an placed in the server room
hosts allow = 192.168.1. 192.168. 2. 127.
security = user

load printers = yes

os level = 64

encrypt passwords = yes

smb passwd file = /etc/sanbal snbpasswd
preferred naster = yes

domai n master = yes

Wi ns support = yes

[ cdroni

coment = CDROM on SAMBA server
path = /mt/cdrom

read only = yes

browseabl e = yes
public = yes

[f1oppy] )
conmment = Floppy drive on SAMBA server
path = /mt/fl oppy

read only = no
browseabl e = yes
valid users = @tudents ; note that the group students existsin/ et ¢/ gr oups

[1'i nuxproj ect]

conment = project on linux by M5 4 students
path = /users/ns4/|inuxproject

read only = no

browseabl e = yes

valid users = nayyar, inam

Note: All paths defined inthe srb. conf file must exist. If they don't create them
yourself.

2) Test your snb. conf file by runningt est par mcommand which is only
available for SAMBA. This command should show all the shares without any errors.

[ root @mi nserver /]# testparm]| |ess

3) If the above command works fine then run the snb services now by:
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[root @mi nserver /]# /etc/rc.d/init.d/ snb start

4) Create users inam and nayyar ( on the local linux machine, if not already created )
and generate SMB passwords for them which will be used to access the shares
defined on this computer from the windows client. Use the following commands to
generate SMB passwords:

[root @i nserver /]# cat /etc/passwd | nksnbpasswd.sh > /etc/sanmba/ smbpasswd
[root @i nserver /]# snbpasswd -a inam

[root @i nserver /]# snbpasswd -a nayyar

Note: The first command in step 4 needs to be given once.

Client side configuration:

On the client side, i.e. on the computer having Microsoft Windows, open the network
neighborhood properties, and in the identification tab, type in SAVMBAWORKGROUP in
the workgroup text box. Also set the other network related properties, e.g. IP
addresses, address of DNS and name of Primary WINS server which isthe IP
address of SAMBA server. Press OK and restart the windows machine. Once
restarted, type in user name i namand his password. Y ou will be logged on. Now
you should be able to see the SAMBA server in the Network Neighborhood window.
Double click it, and you should be able to see the shares: i nham cdrom

fl oppy and! i nuxproj ect . If youdid not log in asaregular linux user, then on
double clicking on the SAMBA server will give you alogin screen, here again you
have a chance to provide aregular linux user account and it's samba password. If still
you do not supply aregular login and you just press OK, then you will be presented
with the shares on the server without the share i namdisplayed. In fact you will be
logged in as user nobody , and thiswill be alot restrictive access than assumed.

To assign adrive letter to a share, you can either right click on the share and select

Map network drive. Or you can use the command on the windows DOS shell
prompt:

C:\> net use F: \\nuinserver. nmydomai n. com cdrom

Scenario 3 (SMB server as domain controller):
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SAMBA server will be configured on our machine

mai nser ver. nydomai n. com The workgroup name can be same as the domain
name already being used in the current windows setup (provided the NT server for
the domain is off line), BUT it should never be of the name name as your DNS
domain name. We will create a new workgroup named SAMBADOVAI N on SAMBA
machine (the server), and configure the windows clients to be a part of this domain.
(Confusing? Well, on a SAMBA machine,

in/ et c/ sanba/ snb. conf , the word workgroup serves for workgroup as well
as domain for windows computers).

Server side configuration:
1) Modify the/ et ¢/ sanba/ snb. conf file and give the following entries:

[ root @rai nserver /]# vi [etc/sanbal snb. conf

[ gl obal ]

wor kgr oup = SAMBADOVAI N

conment = sanba server on the local lan placed in the
server room

hosts allow = 192. 168. 1. 192.168.2. 127.
security = user

load printers = yes

encrypt password = yes

snb passwd file = /etc/sanba/ snbpasswd

domai n | ogons = yes

os level = 64

preferred master = yes

domai n master = yes

W ns support = yes

[ homes]

conmrent = hone directories of users
read only = no

create mask = 0750

browseabl e = no

[ net | ogon]

conment = SAMBA network | ogon services for microsoft
clients

path = /users/netl ogon

guest ok = yes

br owseabl e = no

| ocking = no

[ cdrom

www. geoci ti es. conf nk_azeem



88 Linux pocket reference for system administrators

comment = CDROM on SAMBA server
path = /mt/cdrom

read only = yes

browseabl e = yes

public = yes

[f1oppy] ,
conment = Floppy drive on SAMBA server

path = /mt/fl oppy

read only = no

browseabl e = yes

valid users = @tudents ; note that the group students existsin
[ etc/ groups

[1inuxproject]

comment = project on linux by M5 4 students
path = /users/ ns4/li nuxproj ect

read only = no

browseabl e = yes

valid users = nayyar, inam

Note: All paths defined inthe sib. conf file must exist. If they don't create them
yourself. Also if you are going to use clients of Windows 98 and onwards or
Windows NT service pack 3 or higher, then these systems use encrypted passwords
by default. We need to provide either encrypted password support in SAMBA server
or modify the registry of the windows computers and enable plain text passwordsin
them.

To enable support for encrypted passwords in the SAMBA server, perform the
following steps:

a. Create a separate password file for Samba. To create one based on your
existing/ et ¢/ passwd file, at ashell prompt, type the following command:

[ root @mi nserver /]# cat /etc/passwd | nksnbpasswd.sh > /etc/sanba/ snbpasswd

Thenksnbpasswd. sh scriptisinstalled inyour / usr/ bi n directory with the
sanba package.

b. Use the following command to change permissions on the Samba password
file so that only root has read and write permissions:

[ root @mi nserver /]# chnod 600 /etc/sanbal/ smbpasswd
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C. The script does not copy user passwords to the new file. To set each Samba
user’s password, use the command snmbpasswd user nane(replace username
with each user’s username). A Samba user account will not be active until a Samba
password is set for it.

[ root @mi nserver /]# snbpasswd -a i nam

d. The next step is to enable encrypted passwords in the Samba configuration
file. Inthefile snb. conf , uncomment the following lines:

encrypt password = yes
snmb passwd file = /etc/sanbal/ snbpasswd

2) Testyour snb. conf fileby running t est par mcommand which isonly
available for SAMBA. This command should show all the shares without any errors.

[ root @mi nserver /]# testparm

3) If the above command works fine then run the simb services now by:

[root @i nserver /]# /etc/rc.d/init.d/smb start

Notes:

Windows NT 4:

At present, Samba needs to have a *nix account for every entry in the 'snmbpasswd’
file, so this means that each Windows NT4/2000computer needs a* nix account on
the Domain Controller. Machine accounts are differentiated from user accounts by
appending a $ to the end of the machine's name. For Windows NT clients, you can
create these accounts manually. To make a domain machine account, issue the
following commands on the samba Domain Controller as 'root":

Create the group "machines’ by:

[root @mai nserver /]# groupadd nachi nes

[root @i nserver /]# useradd -d /dev/null -g nmachines -c ' Machi ne Account'
- -s /bin/fal se -M <NETBI OS_NAMVE>$

[root @i nserver /]# snbpasswd -am <NETBI OS_NAME>
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e.g. To add a machine account of a machine win98 on the samba server, you would
use:

[ root @mi nserver /]# groupadd machi nes

[root @i nserver /]# useradd -d /dev/null -g machines -c 'Machine Account' -s
- /bin/false -M wi n98$

[ root @mi nserver /]# snbpasswd -am wi n98

Windows 2000/XP:

Windows 2000 is different than NT. Asfar as NT is concerned, while joining the
domain, you are given an option to create a computer account in the domain server.
This allows machine accounts to be made on the fly. At the moment the only user
that can create computer accounts automatically is root. This means we must first
make a samba password for ‘root' with:

[root @mai nserver /]# snbpasswd -a root

It is recommended that you use a different password than real Linux password for
root for security reasons. To make a domain machine account, issue the following
commands on the Domain Controller as'r oot '

[ root @mi nserver /]# groupadd machi nes

[ root @mi nserver /]# useradd -d /dev/null -g nmachines -c¢ ' Machi ne Account'
- -s /bin/false -M wi n2k$

[ root @mi nserver /]# snbpasswd -am wi n2k

Optionally in order to make the computer accounts on the fly while joining the
domain, you need the following entry in the smb.conf file.

add user script = /usr/sbi n/user add -d /dev/null -g nachines
- -C ' Machi ne account' -s /bin/false -M %

Note the absence of $ in this script, SAMBA automatically adds the $ for you when
it is configured as domain log on server. Also the group machines was already
created manually. This also works for Windows XP.

The above solution specifically solves the problem when you are joining the
Windows 2000 workstation to a samba domain and you get the following error:
"The account used isa computer account. Use your global user account or local
user account to accessthe server" . This problem comes with Windows 2000
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machines with service pack 2. Another solution is to try changing the windows
computer's machine name from Network properties, but this seldom works (depends
on the mood of win 2000 machine).

Client side configuration:
On the client side, i.e. on the computer having Microsoft Windows, open the network

neighborhood properties, and in the identification tab, type in SAMBADOMAIN in
the DOMAIN textbox. Also set the other network related properties, e.g. IP
addresses, address of DNS and name of Primary WINS server which isthe IP
address of SAMBA server. Press ok and restart the windows machine. Once
restarted, type in any user name and password of the user defined on SAMBA server
and select the domain SAMBADOMAIN in the drop down list. You will be greeted
after apause of 10 to 30 seconds. Restart and log on to the new domain with the user
name inam, lets say. Now you should be able to see the SAMBA server in the
Network Neighborhood window. Double click it, and you should be able to see the
shares. inam, cdrom, floppy and linuxpr oj ect. On double clicking on the share
linuxpr oj ect you should be able to see the contents of this share. Y ou will be asked
for the password if you logged on as someone el se other than inam or nayyar, this
will be the password of one of the users nayyar or inam (as shown above), which are
defined in the machine running SAMBA.. Similarly password of one of the usersin
the group students (defined in SAMBA machine) may be required once accessing the
share floppy. To assign a drive letter to a share, you can either right click on the
share and select Map to drive. Or you can use the command on the windows DOS
shell prompt:

C:\> net use F: \\nainserver. nydonai n. com cdrom
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Common problems while joining a Linux SAMBA domain from win2k
client:

1) " The account used isa computer account. Use your global user account or
local user account to accessthe server”.

This problem comes with Windows 2000 machines with service pack 2. Solution is
to create a machine account for each win2k computer on the SAMBA compulter.
Another solution is to try changing the windows computer's machine name from
Network properties, but this seldom works (depends on the mood of win 2000
machine).

2) " The credentials supplied conflict with an existing set of credentials’.

Thisis aproblem on windows client side.. Windows will not et you connect astwo
different users to the same share on the remote computer. To over come this problem,
log out of the windows computer (restart if it doesn't behave) , then again login first
as local administrator and then supply the root login and it's samba generated
password while joining the domain.

3) " Thedomain SMBDOMAIN could not be contacted" .

Check your SMB configuration. Check for presence of machine accounts (including
the group machines) and their SM B passwords. Check the network settings of
windows. Restart the windows computer. Should work.

Now something about plain text passwords:

In the Samba configurations above, we are using encrypted passwords. But if for any
reason, for example, incompatibility of samba encrypted passwords and windows
encrypted passwords, we can configure both sides to use plain text passwords. On
samba side, we will just put aremark on the following two linesin the sib. conf
file

#encrypt password = yes
#smb passwd file = /etc/sanbal/ snbpasswd

And on windows side we have to edit the registry and enable plain text password
support. The procedure is different for win 9x, windows NT and windows 2000.

www. geoci ti es. conf nk_azeem



Chapter 7: SAMBA 93

Windows 9x registry settings:
L ocate the following registry key:

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set \ Ser vi ces\ VxD\
VNETSUP

Select Edit -> Newand choose to create a new DWORD value.

In Regedit insert anew DWORD value called New Val ue #1 intheregistry.
Rename this new bval ue Enabl ePl ai nText Passwor d and double click this
new name. In the dialog box, enter 1 as the value and close regedit program. Restart
windows.

Windows NT registry settings:
Locate the following registry key:

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Rdr\
Pramet ers

Select Edi t - > Newand choose to create a new DWORD value.

In regedit insert anew DWORD value called New Val ue #1 intheregistry. Rename
this new bvalue Enabl ePl ai nText Passwor d and double click this new name.
In the dialog box, enter 1 as the value and close regedit program. Restart windows.

Windows 2000 registry settings:
Method 1:

Under windows 2000 this can be donedoing: St art -> Settings ->
Control Panel -> Administrative Tools -> Local Security
Pol i cy.IntheLocal Security Settings dialogbox, select Local
Policies -> Security Options,doubleclick onSend unencrypt ed
password to connect to third party SMB servers and enableit.
Reboot the machine.

Method 2:
Locate the following registry key:

HKEY LOCAL_MACHI NE\ SYSTEM Cur rent Cont r ol Set \ Ser vi ces\ Lanm
anWr kSt at i on\ Par anet ers

Select Edi t - > Newand choose to create anew REG_DWORD value.
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Regedit will insert anew REG_DWORD value called New Val ue #1 intheregistry.
Rename this new bvalue Enabl ePl ai nText Passwor d and double click this
new name. In the dialog box, enter 1 as the value and close regedit program. Restart
windows.

Log Files:

/var /| og/ messages (file)
/var /| og/ sanba (directory)

Documentation and Help:
/ et c/ sanba/ snmb. conf

[ usr/shar e/ doc/ sanba- */ docs (excellent documentation)
[ usr/shar e/ doc/ sanba- */ docs/ DI AGNCSI S. TXT
To read more about Using Samba with Windows NT 4.0 and Windows 2000, read

ENCRYPTI ON. TXT, W n95. t xt ,and W nNT. t xt inthe directory
/usr/ shar e/ doc/ sanba*/ docs/ t ext docs/

To list the shares available on the local host, use:

[root @i nserver /]# snbclient -L local host -N

To list the shares available on the windows machine, use:

[root @i nserver /]# snbclient -L wksl -N

If no shares are visible, then WINS server may not be responding. To check this use:

[ root @mi nserver /]# nnbl ookup -B 192. 168. 1. 255 _ SAVMBA

(Notice the two underscores before and after SAMBA)

The output of above command should display the I P address of
mai nserver. nydomai n. com.
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Y ou should a'so check that windows machines are properly configured to use WINS
by:

[ root @mi nserver /]# nnbl ookup -T '*'

Client hosts on this network should respond with their | P addresses.
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Chapter 8: SQUID

Squid is basically Internet caching server which a so does proxying. Also known as
Squid-Proxy server. It caches HTTP and FTP data. It listens for user requests for
HTTP and FTP on port 3128 by default ( can be changed) and contacts to origin
server if the web page requested is not in the squid's cache.

Packages:
squi d-a. b. STABLE. a. b

Scenario:

We want our network to share the Internet connection running on the

mai nser ver . nydomai n. com with our clients on our network. SQUID runs on
the gateway machine i.e. mai nserver. nydomai n. com.

Configuration:

Normally only very minor changes are required in the file

/ et c/ squi d/ squi d. conf . Main configuration is to create an acl for your
network and allow it http access. Also optionally you can make squid listen on port
other than default 3128. Update it as follows Only important changes are highlighted:

[root @i nserver /]# vi /etc/squid/squid.conf
# TAG http_port

http_port 3128

# TAG cache_dir

cache_dir ufs /var/spool/squid 200 16 256

acl nynet src 192.168.1.0/24

http_access all ow nynet

http_access al |l ow | ocal host

http_access deny all

You should also set thevi si bl e_host name tag to the fully qualified domain
name of this squid machine. This name should be the one defined in your DNS. Also
it must not contain any invalid characters like underscores, etc. Use the same rules
which are used to assign host names in DNS. If you put any invalid character here (or
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in DNS) , you will see ugly messageslike“m me error”,“error | oadi ng
url ", etc, etc.

vi si bl e_host nane mai nserver. nydomai n. com
Y ou should aso set cache_effective user and cache effective _group
cache_effective_user squid

cache_effective_group squid

Now create the cache directory (defined inthe squi d. conf file) above
otherwise squid service will fail (very important):

[root @i nserver /]# squid -z

Note that if you use some directory for squid's cache other than default
/var/spool/squid, then make sure to change the new directory's ownership and
permissions for squi:squid, otherwise the squid -z command will fail. Assuming you
are using /squid/cache as your cache directory, then:

[ root @mi nserver /]# chown squid:squid /squid/cache -R

[ root @mi nserver /]# chnmod 770 /squi d/ cache -R

After the cache directory creation is successful, run the SQUID service by:

[root @mi nserver /]# /etc/rc.d/init.d/squid start

Transparent proxying:
SQUID on gateway machine:

If you are configuring SQUID to act as a transparent proxy server. i.e. Y ou want
SQUID to hijack all the requests for HTTP and HTTPS and should never let the user
machine contact directly the origin server for web pages, not you want to configure
each user machine and edit the proxy settings. This can be achieved by using some
firewall redirection rules and some settings in SQUID.

Note the scenario is that squid is running on the gateway machine, i.e. in this case,
mai nser ver. nydomai n. com See Fig 1. In addition to the settings above, the
following entries need to be placed in the squi d. conf file. These entries are
normally found in the end of squi d. conf file.
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1) Modify squi d. conf file and add / update as below:
[root @i nserver /]# vi /etc/squid/squid.conf

# HTTPD- ACCELERATOR OPTI ONS
htt pd_accel _host virtual
httpd_accel _port 80

httpd_accel _with_proxy on
httpd_accel _uses_host_header on

2) Put the following line in any of your startup scripts. Or you can make your own
script and call it from your startup scripts. Normally r c. | ocal scriptis
recommended for such tasks as it runs after all the scripts and services are
initialized/run at system boot up. This line redirects www (port 80) requests to local
squid service running at port 3128 in this case. It also assumes that your SQUID
server is connected to the hub or switch viaet hO interface and is connected to the
Internet via a modem dialup interface pppO.

[root @i nserver /]# iptables -t nat -A PREROUTING -i ethO -p tcp --dport
- 80 -j REDIRECT --to-port 3128

For now apply thei pt abl es command above on the command prompt and restart
the squid service by:

[root @i nserver /]# /etc/rc.d/init.d/squid restart

Connect to the Internet viayour dialup connection. Y ou should see activity in the
/var /| og/ squi d/ access. | og filewhilethe client machines try to connect
to the Internet.

SQUID on one leg, another Linux mahcine as gateway:

In this case the SQUID machine is connected only with one ethernet connection
(192.168.1.252) with our network. There is no other interface on this squid machine.
The gateway machine (192.168.1.254) is also on linux, and iptables rules being used
to redirect port 80 traffic towards our squid machine. See Fig 2. On the SQUID
machine, just configure the SQUID for httpd acceleration. No redirection rules
required here.
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On the gateway machine, give the following command:

[root @mi nserver /]# iptables -t nat -A PREROUTING -i ethO -s ! 192.168. 1. 252
- -p tcp --dport 80 -j DNAT —to-destination 192.168.1.252: 3128

What this does is direct all traffic coming from local network, except the SQUID
machine, destined for port 80 towards SQUID machine. And when SQUID machine
will need to bring web content from origin server(s), then this rule will have no effect
on it. Quite straight-forward right ?

SQUID on one leg, Cisco router as gateway:

If you have arouter (say cisco) as your gateway(192.168.1.254), and your squid
machine is again on one leg (192.168.1.252), then you need to define some ACLs on
it to get the task done. See Fig 3.

Configure squid machine for httpd acceleration and then configure your Cisco router
asfollowing :

Define aroute map with a name of lets say squid-catch and specify the IP of SQUID
machine as the next hop for it.

!

rout e-map squid-catch permt 10
match ip address 110

set ip next-hop 192.168. 1. 252

!

Now define an access list to trap HT TP requests:

!
access-list 110 deny tcp any any neq 80
access-list 110 deny tcp host 192.168.1.252 any

access-list 110 permit tcp any any
!

Apply this on router's ethernet interface:

rface ethernet 0

te
policy route-map squi d-catch

!
in
ip
|
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Stop porn for God's sake:

If you want to restrict users so that they are denied access to certain sites, like porn
sites, etc. Then you can make an acl for bad sites put al the possible words which are
normally part of url of those bad sites, in atext file with each word at separate line.
Create and block the acl asfollowsin the squi d. conf file:

acl badsites url_regex -i "/etc/squid/badsites.txt"
http_access deny badsites

It should be noted that the placement of http_access lines are very important in
SQUID's expected behavior. You need to deny badsites BEFORE alowing the
http_access to your client src acl.

Y our configuration with blocked sites would look like this:
acl badsites url_regex -i "/etc/squid/badsites.txt"

acl nmynet src 192.168.1.0/24

http_access deny badsites

http_access al |l ow nynet

http_access all ow | ocal host
http_access deny all

Y our badistes file should contain al words on separate lines which you want to be
search in the URL and then blocked by SQUID. An examplebadsi t es. t xt fileis
below:

sex
XXX
movies

Thisis quite effective approach. Y ou may need to watch your
/var /| og/ squi d/ access. | og for such sites and add those names to thisfile.

Socks, did | forget to wear them?

Unfortunately, your clients will not be able to find a SOCK S server on linux machine
for their MSN or Y ahoo messengers. To support that you have two options.

a) Install and configure a SOCK S package.
b) Enable IP Masquerading (NAT) on your network (easy and
recommended).
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a) Install and configure SOCK S server.

SOCKS stands for SOCK-et-S, itsinitial internal development name. Thereisaso a
“Nylon socks” project underway on the internet. SOCK S is a networking proxy
protocol that enables hosts on one side of a SOCKS server to gain full access to hosts
on the other side of the SOCK S server without requiring direct |P-reach ability.
SOCKS s often used as a network firewall, redirecting connection requests from
hosts on opposite sides of a SOCK S server. The SOCKS server authenticates and
authorizes requests, establishes a proxy connection, and relays data between hosts.

Quite some information resides on these web pages. Please see to them.

www. | i nuxgazette.conlissued8/tag/27. htm

www. host . bi z/ rpm2ht M / PLF/ Syst em Servers. htm
www. socks. nec. com socksfaq. ht m

WWW. Socks. nec. com

b) To enable IP masquerading you need to put the following two lines in one of your
startup scripts (r c. | ocal ) or optionally you can create your own script and call it
from/etc/rc. | ocal script.

For kernel 2.2 using i pchai ns, only put the following two lines :-

[ root @mi nserver /]# echo "1" > /[proc/sys/net/ipv4/ip_forward

[root @mai nserver /]# ipchains -A FORWARD -i pppO -s 192.168.1.0/24 -d
- ! 192.168.1.0/24 -j MASQ

For kernel 2.4 using netfilter (i pt abl es) only put the following two lines :-
[root @mai nserver /]# echo "1" > /proc/sys/net/ipv4/ip_forward

[root @i nserver /]# iptables -t nat -A POSTROUTING -s 192.168.1.0/24 -d
- ! 192.168.1.0/24 -0 ppp0 -j MASQUERADE

Common problems:

1) Access denied to SQUID even thesr ¢ ACL isdefined and the URL doesn't
contain any word which should get caught in any of the badsites ACL.
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This happens when there are two (or more) networks which are (mis-)configured in
SQUID to be able to access SQUID cache data. For example, the following
ACL configuration will never work:

acl MYNET_A src 192.168.1.0/24
acl MYNET_B src 192.168.0.0/24
http_access all ow MYNET_A MYNET_B

The above should be written as :

acl MYNET_A src 192.168. 1.0/ 24
acl MYNET_B src 192.168.0. 0/ 24
http_access all ow MYNET_A
http_access all ow MYNET_B

Or even this will work:

acl MYALL_NETS src 192.168.1.0/24 192.168. 0.0/ 24
http_access all ow MYALL_NETS

2) SQUID dead but subsystem locked.

This happens because of some configuration problem in squi d. conf file, which
putsit to stop just after it is started. Check / var / | og/ messages for any system
level or squid related errors.

3) No running copy

Normally happens when squid was not able to create the cache directory in the
previous steps or is unable to access the cache directories due to ownership /
permissions problems. The cache directories must be owned by both user and group
squi d and should be writeable by squi d: squi d only. May also be resultant of
bad DNS lookups. In bad DNS case, run squid with -D switch.
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Logfiles:
/var/| og/ messages

/var/| og/ squi d/ access. | og
/var /| og/ squi d/ cache. | og

Documentation and Help:
Extensive help (specialy check the FAQ) is available on www. squi d-

cache. org
Also at www. vi sol ve. com FAQfilesin/ usr/share/ doc/squid-a.b

On the command prompt :

[root @mi nserver /]# /etc/rc.d/init.d/squid status

You can check theaccess. | og file for user requests for web pages being handles
by SQUID, using a separate window or terminal:

[root @mai nserver /]# tail -f /var/log/squid/ access.|og
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Chapter 9: APACHE

Apacheisactually "a PATCHYy server". It was based on some existing code and a
series of "patch files' made to original NCSA server. For many people this name
brings the same meaning / feeling / spirit of the Native American Indian tribe of
Apache, well-known for their superior skillsin warfare strategy and inexhaustible
endurance. ApacheisHTTP 1.1 Compliant, open-source web server that is widely
used.

Packages :

Redhat 7.x

apache-a. b
apacheconf-a. b
apache-manual -a. b

Redhat 80& 9
httpd-a. b
htt pd- manual -a. b
redhat - confi g- htt pd-a. b (gui)

Scenario:

In our example network, we want to implement alocal web server under the name
www. nydomai n. com. | will also introduce Scri pt Alias , Alias and
User Di r directives. The same server ww. mydonai n. comwill be used to host
two virtual websites: www. i sl am edu and www. ur dul i nux. or g. All of these
websites will be hosted on nai nser ver . nydomai n. comhaving IP

192. 168. 1. 254. Wewill implement it using Name based virtual hosting.
Normally you should consider using Name based virtual hosting unless thereis a
specific need / reason to choose I P based virtual hosting.

Configuration

Apache configuration fileis/ et ¢/ ht t pd/ conf/ htt pd. conf . Thefileis
divided into three main sections.

1. Globa Environment

2. Main configuration

3. Virtual Host Configuration
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In section 1, only the directive Li st en needsto be set. Thistells the Apache server,
on which IP and port to listen for HTTP requests.

Listen 80
or
Li sten 192. 168. 1. 254: 80

We can also make it listen on any port other than 80.

In section 2, set the Ser ver Name and Docunent Root directives. Ser ver Name
would be the name which will be used generally to access your server , i.e.

www. nydonmai n. com. Set Docunrent Root  directive to the path where the web
pages of your main website reside. Similarly your Vi r t ual Host configurationsin
section 3 will have the Docunent Root directive set to the directories containing
web content relating to respective sites sites.

Server Name ww. nydonai n. com

Docunent Root “/var/ww/ ht m ”

Also the default directory options for the document root directory are:

<Directory "/var/ww htnm ">
tions | ndexes Fol | owSynii nks
| owQverri de None
Order all ow, deny
Al'low fromall
</Directory>

Try starting your web server now by:

[root @i nserver /]# /etc/rc.d/init.d/ httpd start

Open your favorite web browser and typeinthe URL :

http://127.0.0.1

or
http://| ocal host

or

htt p: // www. nydonai n. com

Y ou should be able to see a Apache web server Test Page. If you can see the Apache
test web page that means you are all set to further configure your server. Now copy
your web site related filesin this directory “ / var / www/ ht 1 " make them Apache
readable by setting appropriate ownership and permissions and and re-start the web
server. You should be able to see your website related main web page.
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Directory aliases

Assume you want to provide your users with some helpful documentation on various
technologies, stored on your local hard drive. Assuming thislocal storageis

/ dat a/ ebooks and you wish that your users should be able to access it as

www. mydomai n. cont ebooks |, It should be kept in mind that your document
home directory for wwv. nydonai n. com is /var/ww/ htm .

One method isto create adirectory named ebooks under / var / ww/ ht M and
move or copy the contents of / dat a/ ebooks to/ var / www/ ht ml / ebooks .
This is cumbersome and is prone to disk space wastage.

The other method is to create a directory alias for thislocation like:

Ali as /ebooks/ "/datal/ebooks/"

<Directory “/datal/ebooks">
Options | ndexes Ml ti Vi ews
Al'l owOverride None
Order al |l ow, deny
Allow fromall
</Directory>

Restart your Apache service and you should be able to access your ebooks from the
URL:
www. mydonai n. cont ebooks .

ScriptAliases

Sometimes it is desired that you have another directory for your CGI scripts other
than

[ var / ww\// cgi - bi n . For that you have special directive Scri pt Al i as .
Assume you have/ var / www/ cgi - adni n directory aswell, and you want to run
your CGl scripts from there too.

ScriptAlias /cgi-admn/ "/var/ww cgi-admn/"

<Directory "/var/ww/ cgi - adni n" >
Al 'l owOverri de None
Opti ons None
O der all ow, deny
Al'l ow from al |
</Directory>
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User Di r ectories

Thisis additional feature which you may want to introduce in your web server
configuration. This facility allows usersto have their web contents published on your
web server directly from their home directories and without requiring any
administrative privileges or without the need to edit theht t pd. conf file.

Using this feature anyone can access the web content published by any user by using
the URL:

www. mydomai n. conf ~user . eg. A user Usama's web content can be viewed
by :

www. mydomai n. conf ~usana .

Asperht t pd. conf file: “ The path to the end user account 'publ i ¢c_ht m
directory must be accessible to the webserver userid. This usually means that
~user i d must have permissions of 711, ~useri d/ publ i ¢_ht M must have
permissions of 755, and documents contained therein must be world-readable.
Otherwise, the client will only receive a "403 Forbidden" message.”

This means that each user who wants to publish his web content should have his
home directory permissions (/ home/ usamms) set as 711 and should create a special
directory named “publ i ¢_ht ml ” (/ home/ usama/ publ i ¢_ht ml ) with
permissions 755. Any material / content placed in this directory should have world
readable permissions.

The web server administrator (you) will have to set the user home directory
permissionsto 711 and edit the ht t pd. conf to enable user directory feature. To do
soremark theline User Di r di sabl e inthe section <I f Modul e

nod_userdi r. c>and un-remark thelineUser Di r publ i c_ht m inthe same
section.

<I f Modul e nod_userdir.c>

UserDir is disabled by default since it can confirmthe presence
of a usernane on the system (dependi ng on hone directory

per m ssi ons).

UserDir disable

To enabl e requests to /~user/ to serve the user's public_htm
directory, renmove the "UserDir disable" |ine above, and uncomment
the followi ng |ine instead:

#

UserDir public_htm

</ f Modul e>

HHFHH HHIHHHH
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More over you can setup the user public_html directories as read only to avoid any
future problems.

# Control access to UserDir directories. The following is an exanple
# for a site where these directories are restricted to read-only.

<Directory /hone/*/public_htn >
Al'l owOverride Filelnfo AuthConfig Limt
Options MiltiViews I ndexes SynlLinkslfOaner Match | ncl udesNoExec
<Limit GET POST OPTI ONS>
Order all ow, deny
Al low fromall
</Limt>
<Li mi t Except GET POST OPTI ONS>
Order deny, al | ow
Deny from all
</ Li mt Except >
</Directory>

Y our main (basic) configuration of your site www. mydormai n. comfinishes here.
Now lets see what needs to be done for hosting the two example websites discussed
above. i.e. www. i sl am edu and www. ur dul i nux. org

Virtual site hosting needs configuration in your DNSfirst. For these two sites, we
need to define them in our DNS. There is yet another problem. These sites do not fall
under our network forward zone data. This means we need to define separate forward
zones (define separate domains) in our DNS. Since in these new forward zones, there
needs to be only on “NS’ , one “A” and one “CNAME” type entries, thisisgoing to
dojust fine.

Sofirst, hereisthe/ et ¢/ named. conf file:
[root @i nserver /]# vi /etc/naned. conf

## naned. conf - configuration for bind
#

# CGenerated automatically by redhat-config-bind, alchenm st et al.
# Any changes not supported by redhat-config-bind should be put
# in /etc/named. custom

#
controls {
) inet 127.0.0.1 allow { local host; } keys { rndckey; };
include "/etc/rndc. key";
options {
directory "/var/nanmed/";
s
zone "
type hint;
) file naned. ca
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zone "l ocal host" {
type naster;
file "l ocal host.zone";

zone "0.0.127.in-addr.arpa" {

type naster;

file "0.0.127.in-addr. arpa. zone" ;
s

zone "1.168.192.in-addr.arpa" {

type master;

file "1.168.192.in-addr.arpa.zone";
s

zone "nydonmain. cont {
type master;
file "mydomain.com zone";

b
zone "islamedu" {

type master;

file "islam edu.zone";
s

zone "urdulinux.org" {
type master;
file "urdulinux.org.zone";

s

Now hereis the forward zone of my domain nydonai n. com . Notice the absence
of any mentioning of www. i sl am edu or ww. ur dul i nux. or g . Also notice
that there is no separate | P for ww, rather www machine is in-fact canonical name for
the actual machine named mai nser ver.

[root @rai nserver /]# vi /var/nanmed/ nydomai n. com zone

$ORI G N nydonai n. com
$TTL 3h
@ | N SOA nui nserver. mydomai n. com root. nai nserver. ny?omai n.com (
seri a
3H; Refresh after 3 hours
1H; Retry after 1 hour
1W; Expire after 1 week
1H ) ; negative caching of TTL of 1 hr

@ I'N NS mai nser ver . nydonmai n. com

@ I'N MX 10 mai nser ver . nydonmai n. com
mai nserver I'N A 192.168. 1. 254
ws1 I'N A 192.168.1.1

ws2 I'N A 192.168.1.2
VWY I'N CNAME nmai nserver

Below iswhat isto be be configured for ww. i sI am edu
[root @i nserver /]# vi /var/naned/islam edu. zone

$ORIGA N i sl am edu.
$TTL 3h
@1 N SQA nmi nserver. nmydomai n. com root.nai nserver. nmydomai n.com (
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1 ; serial

3H ; Refresh after 3 hours

1H; Retry after 1 hour

1W; Expire after 1 week

1H ) ; negative caching of TTL of 1 hr

@ I'N NS nmei nserver. nydonai n. com
mai nserver I'N A 192. 168. 1. 254
WW I'N CNAME mai nserver

The SOA record of this file may be confusing for some readers. Since there is only
one name server in our network which is doing al the work, we need to mention that
name server in the SOA record, so that any name queries performed on our name
server could tell the querying application / machine, that who is the actual machine
resolving all queries. In simple words , the SOA above says that “ Start Of Authority
for thedomaini sl am edu isthe machine mai nserver. nydomai n. com”

For the domain ur dul i nux. or g we will of-course use the same format as we
have used for i sl am edu , thereis no “rocket science” involved in it.

[ root @mi nserver /]# vi /var/naned/urdulinux.org.zone

$ORI G N urdul i nux. org.
$TTL 3h
@1 N SOA nai nserver. mydomai n. com root. nai nserver. nytljormi n.com (
seri a
3H ; Refresh after 3 hours
1H; Retry after 1 hour
1W,; Expire after 1 week
1H ) ; negative caching of TTL of 1 hr

@ I'N NS nei nserver. nydonai n. com
mai nserver I'N A 192. 168. 1. 254
W I'N CNAME mai nserver
Virtual Host:

Now our forward zones properly configured, lets configure section 3 of our Apache
web server for Virtual Hosting.

[ root @mi nserver /]# vi [etc/httpd/ conf/httpd. conf

NaneVirt ual Host 192. 168. 1. 254

<Vi rtual Host ww. nydonai n. con»
Ser ver Nane www. nydomai n. com
Docunent Root /var/ww/ ht m
</ Vi rtual Host >

<Virtual Host www. i sl am edu>

Server Name www. i sl am edu

Docunent Root /host edsites/islam edu/ htm
</ Vi rtual Host >
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<Vi rtual Host ww. ur dul i nux. or g>

Ser ver nane www. ur dul i nux. org

Docunent Root /host edsites/ urdul i nux. org/ htm
</ Vi rtual Host >

You can also re-write the Vi r t ual Host section for any virtual site as:

<Virtual Host 192. 168. 1. 254>

Server Nane www. i sl am edu

Docunent Root /hostedsites/islam edu/ htni
</ Virtual Host >

Notice that we have introduced the virtual host section for www. mydonai n. comas
well. Thisis because in case of miss-spelled URLs and sites which are not hosted on
this server, Apache goesto the first virtua host defined in the virtual hosts section.
See point 1 below.

Using an explicit IP addressto listen HTTP requestsin NaneVi r t ual Host is
better. BUT if your web server ison dynamic IP, i.e. it getsit's IP via DHCP or so,
then you should not use afixed IP. In that case you should use an * . Only

Ser ver Name and Document Root directives are a must while configuring virtual
hosts.

There are few more points to keep under consideration while configuring / hosting
your web sites.

1) If aURL istyped in by the user in his web browser is mis-spelled or incorrect,
then by default, Apache will use the virtual host listed first to display the page.
i.e. In the above configuration, if the user typesin

www. | i nuxdoc. mydonai n. comin hisweb browser, then since this URL /
website does not exist in your domain tables, the first virtual host

(www. i sl am edu) will be used to display the web page, which was not
intended. In order to avoid such problems, you can put a sort of dummy virtual
host containing aredirector page or a page telling user that he has not reached
where he wished, and that he should type in the address again.

2) Any directives defined outside the virtual host configuration are over written /
neglected if the same directives are found inside that specific virtual host. eg. you
have aDocunent Root directive in the main configuration file as:

Docunent Root “/var/ww/ htm ”

But thiswill not be honored in the virtual host wwv. i s| am edu because that
virtual host section hasit's own Docunment Rooot directiveas:
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Docunent Root /hostedsites/islam edu/ htni

Providing support of privileged access to some web site, based on user
name and password

Sometimes a user needs to be authenticated before displaying the contents of aweb
page. There are many different ways for doing it but | will show you the basic
method here. Assume your web site urdulinux.org is undergoing some refinement
and you want it only accessible by it's devel oper tauseef using his password “bravo”.
The web pages of the website under discussion are located in the directory:

/ host edsi t es/ urdul i nux. org/ ht . We need to make a user
authentication file (password file) with the help of a utility ht passwd. Thisfile will
be placed outside the web pages directory (i.e. in the root-only readable directory
/etc/ httpd/security)sothat cracking is avoided.

1) Create the file (if doesn't exist) and the user "tauseef" by :

[ root @mi nserver /]# nkdir /etc/httpd/security
[root @i nserver /]# htpasswd -c /etc/httpd/ security/.htpassword tauseef

The dot in the beginning of the file makes it hidden so it won't show up in directory
listing. Type the password twice to confirm. Also change it's ownership so that
user Apacheis able to read it, by:

[root @i nserver /]# chown apache: apache /etc/httpd/security/.htpassword
2) Create a. ht access file with the following contents in the same directory which

contains your web pages. i.e. / host edsi t es/ ur dul i nux. org/ htm , with
the command :-

[root @mai nserver /]# vi /hostedsites/urdulinux.org/htm/.htaccess

Aut hNarme " Aut hori zed proj ect devel opers only"
Aut hType Basic

Aut hUser Fil e /etc/httpd/security/.htpassword
requi re user tauseef

3) Change the file permissions of the . ht access file so that only the user Apache
is able to changeit.

[root @i nserver /]# chown apache: apache / hostedsites/urdulinux.org/htn/.htaccess
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4) Also give only read permissions to users on all filesin the web pages directory
by:-

[ root @mi nserver /]# chnod o+r /hostedsites/urdulinux.org/htm/*
[ root @mi nserver /]# chmod o-wx /hostedsites/urdulinux.org/htm/*

or

[root @i nserver /]# chnod 774 /hostedsites/urdulinux.org/htm/*

5) Now update the ht t pd. conf file and set the security options for your
Docunent Root directory inthe Vi r t ual Host section of ur dul i nux. or g.

<Virtual Host www. ur dul i nux. or g>
Server nane www. ur dul i nux. org
Docunent Root / host edsi t es/ urdul i nux. or g/ ht m
<Directory "/hostedsites/urdulinux.org/htm"
Al'l owOverride Al
</Directory>
</ Vi rtual Host >

6) Now isthe time to test your setup. First restart the ht t pd deamon by

[ root @mi nserver /]# service httpd restart

Open the browser at the server and point to www. ur dul i nux. or g and press
enter. (You may need to reload the page). A popup screen should come up asking
username and password. Supply username tauseef and password bravo. It should
allow access, else error 401 web page will show up , which is"Authorization failed".

That isall.

Log Files

/var /|l og/httpd/access_| og
/var/log/httpd/error_Iog
/var/| og/ messages

Documentation and Help:

Extensive documentation is available on the Apache Test web page once you simply
start your apache web server without configuring it for the first time. Simpler path is
[ var/ww/ manual /i ndex. ht m
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Also thefilesin directory / usr / shar e/ doc/ ht t pd, and
www. apache. or g/ docs website.
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Chapter 10: SENDMAIL

SENDMAIL isworld's #1 and most widely used MTA (Mail Transfer Agent).

Packages

sendnai |l -a. b (on server side)

sendmai | -cf-a. b (on server side)

sendnai | -doc-a. b (on server side)

i mp-a.b (on server side, to install both pop3 and imap services)

Scenario

We want to establish amail server in our example network. We will provide a
mailing system so that our linux clients can send and receive inter-office (within the
mydomain.com) mails as well as mails coming and and going out to rest of the world,
while connected to the server via NIS and our windows clients will be able to send
and receive mails using SMTP, POP and/or IMAP services. In short it is assumed
that all the users have their mail accounts on the mail server, so they have to connect
to the server, to send and receive mails. They can send mail using our mail server as
arelay even if they don't have an account on our mail server. In our example
network, our domain name is mydomain.com. Our mail server is

mai nserver. nydonai n. comonthelP192. 168. 1. 254 . We have SMPT,
POP3 and IMAP services running on our mail server.

Configuraiton

Itissaid in *nix world that “You are not a system administrator if you have not
configured sendmail once in your life. And you are crazy if you havetried to do it
twice” . Well, that used to be said once m4 macro utility was not known. Sendmail
configuration is possible using one of three methods:

1)By using linuxconf utility, which is now obsol ete.

2)By using m4 macro configuration utility
3)By editing the sendmail.cf file manually
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First of all you should have a proper MX record set up for your mail server in the
DNS zone files. Refer to the chapter DNS for this. In short , in addition to NS record
you should have lines as following in your forward zone (mydonai n. com zone)
file.

@ I'N NS mai nser ver . nydonmai n. com
@ I'N MX 10 mai nser ver . nydonmai n. com

The number 10 in the example above is the priority of thismail server in case there
are more than one mail server in your setup. The lesser the number, the higher the
priority.

The configuration file sendmail.cf used to be found in/ et c. In newer versions like
Redhat Linux 8.0and 9, itisfoundin/ et c/ mai | directory.

The first method | am going to useis by m4 macro utility. There is afile present by
default inyour / et ¢/ mai | directory by the name sendnai | . nt . Open thisfile
and only change the lines which are shown below:

[root @i nserver /]# vi /etc/mil/sendmail.nc

dnl DAEMON _OPTI ONS( * Por t =snt p, Addr =127. 0. 0. 1, Nanme=MrA" ) dnl
CLI ENT_OPTI ONS( " Fani | y=i net, Addr ess=192. 168. 1. 0' ) dnl
MASQUERADE_AS( " nydonai n. com ) dnl

MASQUERADE_DOVAI N( | ocal host) dnl

MASQUERADE_DOMAI N( | ocal host . | ocal donai n) dnl

The changes above indicate that SMTP daemon will listen on al interfaces of this
machine. Notice that | have removed the 127. 0. 0. 1 restriction by commenting the
DAEMON_OPTIONS line. Similarly | have introduced my network address

192. 168. 1. 0 inthe CLIENT_OPTIONS indicating that only machines of my
network can use the SMTP services of this machine. Any mail coming from

| ocal host orl ocal host . | ocal domai n aswell asfrom any client machine
will be trandated / re-written as from mydonmai n. com.

Now generate the sendnai | . cf fileby:

[root @i nserver /]# md /etc/ mail/sendmail.nc > /etc/mail/sendmail . cf

Also openthe/ et c/ mai | /| ocal - host - nanes fileand add all possible names
of your mail server on anew lineinthisfile.

[root @i nserver /]# vi /etc/ mail/local-host-nanmes

nmydonai n. com
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mai nserver . nydomai n. com
| ocal host )
| ocal host . | ocal domai n

By default your client computers will be denied relaying. That isthat by default your
client computers/ users will not be able to send any mail destined outside

nmydonmai n. com To enable this feature you can use

/etc/ mail/access. dbfile. Thisfileisbinary and cannot be directly edited. So
you have to edit it'stext version (/ et ¢/ mai | / access ) and then generate the
binary file from it.

[ root @mi nserver /]# vi /etc/ mail/access
192.168. 1
nydonai n. com RELAY

Generate the binary access.db file from thisfile by :

[ root @mi nserver /]# makemap hash /etc/nail/access.db < /etc/nuil/access

Start / restart your sendmail server by :

[root @i nserver /]# service sendmail start

The other method to configure sendmail is by manually editing sendmai | . cf .
Open it with any text editor and change as following:

[root @mi nserver /]# vi /etc/mail/sendnuil.cf

# local info #

# ny LDAP cluster

# need to set this before any LDAP | ookups are done (including classes)
#D{ sendnai | MTAC ust er } $m

Qwl ocal host mai nserver. nydomai n. com nydomnai n. com ; (alternate / possible names
for this nachine)

# file containing nanes of hosts for which we receive enuil
Fw etc/ mail /| ocal - host - nanes

# ny official domain name

# ... define this only if sendnail cannot automatically determ ne your domain
#Dj $w. Foo. COM
CP.

# "Smart" relay host (may be null)
Dsmai nser ver. nydomai n. com # (machine handling all the nmail, optional)

# class E: names that should be exposed as fromthis host, even if we masquerade
# class L: names that should be delivered locally, even if we have a relay
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# class M domains that should be converted to $M
# class N dommins that should not be converted to $M
#CL root

r oot
| ocal host
C{M 1 ocal host . | ocal donai n #( Masquerade what ?)

Dvirydonai n.com # (Masquerade as what domain? Enmils will have this on the right
side of @sign)

# name for error nessages
DnMAI LER- DAEMON

Then somewhere in the middle of the file, under the section OPTIONS, search for
SMTP daemon options and modify (disable by putting remark) as follows:

R

# Opti ons #

BHHH R

# SMIP daenon options

#0O DaenonPort Opt i ons=Port =snt p, Addr=127. 0. 0. 1, Name=MIA

#or
O DaenonPor t Opt i ons=Name=MIr'A

# SMIP client options
O dientPortOptions=Fam | y=i net, Address=192.168.1.0

That's it. Save the file and start the service by:

[root @i nserver /]# /etc/rc.d/init.d/ sendmail start

or
[ root @mi nserver /]# service sendnail restart
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Configuration of IMAP and POP3 services:

Kernel 2.2:

Edit thefile/ et ¢/ i net d. conf and find the remarked lines with pop- 3 and
i map. Un-remark them (enable them by removing the remark so they look like
following:

[root @i nserver /]# vi /etc/inetd. conf

pop- 3 stream tcp nowai t r oot /usr/sbin/tcpd i pop3d
| map stream tcp nowai t r oot /usr/sbin/tcpd i mapd

These services arelisted inthefile / et ¢/ ser vi ces with their respective port
numbers. For pop3 itis 110 and for imap it is 143.

Once done modifying, restart inetd by:

[root @mai nserver /]# killall -HUP inetd

Kernel 2.4

Inthe/ et ¢/ xi net d. d directory you have separate files dedicated for each
service. Thisisunlikethei net d. conf setupinkernel 2.2, inwhich al services
arelisted in onefile. So edit the respective filesinthe/ et ¢/ xi net d. d directory
and change the di sabl e=yes linetodi sabl e = no, asfollows:

[ root @mi nserver /]# vi [etc/xinetd.d/ipop3

# default: off

# description: The POP3 service allows renote users to access their mail \
# using an POP3 client such as Netscape Conmunicator, mutt, \
# or fetchmail.

{servi ce pop3

disable = no

socket _type = stream

wai t = no

user = root

server = /usr/sbin/ipop3d

| og_on_success += HOST DURATI ON
log_on_failure += HOST

Similarly modify thei map fileaswell as:

[ root @mi nserver /]# vi [etc/xinetd.d/inap

# default: off

# description: The | MAP service allows renpte users to access their mail using\
# an | MAP client such as Mutt, Pine, fetchmail, or Netscape \

# Cormmuni cat or.
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service i map

disable = no

socket _type = stream

wai t = no

user = root

server = /usr/sbin/imapd

| og_on_success += HOST DURATI ON
log_on_failure += HOST

Now restart the xi net d services by:

[root @i nserver /]# service xinetd restart

We will seein the testing section that how can we verify if these services are up and
working.

Client side configuration:

Windows clients:

Configuring windows clients is not difficult. Open any email program like outlook
express or Netscape mail. Create a new account for POP3 based service. Typein the
user name and password you have on the mail server. In the outgoing SMTP server
typein the |P address of your mail server as 192.168.1.254 on port 25, or if the DNS
isworking properly, then you can also type in the name of the server as

mai nserver . mydomai n. comon port 25. Select the POP3 receive mail server
and specify your mail server as192. 168. 1. 254 onport 110 or

mai nserver . nydonai n. comon port 110. Similar configuration can be used to
configure an IMAP account. But port number for IMAP server is 143.

Linux clients:

Linux clientsusing X windows system running GNOME or KDE (or any other) can
again configure their accounts as they would have in microsoft windows tools. You
can use KMAIL, or Evolution. The text clients can use pi ne or mai | or other
tools available widely for this purpose. The settings are similar as above. Create a
new account for POP3 based service. Type in the user name and password you have
on the mail server. In the outgoing SMTP server typein the IP address of your mail
server as 192.168.1.254 on port 25, or if the DNS isworking properly, then you can
also type in the name of the server as nmai nser ver . mydonai n. comon port 25.
Select the POP3 receive mail server and specify your mail server as

192. 168. 1. 254 on port 110 or mai nser ver. nydomai n. comon port 110.
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Similar configuration can be used to configure an IMAP account. But port number
for IMAP server is 143.

Log files:

/var/| og/ messages
/var/log/ maill og

Documentation and help

[ usr/ shar e/ doc/ sendmai | (directory)
The website and FAQs on the website ww. sendmai | . org
Onwww. t | dp. or g/ HOANTO search for :-

1)The Linux Electronic Mail Administrator HOWTO

2)The Linux Mail User HOWTO

3)Chapter 17 and 18 in the book Linux Network Administrator Guide 2 Edition
on the guides page on www. t | dp. or g

Testing:

After setting up thesendmai | . cf file by whatever method, and setting up the

POP3 and IMAP services, you should be able to connect to the server using telnet,
from server and client machines. Telnet service ( on port 23) is not mandatory for

these tests.

To test the SMTP server, use:

[ root @mi nserver /]# telnet 192.168. 1.254 25

or
[ root @mi nserver /]# tel net mainserver.nydomai n. com 25

Y ou should see a message showing the SMTP server is responding.

Trying 192.168. 1. 254. ..
Connected to mai nserver. mydomai n. com (192. 168. 1. 254) .
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Escape character is '""]'.
220 nai nserver. hone ESMIP Sendmai| 8.12.5/8. 12. 5; Sun, 10 Nov 2002 15:37:47 +0500

Press ] here and type quit on thet el net > prompt.
g

tel net> quit
Connection cl osed.

Now to test the POP3 and IMAP servers, use the same telnet command using port
110 and 143 respectively.

[ root @mi nserver /]# tel net mainserver.nydomai n. com 110

Trying 192.168. 1. 254.

Connected to mai nserver nydorml n.com (192. 168. 1. 254).
Escape character is '”"

+]O< POP3 [192. 168. 1. 254] "v2001. 78rh server ready

N

tel net> quit
Connection cl osed.

[ root @mi nserver /]# tel net mainserver. nydomai n. com 143

Trying 192. 168. 1. 254.

Connected to mai nserver mydomai n. com (192. 168. 1. 254).

Escape character is '"

* OK [CAPABI LITY | MAP4REV1 LOG N- REFERRALS STARTTLS AUTHELOG N] [192. 168. 1. 254]
LNAP4rev1 2001.315rh at Sun, 10 Nov 2002 15:43:57 +0500 (PKT)

tel net> quit
Connection cl osed.

Sending mail using Sendmail directly, using telnet:

Below is atelnet session which will help you understand how to send email directly
using Sendmail .

[ root @rai nserver /] # tel net mai nserver. nydonai n. com 25
Trying 192.168. 1.
Connected to mai nserver mydomai n. com (192. 168. 1. 254) .
Escape character is '""]'.
220 mai nserver. nydonai n. com ESMIP Sendmai | 8.12.5/8.12.5; Fri, 18 Jul 2003
01: 00: 14 +0600
hel o nydonai n. com
250 mai nserver. mydomai n. com Hel | o mai nserver. mydomai n. com [ 192. 168. 1. 254] , pl eased
to nmeet you
mai | from kanran@ydomai n.com
250 2.1.0 kanran@uydonai n.com .. Sender ok
rcpt to: nkazeem@sb. paknet.com pk
550 2.1.5 nkazeem@ sb. paknet.com pk... Recipient ok (w Il queue)
ata
354 Enter mail, end with "." on a line by itself
This is a test nail being sent fromlab environment to ny email address !

250 2.0.0 h6HIOD2i 009597 Message accepted for delivery

www. geoci ti es. conf nk_azeem



128 Linux pocket reference for system administrators

qui t
221 2.0.0 mai nserver. nydonai n. com cl osi ng connection
Connection closed by foreign host.

In the scenario below | am connected to my ISPwt meca. net to send mail to my
Paknet email-address.

[root @mi nserver /]# telnet numil.wneca.net 25

Trying 202.179. 143. 13.

Connected to mail.w neca. net (202.179. 143. 13)..

Escape character is ']’

hel 220 mai | . wt meca. net” ESMIP Sendrmi | 8. 12. 4/ 8. 12. 4; Thu, 21 Nov 2002
14: 45: 57 +0500

hel o

501 5.0.0 hel o requires domai n address

hel o i sb. paknet. com pk

250 mail.w nmeca. net Hello [202. 179. 156.106], pleased to neet you
mail from kanran@ sb. paknet.com pk

250 2.1.0 kanran@sb. paknet.com pk... Sender ok

rcpt to: kanrtan@ot mail . com

550 2.1.5 kanr an@ot nai i com .. Recipient ok

ata

354 Enter mail, end with "." on a line by itself

test mail

250 2.0.0 gAL9j vCu006927 Message accepted for delivery
ui t

221 2.0.0 mail.wt neca.net closing connection

Connection closed by foreign host.

And below is yet another telnet session, this time with my Paknet mail server which
had some error in it's configuration. This error was pointed to the system
administrator of Paknet and was rectified.

[root @mi nserver /]# tel net isb.paknet.com pk 25

Trying 203.135.0. 3.

Connected to isb. paknet com pk (203.135.0.3).

Escape character I1s '*]'

Zé'(\)/lTV\el come to Paknet Mail Services.Please do not ABUSE MAI L SERVER
ESMTP

hel o i sb. paknet. com pk

250 Wl come to Paknet Mail Services. Pl ease do not ABUSE MAI L SERVER
mai | from kanran@ sb. paknet.com pk

250 ok

rcpt to: kanran@ot mail.com

553 sorry, that donmain isn't in nmy list of allowed rcpthosts (#5.7.1)
rcpt to: inam@ sb. paknet. com pk

250 ok

dat a

354 go ahead

Test mail using paknet server, having God knows what kind of settings at paknet
end !'!!

250 ok 1037872119 gp 15513

qui t

221 Wl come to Paknet Mail Services. Pl ease do not ABUSE MAI L SERVER
Connection closed by foreign host.

If at any instance the connection is refused then check :
Dtheinetd or xinetd services, they should be enabled

www. geoci ti es. conf nk_azeem


http://isb.paknet.com.pk/

Chapter 10: Sendmail 129

2)check the sendmail.cf file for any errors
3)check the firewall settings. There might be firewall rules which are blocking
connections to the mail server

While connecting from client machines, using mail programs like outlook or
Netscape mail, you might encounter problems like cannot find server

mai nserver . nydonai n. com If thisisthe case then try the IP address of the
mail server in place of the name. If this works then it means that your DNS is not
properly configured. Check for MX recordsin the nydomai n. com zone file.
Also check the reverse zone file for your domain.

It should be noted here that there are various configuration files / databases in the
[ etc/ mail directory.

These are:
access List of machines that can use sendmail for outbound mail.
donmai nt abl e Specifies domain name mapping.
| ocal - host - names  All possible names of the mail server for which the mail
server should receive mails for.
mai | ertabl e Special instructions for mail routing between various
domains.
virtusertable Mainly used in virtual hosting.
rel ay- domai ns Used to permit any domain to relay mail using this mail
server, denied by default.

Like y.com wants to send mail to z.org using your mail
server.

Relaying denied error

Normally thefirst (and worst) problem for an entry-level system administrator.
Shakes him once at least. Thankfully, not much a problem.

Re-create/ et ¢/ mai | / access. db file by the following procedure;

[ root @mi nserver /]# vi /etc/ mail/access

| ocal host . | ocal donai n RELAY
| ocal host RELAY
127.0.0.1 RELAY
192.168.1 RELAY
nydomai n. com RELAY
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Note that it isincorrect to write lines like the following in the file above:

192.168.1.0 RELAY (incorrect)
*. nydonai n. com RELAY (incorrect)

After getting the prompt back, update the/ et ¢/ mai | / access. db file by:

[root @mai nserver /]# makemap hash /etc/ mail/access.db < /etc/mail/access

Now restart the Sendmail server.

If you ever need to allow other domains to send mail to other domains using your
mail server then you would configure/ et ¢/ mai | / r el ay- domai ns likethis:

[ root @mi nserver /]# vi /etc/mail/rel ay-domains

192.168. 1
nmydomai n. com

Note that it isincorrect to write lines like the following in the file above:

192.168.1.0 RELAY (incorrect)
192.168. 1 RELAY (incorrect)
*. mydomai n. com RELAY (incorrect)
*. mydomai n. com (incorrect)

After getting the prompt back, restart the Sendmail server.
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Chapter 11: DHCP

Quite some useful service. Hands out 1P, Gateway, DNS server,etc, to the needy
ones. | mean the IP hunger of computers are satisfied by this service.

Packages
dhcp-devel -a. b

dhcp-a. b

Scenario

Y ou have a simple network with a mainserver (192.168.1.254) trying to cope up with
fulfilling all needs of the users. But now users want to have their |P assigned to them
automatically whenever they boot and whatever operating system they boot up on
their machines.

Server side configuration:

Normally you have a sample dhcpd filelyingin/ usr / shar e/ doc/ dhcp-

3. Opl 1 directory of your machine asdhcpd. conf . sanpl e. Copy thisfilein
your / et ¢ directory and renameit as dhcpd. conf . Many people do a mistake
here, they rename it to dhcp. conf and expect dhcpd service to work. It won't.

Once done, edit it as following:

[ root @mi nserver /]# vi [etc/dhcpd. conf

ddns- update-style interim
i gnore client-updates;
subnet 192.168. 1.0 netmask 255.255.255.0 {

option routers 192. 168. 1. 254;

option subnet - nask 255. 255. 255. 0;

opti on ni s-domain "1 ogi ndomai n";

opti on domai n- nane "mydomai n. cont';

opti on domai n- nane-servers 192. 168. 1. 254;

option tinme-offset -18000; # Eastern Standard Tine
option netbi os-nane-servers 192. 168. 1. 254; # SAMBA WNS service

range dynami c-bootp 192.168.1.1 192.168. 1. 200;
defaul t-l ease-ti me 21600;
max- | ease-time 43200;
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That isit. Quite easy haan ?

Start dhepd service by :

[ root @mi nserver /]# service dhcpd start

Client side configuration:

a) Windows client:

Thisisno big science. Almost every window user knows that. Go to Network
Neighborhood -> Properties -> TCP/IP [your adapter] -> Properties -> Obtain IP
address automatically . Also select obtain DNS automatically. That isit. Depending
on theversion (and mood ) of Windows, you may need to restart your client.

b) Linux client:

Edit/ et c/ sysconfi g/ network-scripts/ifcfg-ethOfileandsetitup
as following:

[root @wksl /]# vi /etc/sysconfig/network-scripts/ifcfg-ethO

DEVI CE=et hO

ONBOOT=yes

DHCP_HOSTNANE=wks 1

Please note that it isincorrect to write the FQDN here like this;
DHCP_HOSTNAME=wks 1. nydomai n. com

Once done, restart the network service of the client. Your client should pick up IP
from DHCP server.

[root @ksl /]# service network restart

Logfiles

/var/| og/ messages
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Chapter 12: FTP

File Transfer Protocol. FTP isthe easiest way to send and receive files over the
network. Think of situations when you cannot send large files as attachments to some
one. Even if you can, you never know that when that file / message will be sent and
whether the other person's mail box was having enough room to accommodate your
files attached with the mail message. Amongst many FTP servers, | will be
discussing only the VSFTPD server in this section.

Packages.
vsftpd-a.b

Something about FTP ports, Active mode and Passive mode FTP:

Summary:

In Active mode FTP, the FTP server connects to IP and port announced by client,
using server's FTP data port (20). In Passive mode FTP, the server assigns/ opens
port on the server, tell the client about it, and then let the client connect to the new
port.

More detail:

The FTP protocol first opens up a single connection that is called the FTP control
session. When we issue commands through this session, other ports are opened to
carry the rest of the data related to that specific command. These connections can be
donein two ways, either actively or passively.

When a connection is done actively, the FTP client sends the server aport and IP
address to connect to. After this, the FTP client opens up the port and the server
connects to that specified port from its own port 20 (known as FTP-Data) and sends
the data over it.

Passive FTP works the opposite way. The FTP client tells the server that it wants
some specific data, upon which the server replies with an |P address to connect to
and at what port. The client will, upon receipt of this data, connect to that specific
port, from its own port 20(the FTP-data port), and get the datain question.

Scenario:
We have asmall LAN, which has the server running FTP along DNS to provide file
transfer facility to the users.
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Server side configuration:

VSFTPD hasthe config fileas / et ¢/ vsft pd/ vsftpd. conf ,inRedHat 9. In
RedHat 8, itis/ et c/ vsft pd. conf. Thisfileis quite straight-forward to
configure. The default configuration will allow any user to connect to this ftp server
as anonymous.

If you want to restrict anonymous logins then set the following directivesin thisfile
as below:

[ root @mi nserver /]# vi [etc/vsftpd/ vsftpd. conf

anonynous_enabl e=NO

To enable local usersto login to this FTP server, use:

| ocal _enabl e=YES

Set up the welcome banner:

ftpd_banner=Wel conme to FTP service at nydomai n. com

This will make sure that users cannot change directory outside their home directories:

chroot _| ocal _user =YES

Now start the vsftpd server by:

[root @mi nserver /]# service vsftpd start (RedHat9)

Client side configuration:

Nothing special is required. You can use any FTP client like: cuteFTP f/windows,
gFTP f/Linux, or even ftp command from command line.

Below is my command line ftp session.

Hereis how | connected to my server:
[ root @mi nserver /]# ftp mai nserver. nydonai n. com
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Connected to nui nserver. mydomai n. com

220 Wel conme to FTP service at nydomai n.com
530 Pl ease | ogin with USER and PASS.

530 Please login wth USER and PASS.
KERBERCS V4 rejected as an authentication type
Name (mai nserver. nydonai n. comroot): kanran
331 Pl ease specify the password.

Passwor d

230 Login successful. Have fun.

Renpte systemtype is UN X

Usi ng binary node to transfer files.

Hereiswhat | got when | checked my directory listing and aso tried to change
directories. Notice that chroot environment prevents me from going outside my
home directory:

ftp>l's

227 Entering Passive Mde (127,0,0,1, 52, 103)

150 Here cones the directory Ilstlng

I wxr wxr wx 1 500 500 12 Jun 05 04:22 kanran -> /hone/ kanran
STWETWAT-- 1 500 500 4847 Jun 05 04: 25 nbbn. sxw

226 Directory send OK

ftp> cd ..
250 Directory successful ly changed.

ftp>Is

227 Entering Passive Mde (127,0,0, 1, 192, 249)

150 Here cones the directory Ilstlng

1 rwxr wxr wx 1 500 500 12 Jun 05 04: 22 kanran -> /hone/ kanr an
STWEWAT - - 1 500 500 4847 Jun 05 04: 25 nbbn. sxw

226 Directory send OK

ftp> cd /
250 Directory successfully changed.

ftp>Is

227 Entering Passive Mde (127,0,0, 1, 53, 220)

150 Here cones the directory Ilstlng

| WX wWxr wx 1 500 500 12 Jun 05 04:22 kanran -> /hone/ kanran
STW- W - - 1 500 500 4847 Jun 05 04: 25 nbbn. sxw

226 Directory send OK.

Now I try to upload afile (i nst al | . | og) from my local directory (/ r oot ) .

ftp>!ls

anaconda-ks.cfg evol ution install.log
penOfifice.orgl. 1.1

Deskt op evol uti on_29may2004.tar.bz2 install.log.sysl og

ftp> put install.log

local: install.log remote: install.log

227 Entering Passive Mde (127,0,0,1, 72, 196)

150 Gk to send data.

226 File receive K

43909 bytes sent in 0.084 seconds (5.1e+02 Kbytes/s)

ftp>Is

227 Entering Passive Mde (127,0,0, 1, 158, 232)

150 Here cones the directory Ilstlng

STWr--T-- 1 500 500 43909 Jul 08 06:09 install.log
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1 rwxr wxr wx 1 500 500 12 Jun 05 04: 22 kanran -> /hone/ kanr an
STWEWAT - - 1 500 500 4847 Jun 05 04: 25 nbbn. sxw
226 Directory send OK

Now | try to download afile (nbbn. sxw) from my ftp server directory to my local
directory (/ r oot )

ftp>Is
227 Entering Passive Mde (127,0,0, 1, 141, 229)
150 Here cones the directory |isting.

STWF--T-- 1 500 500 43909 Jul 08 06:09 install.log

I WX WX Wx 1 500 500 12 Jun 05 04: 22 kanran -> /[hone/ kanran
STWTWAT - - 1 500 500 4847 Jun 05 04: 25 nbbn. sxw

226 Directory send OK

ftp>!ls

anaconda- ks.cfg evolution install.log

OpenOfifice.orgl. 1.1

Deskt op evol uti on_29nmay2004.tar.bz2 install.log.syslog

ftp> get nbbn.sxw

| ocal : nbbn.sxw renmpte: nbbn. sxw

227 Entering Passive Mde (127,0,0, 1, 94, 221)

150 Openi ng BI NARY node data connection for nbbn.sxw (4847 bytes).
226 File send OK

4847 bytes received in 0.0097 seconds (4.9e+02 Kbytes/s)

ftp>!ls

anaconda-ks.cfg evol ution install.log nbbn. sxw
Deskt op evol uti on_29may2004. tar.bz2 install.log.syslog
OpenOfifice.orgl. 1.1

ftp>

Log files:

Thelog filefor vsftpis/ var/ |1 og/ vsft pd. | og . Thetwo operations | just
performed are logged in thisfile as :

[ root @mi nserver /]# tail -f /var/log/vsftpd.!|og
Thu Jul 8 12:09:28 2004 1 127.0.0.1 43909 /install.log b
Thu Jul 8 12:26:56 2004 1 127.0.0.1 4847 /nbbn.sxwb _ o

r kanran

i ftp 0 * ¢
r kanran ftp 0 * ¢
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Chapter 13: FIREWALL

Firewall isamachine / mechanism , capable of protecting your network from any
outside (or inside) attacks and abuses. It aso help you implement what all services
you want to allow on your network. Or in other words, it allows you to decide that
which all data packets should go out of your network and which should not, and vice
versa.

Packages.
i pchains-a.b (For kernel 2.2.x)
i ptables-a.b (For kernel 2.4.x)
Scenario:

We have a small network, which has the server connected to the outer world by a
modem. This means that our server (mai nser ver . mydonai n. comin this case)
will be the gateway for our network. In this scenario the server has two interfaces,

et hO and ppp0. We need to establish afirewall on this gateway machine in order to
protect our network from outside attacks. Primarily we want the following:

® Nobody should be able to establish atelnet or secure shell connection to our
network from Internet.

® Nobody should be able to initiate (and establish) a connection from Internet with
any of your machines other than our web server.

® Also wewant to implement | P Masquerading or NAT, so that our clients can
conveniently use their messenger tools like msn messenger and yahoo messenger,
etc.

Configuration For kernel 2.2:

Kernel 2.2 has three paths (chains) for data. INPUT, OUTPUT and FORWARD.

List your rulesin a script on the gateway machine, i.e.

mai nserver . mydomai n. com as these rules are flushed or erased at each
computer reboot. You can save your rulesinascriptsay /etc/rc. firewal | and
cal itfrom/etc/rc. | ocal script. Or you can even put them directly (and
simply)in /etc/rc.local .
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Now, to block any incoming telnet requests from outside (not from our network),
destined for our network, we will use the following command on our
mai nser ver . mydonai n. com which isthe gateway computer for our network:

[root @i nserver /]# ipchains -Ainput -i ppp0 -p tcp --dport 22 -j DENY
[root @i nserver /]# ipchains -Ainput -i ppp0 -p tcp --dport 23 -j DENY

To allow any web requests to your web server, use:

[root @i nserver /]# ipchains -Ainput -i ppp0 -p tcp --dport 80 -j ACCEPT

To allow our network clients to access the Internet for IRC, MSN messenger
services, etc, follow:

1)Add the following line to our firewall script, which says that rewrite all packet
headers to that |P which is assigned to us from our ISP, originating from our lan and
are destined anywhere other than our lan:

[ root @mi nserver /]# ipchains -A forward -i ethO -o ppp0 -p tcp -j MASQ

2)Enable IP Forwrding inthefile/ pr oc/ sys/ net/i pv4/ip_forwardhby :

[root @mai nserver /]# echo 1 > /proc/sys/net/ipv4/ip_forward

Configuration For kernel 2.4:

Kernel 2.4 have five paths (chains) for data. INPUT, OUTPUT, FORWARD,
PREROUTING and POSTROUTING. All commands are case sensitive.

List your rulesin a script on the gateway machine, i.e.

mai nser ver. nydomai n. com asthese rules are flushed or erased at each
computer reboot. You can save your rulesinascriptsay /etc/rc. firewal I and
cal itfrom/etc/rc. | ocal script. Or you can even put them directly (and
simply )in /etc/rc. | ocal .

To block any incoming telnet requests from Internet (not from our network), destined
for our network, we will use:

[root @i nserver /]# iptables -A INPUT -i ppp0 -p tcp --dport 23 -j DROP
aso
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[root @i nserver /]# iptables -t nat -A PREROUTING -i pppO -p tcp --dport 23 -j
DROP

To allow any web requests to and from your web server, use the following two
commands:

[ root @mi nserver /]# iptables -A INPUT -i ppp0 -p tcp --dport 80 -j ACCEPT
[ root @mi nserver /]# iptables -A OUTPUT -0 pppO -p tcp -d 0/0 --dport 80 -j ACCEPT

The following allows connections (initiated by outsider) seeking port 80 from outside
on your computer but not any other.

[root @i nserver /]# iptables -A INPUT -i ppp0 -p tcp -syn --dport !80 -j DROP

But to deny any connections from any of the outsider to any of your machine on port
80, other than your server, use:

[root @rai nserver /]# iptables -A FORMRD -i pppO -0 ethO --dport 80 -j DROP

To allow our network clients to access the Internet for IRC, MSN messenger
services, etc, follow :

1)Add the following line to our firewall script, which says that rewrite all packet
headers to that 1P which is assigned to us from our ISP, originating from our lan and
are destined anywhere other than our lan:

[ root @mi nserver /]# iptables -t nat -A POSTROUTING -0 ppp0 -p tcp -j MASQUERADE

2)Enable IP Forwarding inthefile /proc/sys/net/ipv4/ip_forward by

[ root @mi nserver /]# echo 1 > /proc/sys/net/ipv4/ip_forward
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Transparent proxy:

If you want to run SQUID as atransparent proxy server and your SQUID machineis
the gateway machine in your network, then you need to pickup any request for port
80 from your network before they get to the Internet and redirect to the local proxy
server, SQUID, running on port 3128.

In order for transparent proxy to work, you need to have transparent proxy support
compiled into your kernel.

Use the following command on kernel 2.2 machine:

[root @i nserver /]# ipchains -Ainput -p tcp -i ethO --dport 80 -j REDI RECT 3128

Use the following command on kernel 2.4 machine:

[ root @mi nserver /]# iptables -t nat -A PREROUTING -i ethO -p tcp

- --dport 80 -j REDIRECT --to-port 3128
For more information and configuration of SQUID as transparent proxy server, refer
to chapter: “ SQUID” .

Now some explanation of DNAT , SNAT and MASQUERADE targets (including
diagrams)

MASQUERADE!

If you have anetwork of computers and your dialup machineislinux based and each
time you connect to your ISP, you get a different |P address (dynamic public I1P),
then you need masqguerading to allow your client computers web traffic to go out on
the internet. It should be noted here that even you don't have SQUID or you don't
want to run SQUID and just want to enable windows internet connection sharing
type of thing to be implemented, then all you need is the following two commands on
your linux dialup machine;

[root @i nserver /]# echo 1 > /proc/sys/net/ipva4/ip_forward
[root @mai nserver /]# iptables -t nat -A POSTROUTING -0 pppO -p tcp -j MASQUERADE

Note that MASQUERADEing also works with dynamic private IPs.
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SNAT:

SNAT isjust like MASQUERADE but it is twice fast as compared to
MASQUERADE. It is used where we have athe same | P each time you connect to
your ISP (static public IP). See Fig 1. In this case you don't want time to be wasted
by checking each time the IP of the outgoing interface, because you already know it.
So just mention that in the iptables command. Assume you get 203.135.10.15 as IP
of your modem interface (ppp0), each time when you connect to your ISP, then the
“internet connection sharing” commands will be:

[root @i nserver /]# echo 1 > /proc/sys/net/ipva4/ip_forward

[root @i nserver /]# iptables -t nat - A POSTROUTING -0 pppO -p tcp
-J SNAT —to-source 203.135.10.15

Astold earlier, SNAT istwice fast / efficient than MASQUERADE , but works with
static IPs only (private and public both).

DNAT:

In asmall network, normally people use SQUID on the same machine which is their
diaup machine. Or in other words, they normally run SQUID on the gateway
machine. But what if they do not want to run SQUID on the gateway machine ? See
Figure 2. Such a case is when you have SQUID on a non-gateway machine on the
network with only one network interface card (ethO, with IP:192.168.1.252, on port
3128) . In such case any web traffic coming from the LAN needs to be directed
towards this machine, if transparent proxy setup is desired. This can be achieved by
the following commands on the (linux) gateway machine:

[root @mi nserver /]# iptables -t nat -A PREROUTING -i eth0 -s ! 192.168.1.252
- -p tcp --dport 80 -j DNAT —to-destination 192.168. 1.252: 3128

DNAT can a'so be used where you have a setup such as you have your web server on
the LAN with only oneinterface (ethO, with 1P:192.168.1.251) . See Figure 3. You
have a permanent (public) IP assigned to your dialup linux machine (202.135.10.18) ,
each time you connect to your ISP. Y ou have your web server registered on the
Internet against this 1P, BUT you don't have any web server running on this IP 11T
Why ? Because as | aready told you you have your webs server in your LAN on a
private P 192.168.1.251 . Now you want to redirect any web requests for your web
server coming from internet to your server lying inside your LAN. You can do it by:

[root @i nserver /]# iptables -t nat -A PREROUTING -i pppO -d 202.135.10. 18
- -p tcp --dport 80 -j DNAT —to-destination 192.168. 1. 251: 80
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Sampl e firewall configuration / script:

A common request. Specially people ask how to block all those ICMP requests
coming in our network from outside (and/or inside) ? Plus administrators are too
irritated to see people trying to connect to their servers from outside using telnet or
ssh, etc. Below is a sample script which you can use for both in networked scenario
and standal one scenario. Save thisas a script, preferably as/ etc/rc. firewal |
make it executable and call itfrom/ et c/rc. | ocal

[ root @mi nserver /[]# vi /etc/rc.firewall

#!/ bi n/ bash

#followi ng three |ines provides Masqueradi ng for our network.
# You don"t need these on a stand al one conputer.

echo Enabling Masquerading ...
echo 1 > /proc/sys/net/ipv4/ip_forward

iptables -t nat -A POSTROUTING -s 192.168.1.0/24 -d ! 192.168.1.0/24 -0 ppp0
- -j MASQUERADE

# following two lines redirects ww (port 80) requests to local squid )
# service. Do not use if you don't want to enable transparent proxying or

if
# you don't know about transparent proxying.
# Needs some configuration in squid.conf file as well.

echo Enabling redirection for port 80 assunming Firewall + SQUI D on sane nachine

iptables -t nat -A PREROUTING -i ethO -p tcp --dport 80 -j REDIRECT --to-port 3128
iptables -t nat -A PREROUTING -i ethO -p udp --dport 80 -] REDI RECT --to-port 3128

#iptables -t nat -A PREROUTING -i ethO -s ! 192.168.1.251 -p tcp --dport 80
- -] DNAT --to-destination 192.168.1.251:3128

#iptables -t nat -A PREROUTING -i ethO -s ! 192.168.1.251 -p udp --dport 80
- -j DNAT --to-destination 192.168.1.251:3128

# Da_op connections frominternet for ports 0-1023, which are targeting this
machi ne

iptables -A INPUT -i ppp0 -p tcp --destination-port 0:1023 -j DROP

iptables -A INPUT -i pppO -p udp --destination-port 0:1023 -] DROP

# lets drop traffic other than 20, 21, 80,1863 MSN , 5050 yahoo
iptables -A FORMARD -i ethO -o pppO -p tcp -m nul tipor
--dport 20,21, 110, 1863, 443, 11999 5050 2002, 2004 -j ACCEPT

-
|ptab|es—A FORWARD -i ethO -o ppp0 -p dp— mul ti por
--dport 20,21, 110, 1863, 443, 11999, 5050 2002, 2004 -j ACCEPT

# the line right next is for FTP ESTABLI SHED sessi ons
iptables -A FORWARD -p tcp -mstate --state ESTABLI SHED, RELATED -j ACCEPT
i ptables -A FORWARD -p udp -mstate --state ESTABLI SHED, RELATED -j ACCEPT

# 11999 is yahoo ganes
# MBN needs both 1863 and 443, Yahoo needs 5050 (and probably 443 as well)

iptables -A FORMARD -i ethO -o pppO -p tcp -mnul tiport
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- --dport 20, 21, 110, 1863, 443, 11999, 5050, 2002, 2004 -j ACCEPT
#i ptables -A FORWARD -i ethO -o pppO -p tcp -d 0/0 --dport 81:65535 -j DROP

i ptables -A FORWARD -p tcp -mmultiport --destination-port 135,139,445 -j DRCP
iptables -A FORWARD -p udp -mmultiport --destination-port 135,139,445 -| DRCP

# Al so drop connections to this machine frominternet for the follow ng mltiple
ports

# my SQUI D, postgresql database server and X11 interface

iptables -A INPUT -i pppO -p tcp -mnultiport --destination-port 3128, 5432, 6000 -j

DROP
i ptables -A INPUT -i pppO -p udp -mnultiport --destination-port 3128, 5432, 6000 -j
DROP

# And the followi ng DROPS icnp packets coming frominternet
iptables -A INPUT -i pppO -p icnp -j DROP

Assign execute permission to the above script by:

[root @rai nserver /]# chnod u+x /etc/rc.firewall

Edit /etc/rc.local ,andaddalineto call the above script:
[ root @mi nserver /]# vi /etc/rc.local

#!/ bin/sh
#

# This script will be executed *after* all the other init scripts.
# You can put your own initialization stuff in here if you don't
# want to do the full 5\(5 V style init stuff.

touch /var/| ock/ subsys/ I ocal

letc/rc.firewall

Y ou can download the above firewall script from my web site,
http://ww. geocities.conlnk _azeeni sanplefirewal | .txt
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Logfiles:

There are no log files as such, but still you can get most out of
/var /| og/ messages and al log files related to particular services, to check

whether desired connections are being made or not.

Documentation and Help:

® Chapter 9 and 11 inthe book Linux Network Administrator's Guide (Second

Edition) available on the guides section on www. t | dp. or g
www. f I ounder . net /i pchai ns/i pchai ns- howt o. ht m

(]
@ |ptablestutorial 1.1.19 by Oskar Andreason
@ |ptables Basics NHF by prince_kenshi

Testing

Y ou can test your Firewall by directly running the related applications like your web
browser or try connecting from outside to your computer using telnet, etc.

In order to check the current state of your rules you can use:

[root @i nserver /]# ipchains -L (For kernel

or
[ root @mi nserver /]# iptables -L (For ker nel
[root @i nserver /]# iptables -t nat -L (For Kernel

At any time you can Flush your current rule set by:

[root @mai nserver /]# ipchains -F (For Kernel

or
[root @i nserver /]# iptables -F (For Kernel
[root @i nserver /]# iptables -t nat -F (For Kernel

2.2)

2.4)
2.4)
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Chapter 14: KERNEL MODIFICATION AND
COMPILATION

There are times when you need to recompile your kernel with more (or less) features.

Packages.

kernel -source-a. b
kernel -utils-a.b

gli bc- kernheaders-a.b

Scenario:
Assuming that you want to add NTFSread feature to your kernel.

Procedure:

Check your kernel version by:

[ root @mi nserver /]# unane -r

Then go to the kernel source directory / usr / sr ¢ and further into the directory
which hasthe same name / number as your kernel version number, returned to you
by the uname command above. On a RedHat 8 systemitis2. 4. 18- 14

[root @i nserver /]# cd /usr/src/linux-2.4.18-14

Now you can run the kernel configuration by one of three methods:

1) By make confi g from acommand prompt, which will ask you alot of Yesand
No questions. This takes up alot of time and is rather now obsol ete method.

[ root @mi nserver |inux-2.4.18-14]# nake config
2) By make nenuconf i g from the command prompt, which will show atext

based menu system and you can select different options and save changes.

[root @mai nserver |inux-2.4.18-14]# nake nenuconfig
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3) And by make xconfi g from acommand terminal running in Xwindows. Very
user friendly.

[ root @mi nserver |inux-2.4.18-14]# nmake xconfig

So for now wewill use nake nenuconf i g. Once you are done with your settings
of NTFS read feature, you can save the kernel configuration while exiting out of the
program. After save and exit, you have to run the following commands in the order
in which they appear:

[root @rai nserver |inux-2.4.18-14]# nake dep

[root @rai nserver |inux-2.4.18-14 make cl ean

[root @mai nserver |inux-2.4.18-14]# nake bzl mage

H* O H* H#*

[root @i nserver |inux-2.4.18-14]# make nodul es

It may take from few minutes to few hours, depending on the power of your
particular machine.

After al of above steps are completed and the prompt returns, you have to copy
newly created bzl mage to your / boot directory:

[ root @mi nserver |inux-2.4.18-14]# cp arch/i 386/ boot/ bzl mage
- /boot/vm inuz-ntfs

Then issue the commands :

[ root @mi nserver |inux-2.4.18-14]# nake nodul es_i nstall
[ root @mi nserver |inux-2.4.18-14]# cp System map /boot/System nap-ntfs
[ root @mi nserver |inux-2.4.18-14]# cp .config /boot/config-ntfs

The last command is not really necessary. But isis useful to keep the kernel
configuration at a separate place as a backup.

Then create a boot driver RAM disk file (optional):

[ root @mi nserver |inux-2.4.18-14]# nkinitrd /boot/initrd-ntfs.ing 2.4.18-14

Then you need to update your boot loader configuration as well.

LILO:
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In case you are running LILO, updatethe/ et c/ | i | 0. conf and add a section for
your new kernel:

[root @i nserver /]# vi /etc/lilo.conf

pronpt

ti meout =50

def aul t =l i nux

boot =/ dev/ hda

map=/ boot / map

i nstall =/boot/boot.b
nessage=/ boot / nessage

I'i near

i mage=/ boot/vn i nuz-2. 4. 18- 14
| abel =I'i nux
initrd=/boot/initrd-2.4.18-14.ingy
read-only

append="r oot =LABEL=/"

i mge=/ boot/vnl i nuz-ntfs
| abel =I'i nux with NTFS support
initrd=/boot/initrd-ntfs.1nmg
read-only
append="r oot =LABEL=/"

ot her =/ dev/ hda2
opti onal
| abel =DCS

After saving the LILO configuration, run LILO boot map installer:

[root @i nserver /]# /sbin/lilo -v

Now you are done, reboot your machine and there will be anew entry in the boot
menu Linux with NTFS support, select that and press enter to boot from this kernel.

GRUB:
In case you have GRUB, then you need to update the / boot / gr ub/ gr ub. conf
file and add a section relating to your new kernel image.

[ root @mi nserver /]# vi /boot/grub/grub. conf

# NOTICE: You have a /boot partition. This nmeans that
# all kernel paths are relative to /boot/

def aul t =0

ti meout =30

spl ashi mage=(hd0, 0)/ grub/ spl ash. xpm gz

title Red Hat L|nux(2.4.18—14)
root (hdo, 0
kernel /vminuz-2.4.18-14 ro root=/dev/hda3
initrd /initrd-2.4.18-14.ing

title Red Hat Linux with ntfs support (2.4.18-14)
root (hdo, 0)
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kernel /vminuz-ntfs ro root=/dev/hda3
initrd /initrd-ntfs.ing

Now reboot your machine. There is no need to rerun grub program itself to update
the boot record with new entries. GRUB reads it's config file at each startup and acts
accordingly.

For emergencies, you should also make a boot disk before and after kernel
compilation:

[root @mai nserver /]# nkbootdi sk --device /dev/fdO --verbose 2.4.18-14

Notes:

If, after kernel compilation, you forgot to run/ sbi n/ | i | o and if you did not have
an entry for an older kernel in | i | 0. conf , you have aproblem. In many cases,
you can boot your Red Hat Linux system from the Red Hat Linux boot disk with
your root file system mounted and ready to go. Enter the following command at the
boot disk's boot: prompt:

linux single root=/dev/hdXX initrd=

In the above command, replace the XX in/ dev/ hdXX with the appropriate | etter
and number for your root partition. This command, first, starts the boot processin
single-user mode, with the root partition set to your root partition. The empty initrd
specification bypasses the installation-related image on the boot disk, which will
cause you to enter single-user mode immediately. But if your system is SCSI-based,
you will not be able to do this. In that case, you will have to access rescue mode
using thel i nux rescue command by using the installation CD # 1, explained in
the next chapter.
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Chapter 15: Single user and Rescue mode

Rescue mode:

Rescue mode provides the ability to boot a small Linux environment entirely from a
diskette, CD-ROM, or using some other method. Normally, you will need to get into
rescue mode for one of two reasons:

» You are unable to boot Linux. (Happens normally when you install some
operating system over / after installing linux, like installation of windows over /
after installing Linux)

* You are having hardware or software problems, and you want to get afew
important files off your system's hard drive before starting “OPERATION
UNDER KNIFE".

To boot your system in rescue mode, boot from a Red Hat Linux boot disk or Red
Hat Linux CD-ROM #1, and enter the following command at the installation boot
prompt:

boot: |inux rescue

After booting off aboot disk or Red Hat Linux CD-ROM #1 and providing avalid
rescue image, you will see the following message:

The rescue environment will now attenpt to find your Red Hat
Linux installation and nmount it under the directory

/ mt/sysimage. You can then make any changes required to your
system |f you want to proceed with this step choose

" Conti nue'.

If for some reason this process fails you can choose ' Skip'
and this step will be skipped and you will go directly to a
command shel | .

If you select Continue, it will attempt to mount your file system under the directory

/ it/ sysi mage. If it fails to mount a partition, it will notify you. If you select
ip, your file system will not be mounted. Choose Skip if you think your file system
is corrupted. Once you have your system in rescue mode, abash# prompt appears.
If you selected Continue to mount your partitions automatically and they were
mounted successfully, you are in single-user mode. From here you can do some of
your normal tasks like copying files, changing root password, changing network
settings, etc.
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If your file system was mounted properly during rescue boot, and you want to make
your system the root partition, use the command: chr oot / mmt/ sysi mage. This
is useful if you need to run commands such as rpm that require your root partition to
be mounted as /. To exit the chr oot environment, type exi t , and you will return
to the bash# prompt.

# chroot /mt/sysinage

However, if your partitions could not be mounted automatically. Y ou can first check
thelist of partitions and try to identify them by:

# fdisk -1

Then you can mount them by first creating some temporary mount point like
/ t enpusr and mount your partition / dev/ hda5 on that mount point (whichis
your / usr infact).

# nkdir /tenpusr

# mount -t ext2 /dev/hda5 /tenpusr

Y our partition can be of any type, ext2 or ext3, etc.

Now if your MBR was over written by some operating system, which you installed
after ingtalling Linux, and you were using lilo as boot loader then you can restore /
recreate your boat loader by using lilo -r as:

#1ilo -r /mt/sysimage (if chroot command is not already issued)

or simply

#lilo -r / (if chroot conmand is already given and you are in chroot
envi ronnent)

Added DOCs
Added Li nux-ntfs
Added Linux-2.4.18-14

And if you were using GRUB then you would restore your GRUB boot |oader by:

# grub-install /dev/hda

TO synchronize, issue sync command by:
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# sync

And then exi t twice to reboot the system.

# exit

# exit

The system will reboot at this point. If using GRUB as boot |oader, and you want to
recreate your boot loader then you have two options ( in detail) to follow:

Methodl: Installing GRUB using floppy:

Y ou need a GRUB boot floppy to handle the situation. Create one and reboot your
computer with it. Once started, GRUB will show the command-line interface. First,
set the GRUB's "root device" to the boot directory, like this:

grub> root (hdoO, 0)

If you are not sure which partition actually holds these files, use the command “find'
like this:

grub> find /boot/grub/stagel

Thiswill search for thefilename “/ boot / grub/ st agel” and show the
devices which contain the file. Once you've set the root device correctly, run the
command “setup'

grub> setup (hd0)

This command will install GRUB on the MBR in the first drive. If you want to install
GRUB into the "boot sector” of a partition instead of the MBR, specify a partition
into which you want to install GRUB:

grub> setup (hdO, 0)
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If you install GRUB into a partition or a drive other than the first one, you must
chain-load GRUB from another boot |oader. Refer to the manual for the respective
boot loader to know how to chain-load GRUB. Now you can boot GRUB without a
GRUB floppy.

Method2: Using grub-install to install GRUB:

The usage isbasically very easy. Y ou only need to specify one argument to the
program, namely, where to install GRUB. The argument can be either of a devicefile
or a GRUB's drive/partition. So, the following will install GRUB into the MBR of
thefirst IDE disk under Linux:

# grub-install /dev/hda

If it isthefirst BIOS drive, thisisthe same as well:

# grub-install ' (hd0)' (similar to previous command)

But all the above examples assume that you use GRUB images under the root
directory. If you want GRUB to use images under a directory other than the root
directory, you need to specify the option * - -r oot - di rect ory' . The typical
usage isthat you create a GRUB boot floppy with afile system. Here is an example:

# nke2fs /dev/fdoO
# nount -t ext2 /dev/fdO /mt/fl oppy
# grub-install -root-directory=/mt/floppy '(fd0)’

# unount /mt/fl oppy

Another exampleisin case that you have a separate boot partition which is mounted
a "/ boot' . Since GRUB isaboot loader, it doesn't know anything about mount
pointsat al. Thus, youneedtorun ™ grub-instal | ' likethis:

# grub-install --root-directory=/boot /dev/hda

By the way, as noted above, it is quite difficult to guess BIOS drives correctly under
aUNIX-like OS. Thus, " grub-instal |' will prompt you to check if it could
really guess the correct mappings, after the installation. Please be careful enough. If
the output iswrong, your computer may get stuck at boot-up.
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Notethat ~grub-install' isactudly justashell script and therea task is done
by the grub shell * gr ub' . Therefore, you may run ~ grub' directly to install
GRUB, without using * gr ub- i nstal | ' . Don't do that, however, unless you are

very familiar with the internals of GRUB. Installing a boot loader on a running OS
may create unwanted problems.

Single-User mode:

Normally used when you forget your root password and you have no other way to get
in and change it. If you are using GRUB, use the following steps to boot into single-
user mode:

« If you have a GRUB password configured, type p and enter the password.

» Select Red Hat Linux with the version of the kernel that you wish to boot and
type e for edit. You will be presented with alist of itemsin the configuration file
for the title you just selected.

« Seect thelinethat starts with ker nel and type e to edit theline.

« Gototheend of theline and type si ngl e or 1 as a separate word (press the
[Space bar] and then type si ngl e or 1 ). Press[Enter] to exit edit mode.

» Back at the GRUB screen, type b to boot into single user mode.

If youareusing LILO, just specify | i nux singleorlinux 1lorlinux
ener gency at the LILO boot prompt (if you are using the graphical LILO, you
must press [Ctrl]-[X] to exit the graphical screen and go to the boot: prompt), as :

boot: Iinux single

boot: |inux energency

In single-user mode, you computer boots to runlevel 1. Your local file systems will
be mounted, but your network will not be activated. You will have a usable system
maintenance shell.

In emergency mode, you are booted into the most minimal environment possible.
The root file system will be mounted read-only and almost nothing will be set up.
The main advantage of emergency mode over single user mode is that your init files
are not loaded. If init is corrupted or not working, you can still mount file systems to
recover data that could be lost during are-installation.
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ESCK:

Also known asas*“ the 'F' word” by many, specially when you are not careful. File
System ChecK (fsck) isautility like scandisk or chkdsk utility in DOS. This can be
used to check (and repair ) errors on partition level (or to create themif you wish!).
But thisisto be kept in mind that “YOU SHOULD NEVER RUN FSCK ON A
MOUNTED FILESYSTEM". If you do that, it may (and probably will) destroy
your data. If you ever want to run fsck on afile system, first unmount it and then run
fsck on it. In case of /boot or /usr or other mount points this may be done by un-
mounting them. But you will be unable to un-mount root (/) mount point to run fsck
on it. For that it is better to restart in single user mode. In single user mode the root
(/) file system is mounted read-only. By read only | do not mean that no writing will
be allowed on the root partition. Rather the point here is that linux uses
Asynchronous File System by default. So in a normal mounted file system, the state
of afile might be different in memory as compared to on disk at any given time.
Assuming you changed afile and saved it. For you you have saved it but linux has
lied to you and isin fact waiting for a proper time to flush the (buffer) changes to the
disk. Thisis change of state of afilein memory and on disk. So if you run fsck on
such afile system, the files may get repaired / deleted for inconsistencies, still having
their related datain memory (dirty buffers). And you get a (very ugly) and unwanted
(corrupted) file system rather repaired one. So what read-only mounted file system
means is that writing is allowed as normal, but there will be no data in the buffers. So
fsck does what it is supposed to do, that isrepair afile system.

If you want you can remount a file system read-only at any time by:

[ root @mi nserver /]# mount -o renount,ro /

Normally you run f sck like:

[ root @mi nserver /]# fsck /dev/hdal

Hereisasampleon how | runf sck onmy / boot partition whichis/ dev/ hdal
on my system.

[ root @mi nserver /]# fsck /dev/hdal
fsck 1.32 (09- Nov-2002)

e2f sck 1.32 (09-Nov-2002)

/ dev/ hdal is nounted.

WARNING !'!'  Running e2fsck on a nounted fil esystem may cause
SEVERE fil esyst em damage.

Do you really want to continue (y/n)? no
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check aborted.
[ root @mi nserver /]# unmount /boot

[root @i nserver /]# fsck /dev/hdal

fsck 1.32 (09-Nov-2002)
e2fsck 1.32 (09-Nov-2002)
/ boot: clean, 41/26104 files, 12623/104391 bl ocks

[root @mai nserver /]# nount /dev/hdal /boot

Second Hard drive attached , abnormal boot up:

It is some times seen that if a second (linux installed) hard drive is attached to an
already working linux machine, then linux may boot from the other / new hard drive,
which is un-expected and of-course un-wanted. What happensis that you have
partition labels, not partition numbersinthe/ et ¢/ i ni tt ab file. Once you add
another drive which has these partition labels as well, then for some reason, linux
picks up that partition as root partition which haslabel: “ /" and has alesser
partition number in both drives. e.g. On drive/ dev/ hda , you have root “ / "
partition on/ dev/ hda7 . Once you add another hard drive, say / dev/ hdc, and
that had linux aready installed on it with aroot “ /" partition as/ dev/ hdc2, then
on the boot up time, linux will use thisroot (/ dev/ hdc2) asroot partition and alot
of havoc will be created. Y ou may be asked for root password or to run fsck, etc,
etc. And you might be wondering that just minutes ago everything was working
perfectly fine!!! . So what you can do to avoid such situation is either :

a) boot with a special boot time kernel parameter, this may still not get you desired
results

b) edit your boot loader files(and / et c/ f st ab optionally) before attaching the
second hard drive

or
a) Boot with boot time kernel parameter:

On LILO (‘on my machine) , in the above described scenario, pass an extra
parameter :

boot: linux root=/dev/hda7
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Thiswill over ride the default root partition label mentioned in the /etc/lilo.conf as:

append="r oot =LABEL=/"

On GRUB, edit the kernel line:

kernel /boot/vminuz ro root=LABEL=/

and changeitto:

kernel /boot/vm inuz ro root=/dev/hda7

b) Solve this problem permanently by editing your boot loader files as per above
discussion. Also sinceyour / et ¢/ f st ab fileis still having labels for your non-root
partitions as well, this might still cause problems during booting even if you override
root partition location by passing boot time parameter as discussed above. So edit
your

/ et c/ f st ab file and change the lines having labels to actual partition numbers as
per your system. e.g assume you have part of your / et ¢/ f st ab as:

LABEL=/ / ext 3 defaults 11
LABEL=/ boot / boot ext 3 defaul ts 12

then change it to:

/ dev/ hda7 / ext 3 defaults
/ dev/ hdal / boot ext 3 defaults

e
N

Installing another version of linux on another partition and boot
problems related to that:

Thisis avery important scenario, and believe me many people just get frustrated
during this situation. This kind of situation arises when you already have linux, say
RedHat9 installed on your machine, along with windows and you happen to install
another operating system such as Fedora core on another partition. Here iswhat |
have and how | would explain that to you.

Below isthe output of f di sk -1 command on my machine.
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[ root @mi nserver /]# fdisk -

161

Devi ce Boot Start End Bl ocks Id System

/ dev/ hdal 1 13 104391 83 LI nux

/ dev/ hda2 14 2308 18434587+ 83 Linux
/dev/hda3 * 2309 2818 4096575 c V@5 FAT32 (LBA)
/ dev/ hda4 2819 4865 16442527+ f V@5 Ext'd (LBA
/ dev/ hda5 2819 3583 6144831 83 Linux

/ dev/ hda6 3584 3599 128488+ 82 Linux swap

/ dev/ hda7 3600 4865 10169113+ 83 Linux

The scenario islike this, | had Redhat9 installed on my machineon / dev/ hdal

(/ boot) ,/dev/hda7 (/) and/dev/ hda6 (swap) .| asohadwindows
installed on my machineon/ dev/ hda3 . | dready had / dev/ hda5 reserved for
various experimentation. So | used this partition to install Fedora. So the Fedora was
installed on/ dev/ hda5 (/) and/dev/ hda6 (swap) ,with no separate

/ boot partition. After installation, Fedora over-wrote my MBR with new GRUB
and at the next boot up | had only Fedora core 2 and Othersin the GRUB menu. On
selecting Others, the computer started booting Windows. This was very undesirable,
as | wasunable to see (or run) my Redhat9 installation in the menu. When booted
up in Fedora, | examined the/ et ¢/ gr ub. conf file. It looked like this:

[ root @i nserver /]# /etc/grub. conf

# grub. conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTICE:  You do not have a /boot partition. This nmeans that

all kernel and initrd paths are relative to /, eg.

root (hdo, 4)

kernel /boot/vminuz-version ro root=/dev/hda5

HHFEHFFIH

initrd /boot/initrd-version.ing
#boot =/ dev/ hda
def aul t =0
tineout =10
spl ashi mage=( hdo, 4)/boot/grub/sp| ash. xpm gz
title Fedora Oore(26 58)
root (hdo, 4
kernel /boot/vminuz-2.6.5-1.358 ro root=LABEL=/1 rhgb qui et
initrd /boot/initrd-2.6.5-1.358.ing
title Qther
root noverify (hdo,2)
chai nl oader +1

It should be noted here that | installed Fedora using only two partitions (/) and
(swap) . It doesn't utilize any / boot partition . This further means that the kernel
image is ot on a separate partition , but rather withingthe ( / ) partitioninthe

/ boot directory. The first line below the title line in the section above shows: r oot
(hdO, 4) . Thisline meansthat kernel boot files, will be on the/ dev/ hdab
partition (hard drive O, partition number 4, if counted from zero) . Notice that thisis
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infactour ( / ) partition. Since boot filesareonthe ( / ) partition, that iswhy
the kernel line below it contains the absolute path:

kernel /boot/vminuz-2.6.5-1.358 ro root=LABEL=/1 rhgb qui et
| will come to this point again in the next text.

Since the current boot loader is of Fedora, | need to mention my RedHat installation
path in thisfile. | add the following section to thisfile.

title Redhat 9
root (hdo, 0)
kernel /vm inuz-2.4.20-8 ro root=/dev/hda7
initrd /initrd-2.4.20-8.ing

Before trying to understand this piece of code, please recall that my Redhat9
installation uses three partitions, which are:

/ dev/ hdal /' boot ) or (hdoO, 0)
/dev/ hda6 ( swap ) or (hdO,5)
/dev/hda7 ( / ) or (hdoO, 6)

Since my kernel boot files resides on aseparate (  / boot ) partition, which is

/ dev/ hdal, that iswhy | haveplaced r oot (hdO, 0) below title Redhat line.
And since the boot partition is separate, al paths are relative to that. So that iswhy
the kernel and initrd lines do not have the/ boot mentioned in them.

Once | updated my / et ¢/ gr ub. conf of my Fedorainstallation and rebooted, |
was able to see and run my Redhat9 installation without any problems.

Alternative method:

There is another method to make this all work. That method is based on the
assumption that you want to restore the boot loader of Redhat9 installation and call /
access / boot the newly installed Fedora installation from there. For that you need to
follow the following steps.

Boot from Redhat9 CD 1, on the install boot prompt, type: | i nux rescue . The
rescue mode will ask you that it will try to find your Redhat9 partitions and mount
them. Choose continue here. Y ou will be presented a prompt, with an information
that your Redhat9 installation has been found and has been mounted under the mount
point: ( /mt/sysimage ) .Youneedtochroot tothis mount point by:
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bash $ chroot /mt/sysimage
[ root @mi nserver /]#

Thisisyour Redhat9 installation area. Once there, edit your / et ¢/ gr ub. conf
and introduce the section for your Fedora installation, like:

[root @mai nserver /]# vi /etc/grub.conf
# grub. conf generated by anaconda

Note that you do not have to rerun grub after making changes to this file
NOTI CE:  You have a /boot partition. This nmeans that
all kernel and initrd paths are relative to /boot/, eg.
root (hdo, 0
kernel /vnlinuz-version ro root=/dev/hda7
initrd /initrd-version.ing
#boot =/ dev/ hda
defaul t =0
ti meout =10
spl ashi mage=(hdoO, O)/grub/spl ash. xpm gz
title Red Hat Linux (2.4.20-8)
root (hdoO, 0)
kernel /vm inuz-2.4.20-8 ro root=/dev/hda7 hdd=i de-scsi
initrd /initrd-2.4.20-8.ing
title Wndows
root noverify (hdo, 2)
chai nl oader +1
title Fedora Core (2.6.5-1.358)
root (hdo, 4)
kernel /boot/vnlinuz-2.6.5-1.358 ro root=/dev/hda5 rhgb qui et
initrd /boot/initrd-2.6.5-1.358.ing

HFHHEHHHH

Notice the presence of / boot inthe kernel and initrd lines in this new section. And
notice the absence of / boot inthe kernel and initrd lines in the Redhat9 section.

Once you update your / et ¢/ gr ub. conf inthis Redhat9 installation area. You
need to re-install your Redhat9 version of GRUB boot |oader on the MBR of your
hard drive before rebooting. Do this by :

[root @i nserver / ]# grub-install /dev/hda

Once done, you need to exit this chroot environment and reboot normally. For that
use:

[root @i nserver / ]# sync
[ root @mi nserver / ]# exit

[ root @mi nserver / ]# exit

The second exit above will reboot the system. And you will get your system back
again with added menu for Fedora.
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Chapter 16: Advance per missions

| decided to add this chapter at the end. It is mainly derived from the O'Reilly book
“Practical Security” . | would briefly describes setgid, setuid, sticky bits, umask and
sudo.

Setuid, setqgid and sticky bit:

Till now you have used three octal numbers for permissions for three types of users,
i.e. Owner, group and others. These three octal numbers/ digits have values from
000 till 777 , representing: “no permissions to any one” till “all permissions for
everyone”, respectively. There arein fact four octal number positions designed for
file and directory permissions. The fourth number happens to be on the left side of
any permission set, and if not present, then is assumed to be O (zero). This number
can be 1 or 2 or 4 maximum and it's special meaning are below:

1 Sticky bit

2 Setgroup ID on execution
4  Setuser ID on execution

Now first sticky bit:

If sticky bit permission is applied on afile like:

[root @i nserver / ]# chnod 1755 nyfile. txt

, then as per the man page:

“On older Unix systems, the sticky bit caused executable files to be
hoarded in swap space. Thisfeatureisnot useful on modern VM
systems, and the Linux kernel ignores the sticky bit on files. Other kernels
may use the sticky bit on files for system-defined purposes. On
some systems, only the superuser can set the sticky bit on files.”

What this means is that sticky bit on filesis uselessin linux.

Sticky bit on afile can be checked by the Iscommand. The“ T ” indicates that this
file has sticky bit on.
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[ root @mi nserver /[ ]# Is -1
SrwWr--r-T 1 root r oot 4847 Jul 8 12:26 nyfile.txt

And if sticky bit isimplemented on a directory like:

[root @i nserver / ]# chnod 1777 nydirectory

, then as per the man page:

“When the sticky bit is set on a directory, filesin that directory may
be unlinked or renamed only by root or their owner. Without the sticky
bit, anyone able to write to the directory can delete or rename files.
The sticky bit is commonly found on directories, such as/tmp, that are
world-writable.”

What this means is that sticky bit on a directory alows users to create filesin that
directory with afacility that only root or the user who created the file will be able to
delete or rename the file.

Sticky bit on adirectory can be checked by the Is command. The* t ” indicates that
thisfile has sticky bit on. A common exampleisthe/ t mp directory on Linux.

[root @minserver / ]# |s -I
dr wxr wxr wt 21 root r oot 4096 Jul 13 17:39 tnp

Now setuid and setgid:

Sometimes, unprivileged users must be able to accomplish tasks that require
privileges. An example is the passwd program, which allows you to change your
password. Changing a user's password requires modifying the password field in the

/ et c/ passwd file. However, you should not give a user access to change thisfile
directly- the user could change everybody else's password as well! Likewise, the mail
program requires that you be able to insert a message into the mailbox of another
user, yet you should not to give one user unrestricted access to another's mailbox.

To get around these problems, linux allows programs to be implemented with special
privileges. Processes executing these programs can assume another UID or GID
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when they're running. A program that changes its UID is called a SUID program (set-
UID); aprogram that changesits GID is called a SGID program (set-GID). A
program can be both SUID and SGID at the same time.

When a SUID program isrun, its effective UID becomes that of the owner of thefile,
rather than of the user who is running it.

If setuid permission is applied on afilelike :

[ root @mi nserver / ]# chnmod 4511 nyprogram sh

then myprogram.sh has the ownership and permissions as :

-r-S--X--X 1 root adm n 16336 Feb 14 2003 nyprogram sh

,then this means that whenever any user, like kamran logs on to the system and runs

in the owner's permission set indicates that this file has setuid bit on.

If setgid permission is applied on afilelike:

[root @mai nserver / ]# chnpbd 2711 nyprogram sh

then myprogram.sh has the ownership and permissions as :

-TWX- - S-- X 1 root adm n 16336 Feb 14 2003 nyprogram sh

,then this means that any process that executes this SGID program has its effective
GID changed to the program’'s GID (admin in this case). Files created by the process
can have their primary group set to this GID as well, depending on the permissions of
the directory in which the files are created. The s”in the group permission set
indicates that this file has setgid bit on.

The setgid bit is normally useful on directories. For example you have a directory
named newproject and it has ownership asr oot : st udent s and permissions like:
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[ root @mi nserver / ]# chnmod 2770 nyprogram sh
[ root @mi nserver /[ ]# Is -1

dr wxr ws- - - 2 root students 4096 Jul 13 21: 38 newproj ect

This means that any user who creates an object within this directory will effectively
create that object with students in the group ownership.

In other words, the SGID bit on adirectory controls the way that groups are assigned
for files created in the directory. If the SGID hit is set, files created in the directory
have the same group as the directory if the process creating the file also isin that
group. Otherwise, if the SGID bit is not set, or if the processis not in the same group,
files created inside the directory have the same group as the user's effective group 1D
(usually the primary group ID).

Setuid and setgid can be security risk you can find files which have setuid and setgid
set on them by:

[ r oot @rai nserver / ]# find / \(-perm-004000 -0 -perm -002000 \)
type f -print

This find command starts in the root directory (/) and looks for all files that match
mode 002000 (SGI D) or mode 004000 (SUID). The -type f option causes the search
to be restricted to files. The -print option causes the name of every matching file to
be printed.

Note that if you are using NFS, you should execute find commands only on your file
servers. You should further restrict the find command so that it does not try to search
networked disks. Otherwise, use of this command may cause an excessive amount of
NFS traffic on your network. To restrict your find command, use the following:

[root@mlnserver / 1# find / \'( -local -0 -prune \)
\'( -perm -004000 -0 -perm-002000 \) type f -print

Alternatively, if your find command has the -xdev option, you can use it to prevent
find from crossing filesystem boundaries. To search the entire filesystem using this
option means running the command multiple times, once for each mounted partition.
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Be sure that you are the superuser when you run find, or you may miss SUID files
hidden in protected directories.

Umask:

The umask (UNIX shorthand for "user file-creation mode mask") is a four-digit octal
number that UNIX uses to determine the file permission for newly created files.
Every process has its own umask, inherited from its parent process.

The umask specifies the permissions you do not want given by default to newly
created files and directories. umask works by doing a bitwise AND with the bitwise
complement of the umask. Bits that are set in the umask correspond to permissions
that are not automatically assigned to newly created files.

By default, most UNIX versions specify an octal mode of 666 (any user can read or
write the file) when they create new files. Likewise, new programs are created with a
mode of 777 (any user can read, write, or execute the program).

The most common umask values are 022, 027, and 077. A umask value of 022 lets
the owner both read and write all newly created files, but everybody else can only
read them:

0666 default file-creation mode
(0022) umask
0644 resultant mode

A umask value of 077 lets only the file's owner read all newly created files:
0666 default file-creation mode

(0077) umask
0600 resultant mode

A simple way to calculate umask valuesis to remember that the number 2 in the
umask turns off write permission, while 7 turns off read, write, and execute
permission.
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A umask value of 002 is commonly used by people who are working on group
projects. If you create afile with your umask set to 002, anyone in the file's group
will be able to read or modify the file. Everybody else will only be allowed to read it:

0666 default file-creation mode
(0002) umask
0664 resultant mode

On many UNIX systems, the default umask is 022. Thisisinherited from the init
process, as all processes are descendants of init. Some systems may be configured to
use another umask value, or a different value may be set in the startup files.

The designers of these systems chose this umask value to foster sharing, an open
computing environment, and cooperation among users. Most prototype user accounts
shipped with UNIX operating systems specify 022 as the default umask, and many
computer centers use this umask when they set up new accounts. Unfortunately,
system administrators frequently do not make a point of explaining the umask to
novice users, and many users are not aware that most of the files they create are
readable by every other user on the system.

A recent trend among computing centers has been to set up new accounts with a

umask of 077, so auser's fileswill, by default, be unreadable by anyone else on the
system unless the user makes a conscious choice to make them readable.

Common umask settings and their effects:

umask User Access Group Access  Other

0000 al al al

0002 al al read, execute
0007 al al none

0022 al read, execute read, execute
0027 al read, execute none

0077 al none none

Sudo

Best explanation is the man page itself:

“ sudo allows a permitted user to execute a command as the superuser or
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another user, as specified in the sudoersfile. Thereal and effective

uid and gid are set to match those of the target user as specified in

the passwd file (the group vector is also initialized when the target

user isnot root). By default, sudo requires that users authenticate
themselves with a password (NOTE: by default thisisthe user’s pass-
word, not the root password). Once a user has been authenticated, a
timestamp is updated and the user may then use sudo without a password
for a short period of time (5 minutes unless overridden in sudoers).

sudo determines who is an authorized user by consulting the file

/ et c/ sudoers. By giving sudo the -v flag a user can update the time
stamp without running a command. The password prompt itself will also
time out if the user’s password is not entered within 5 minutes (unless
overridden via sudoers).”

What this saysisthat sudo is used / can be used, by administrator (root ), to grant
execute permissions to specific users. For example, users can be granted to execute
the mount command, which is by default only executable by root. The benefit of
using sudo is that you don't have to mess with the setuid or setgid bits of the target
program, e.g. Mount . Rather you just mention the user or group in the

/ et ¢/ sudoer s fileand that isit. Users can use sudo command along mount
command to get their work done.

The/ et ¢/ sudoer s fileis quite easy to understand. But remember you have to
edit it NOT with vi. You have to use visudo command.

[ root @mi nserver / ]# visudo
Assume you want to give cdrom mount and unmount ability to the group named
students along the ahility to shutdown the local machine.

Y ou would add the following lines to the /etc/sudoers file.

[ root @mi nserver / ]# visudo

%t udents ALL=/bin/nount /dev/cdrom/bin/umount /mt/cdrom
%students | ocal host=/sbi n/shutdown -h now

Now the users (members of group students) would use the sudo command to mount
various file systems.
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[ root @mi nserver / ]# sudo nmount /dev/cdrom/mt/cdrom
[root @i nserver |/ |#
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Appendix A (Wiring / cabling)

Here are few things which might prove handy at the time of need.

Wiring schemes / cable connector schemes

If you hold an RJ}45 connector in your hand in such away that the eight pins are
facing you, the locking clip is away from you or towards back of your hand and the
channel to insert cable in this connector is facing downwards, then the pins facing
towards you are numbered 1 to 8 from left to right.

In a10 Mbps or 100 Mbps network layout, only pins 1,2,3 and 6 are used. Rest are
NOT used. It is amiss conception amongst many that if four wires are used then it is
a10 Mbps or Half duplex cable and if it is an eight wire cable then it is 100 Mbps or
Full duplex cable. It is NOT like that.

1) Straight through cable
Used to connect dis-similar / dislike devices. PC to Hub/Switch. Router's ethernet

port to Switch. Up linking Switch to switch by using one switch's up link port and the
other's non-uplink / normal port.

To make a4 wire (2 pair) straight through cable use:

1 - 1 (White Green - White Green)
2 - 2 (Green - Green)

3 - 3 (White Orange - White Orange)
6 - 6 (Orange - Orange)

To make a8 wire (4 pair) straight through cable use:

1 - 1 (White Green - White Green)
2 - 2 (Green - Green)

3 - 3 (White Orange - White Orange)
4 - 4 (Blue - Blue)

5 - 5 (White Blue - White Blue)

6 - 6 (Orange - Orange)

7 - 7 (White Brown - White Brown)
8 - 8 (Brown - Brown)
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2) Cross over cable
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Used to connect similar devices. Like PC to PC. Router's ethernet port to PC's
ethernet port directly. Up linking switches by using non-uplink / normal ports of

both switches.

To make a4 wire (2 pair) cross over cable use:

1 (White Green) - 3 (White Green)
2 ( Green) - 6 (Green)

3 (White Orange)- 1 (White Orange)
6 (Orange) - 2 (Orange)

To make a8 wire (4 pair) cross over cable use:

1 (White Green) - 3 (White Green)
2 ( Green) - 6 (Green)

3 (White Orange)- 1 (White Orange)
4 (Blue) - 4 (Blue)

5 (White Blue) - 5 (White Blue)

6 (Orange) - 2 (Orange)

7 (White Brown) - 7 (White Brown)
8 (Brown) - 8 (Brown)

3) Rall over cable

Also known as console cable. Used to connect Router's console port to PC's serial
port for Router administration. It is normally available in the form such asit has RJ-
45 connectors on both ends and one of the end is further converted by using a RJ-45

to DB9 converter.

Here is the scheme of this cable (RJ-45 to RJ 45):

ab~wiNPRE
1
OO N
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6 - 3
7 - 2
8 - 1

In case you want to make one yourself, get an R}45 and a DB9 pin-less connector
and connect as below:

RM5 - DB9
1 - 8

2 - 6

3 - 3

4 - 5

5 - 5

6 (unused)

7 - 4

8 - 7

One more thing | would like to mention here, just in case you forget it. Cisco Routers
and Switches, once you connect to them on their console ports, need 9600 8N1
setting in your connecting software, like Minicom (linux) or Hyper terminal
(windows)

4) PC serial console cable

Also known as null modem cable. Used to connect PCs over Serial port. Also can be
used to log on to a headless Linux PC using another computer using Hyper terminal
(windows) or Minicom (linux).

Both sides of the cable have DB9 (9pin) connectors (pin-less connectors). (The ones
like serial mouse has). connect as:-

1
arLrNwWwk

O©CoO~NOOOUITA,WNBE
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Thisis an eight wire cable and you can easily make it of the maximum length 15
meters , using commonly available cat-5 ether-net cable (asit has eight wires too).
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Appendix B (Network Addresses/ Classes)

Network addresses and classes are also sometimes forgotten by administrators.

Here are the schemes:
Class A ClassB ClassC Class D ClassE
(Multi cast) (Research)

First Octet 1to0 126 128 to 191 192 to 223 224 to 239 240 to 255
Range
Valid 1.0.0.0to 128.1.00to0  192.0.1.0to
Network 126.0.0.0 191.254.0.0 | 223.255.254.
Numbers 0
Number of 27-2 1.2 4.2
Networks
Number of 224-2 216-2 28-2
Hosts per
Network
Size of
Network part
of Address 1 2 3
Size of Host
part of
Address 3 2 1
Size of
Network part,
in bits 8 16 24
Size of Host
part, in bits 24 16 8
Default 255.0.0.0 255.255.0.0 | 255.255.255.
Subnet mask 0
Reserved 0.0.0.0 128.0.0.0 192.0.0.0
Network
Numbers 127.0.0.0 191.255.0.0 (2)23.255.255.
Valid Private | 10.0.0.0 to 172.15.0.0to | 192.168.0.0
IP Addresses 10.255.255.2 | 172.31.255.2 to

55 55 192.168.255.

255
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I ndex

Alphabetical Index

A (resourcerecord) 66
abnormal boot up 159
access 129

acl (SQUID) 96
Active mode FTP 51, 134
Aliases/ CNAME 66

alow-query 55

allow-transfer 55

allow-update 55

AllowOverride 117

anonymous 135

APACHE 107

apacheconf 107

Asynchronous File System
158

badsites 103

BIND 53

bind-utils 53

bitwise AND 169

bitwise complement 169

boot problems 160

boot time kernel parameter
159

broadcast address 47

bzimage 150

cable connector schemes
173

cache directory 105

caching-nameserver 53

calculator 31

cannot find server 129

cat 18

cd - 34

cd-rom 17

chkconfig 24, 52

chkdsk 158

chmod 26

chown 26

chroot /mnt/sysimage 154

chroot environment 136

Cisco router 101

classC 44

CLIENT_OPTIONS 121

CNAME 56, 112

Common umask settings
170

common umask values
169

computer account 90

credentials supplied conflict ...
92

Cross over cable 174
cuteFTP 135
DAEMON_OPTIONS
121

date 31
DB9 175
dd 30
Default Firewall

High security 51

Medium security 51
default gateway 27
Destination Host Unreachable

50
df 17
DHCP 131
DHCPreplies 51
dhcpd.conf 131
dhcpd.conf.sample 131
dialup machine 141
dig 28, 57, 60
directives (Virtual hosts)
115
Directory aliases (Apache)
110
dirty buffers 158
Disk Checking
e2fsck 21
fdisk 20
fsck 21
mkdosfs 20
mke2fs 20
parted 20
Disk Druid39
disk usage related commands
17
DNAT 101,143
DNS 53
DNSreplies 51
dnsdomai nname command
29
DocumentRoot 109,
115
Domain Controller 89
Domain model 81
domainname command
29
domaintable 129
du 17

Index

dynamic private IP 141

dynamic publicIP 141

empty initrd specification
152

encrypted passwords 88

error loading url 98

Ethernet card 26

Evolution 125

Expire 68

exportfs 73

fdisk 35

file permissions / ownerships
25

File Transfer Protocol 134

Files manipulation

cp 19

gzip 20

m 19

tar 19
find 31
find -exec 31
find command 168
FIREWALL 51, 129,
138
firewall script 139
firewall-config 51
floppies 17
FORWARD (chain) 139
forward zone 55
forward zones (apache virtual
hosting) 112
FSCK 158
FTP 134
ftp command 135
FTP control session 134
FTP ports 134
FTP-Data 134

Full duplex cable 173
gateway machine 138

get 83
gFTP 135
GID 166

glibc-kernheaders 149
global user account 90

Gnome Lokkit 51
arep 17

group ownership 168
group projects 170
groupadd 25

GRUB 151,160
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Index

GRUB
using floppy 155
using grub-install 156
grub-install /dev/ihda 154
Half duplex cable 173
headlessLinux PC 175
host command 28
hostname 28, 45
htaccess 116
htpasswd 116
HTTP 1.1 Compliant (Apache)
107

http access 96

HTTPD-ACCELERATOR

OPTIONS 99

hwclock 31

Hyper terminal 175

ICMP requests 146

ifconfig 26, 48

IMAP 119, 124

IN 65

incoming telnet requests
139

inetd 128

info 30

init process 170

INPUT (chain) 139

insmod 26

internet connection sharing
143

|P address 47

IP Forwarding 140

IP Forwrding 139

IP Masquerading 103, 138

ipchains 51, 138

iptables 51

iptables (MASQUERADE)
104

iptables (REDIRECT) 99

IRC, MSN messenger services
139

kbdconfig 24

KERNEL MODIFICATION
149

kernel source directory
149

kernel-source 149

kernel-utils 149

kill 21

KMAIL 125

less 17

LILO 150, 159

lilo-r 154

linux emergency 157

linux rescue 153

linux single 157
In 33
local-host-names 129
login authentication 76
logon authentication 81
Is 17

Ismod 27

m4 macro utility 119
Machine accounts 89
mail server119

mailertable129

mailing system 119
make bzlmage 150
make clean150

make config 149
make dep 150

make menuconfig 149
make modules 150
make modules install 150
make xconfig 150
makemap 122, 130

man 30

Map network drive 86

MASQUERADE 141

MBR (over written) 154

memory and swap space usage
31

mget 83
mime error98
Minicom 175
mkbootdisk 32,152
mkdosfs 43
mke2fs 42
mkinitrd 150
mksmbpasswd.sh 86
mkswap 43
modemtool 24
modprobe 26
M odules management 26
mount 17
MOUNTED FILESYSTEM
158
Mounting
cdrom 18
floppy 18
loopback 18
nfs 18,71
NTFS 19
smbfs 83
VFAT 18
.isoimage 18
Mounting / un-mounting
17
mouseconfig 24
mput 83

179

msn messenger 138

MTA 119

mtab 18

mtr 28

MX 63, 65

MX record 121

MX records 129

Name based virtual hosting
107

name resolution order 46
NameVirtualHost 115
NAT 103, 138
NetBIOS 81

Netscape mail 125
netstat 24

network address a7
Network Addresses 177
Network File System 69
Network Information Service

76
network mask a7
Network Neighborhood
86
Network trouble-shooting
44
Network Unreachable 50
NFS 51, 69, 168
NFS shares 73
nfs-utils 69
NIS 76
NIS& LDAPreplies 51
nmblookup 29,94

No running copy (SQUID)
105

no_root_squash 70
NS 63, 65
ndookup 28,59
NTFSread feature 149

ntsysv 24

OPERATION UNDER KNIFE
153

outgoing SMTP 125

outlook 125

OUTPUT (chain) 139
Package management 22

partition labels 159

partition list 35

Partition size calculation
41

partition table 37

Passvemode FTP 134

passwd 25

PC serid console cable
175

permanent (public) IP 143
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pine 125

ping 49

Ping Testing 64
plain text passwords 92
POP 119

POP3 124,125
POP3 receive mail server
125
porn (stopping) 103
porn sites (stopping) 103

port 3128 96

portmap 69

POSTROUTING (chain)
139

PREROUTING (chain)
139

printconf 24

priority (Mail server) 121

Process management 21

kill 21
ps 21
pstree 21
protecting your network
138
proxying 96
ps 21
PTR 56, 66
public_html 111
put 83
pwd 34
RAM disk file 150
Real Audio 51
redhat-config-kbdconfig
24
redhat-config-modemtool
25
redhat-config-mouseconfig
25
redhat-config-printconf
25
redhat-config-securitylevel
51
redhat-config-timeconfig
25
redhat-config-xfree86 25
Refresh 68
relay-domains 129
relaying 122
Relaying denied error 129
Remote X 51
remount afile system 158
Rescue mode 153
Retry 68
reverse zone 56
RJ}45 173

rmmod 27

root password (forgotten)
157

root servers 56

route 27

route map 101

Routing table 27

RPC time out 74

rpcinfo 72

rpm 22

SAMBA 69, 76, 81

samba Domain Controller

89
samba-client 81
samba-common 81
Samplefirewall 146
scandisk 158
ScriptAlias107
ScriptAliases 110
secure shell 138
SENDMAIL 119
sendmail server 122
sendmail-cf 119
ServerName 109,
115
service 32

services configuration 24

Session Message Block
81

set type=A 60

setgid 165, 166, 167

setuid 165, 166

Setup 24

SGID 167

share the Internet connection
96

shares on the SAMBA server
81

shares on windows computers
81

showmount 73

simple way to calculate umask
169

SingleUser mode 157

SVB 81

SMB passwords 86
smbclient 81, 83
smbmount 81, 83

smbpasswd 86
SMTP 119

SNAT 143

SOA 63, 65, 114
Socks 103

SQUID 96,141
SQUID dead but ... 105

Index

SQUID on anon-gateway
143

SQUID, Common problems
104

squid's cache 96

static public IP 143

Sticky bit 165, 166

Straight through cable 173

sudo 165, 170, 172

SUID 167

swapon 43

sysreport 24

telnet 126, 138

testparm 85

timeconfig 24

traceroute 28

Transparent proxy 141

transparent proxy setup
143

transparent proxy support
141

Transparent proxying 98
TTL 67

uiD 166

Umask 165, 169
uname 32,33

Unknown host 50

uptime 32

url_regex 103

USB flash disk 34

user file-creation mode mask
169

User Management 25

useradd 25

userdel 26

UserDir 107

UserDirectories (Apache)
111

Vi /etc/mail/sendmail.cf
122

Vi editor commands 33

Virtua Host 114

virtual hosting 107

Virtud sitehosting 112

virtusertable 129

visible_hostname 96

visudo 171

VSFTPD 134

web server 107

who 32

windows 2000/ xp 83
Windows 2000 registry settings

93
Windows 2000/XP 90
Windows 98 88
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Windows 9x registry settings
93

Windows NT 4 89
Windows NT registry settings
93

Windows NT service pack 3 or
higher 88

Wiring schemes 173
work-group model 81

X Font Server 51
Xconfigurator 24
xinetd 125, 128
xterm 25

xvidtune 24,25
yahoo messenger 138
yp-tools 76
ypbind 79
ypdomainname 76
yppasswdd 78
ypserv 76

21, 140
.htaccess 116
@ notation (DNS) 67
[etc/dhcpd.conf 131
[etc/fstab 159, 160
[etc/host.conf 46
[etc/hosts 45

[etc/httpd/conf/httpd.conf

107
[etc/inetd.conf 124
[etclissue 33
[etc/mail/access 122,

129
/etc/mail/access.db 122,
129
/etc/mail/relay-domains
130
letc/mail/sendmail.mc 121
[etc/named.conf 54
[etc/nsswitch.conf 79

[etc/passwd 78
[etc/rc.d/init.d 32
[etc/re.d/init.d/network

47
[etc/rc.local 147
letc/redhat-release 33
[etc/resolv.conf 46
/etc/samba/smb.conf 85
[etc/samba/smbpasswd

86
[etc/shadow 78
[etc/squid/squid.conf 96
[etc/sudoers 171
[etc/sysconfig/iptables51

181

Jetc/sysconfig/network

47
[etc/sysconfig/network-
scriptgifcfg-ethO 47
[etclvsftpdivstpd.conf 135
[etc/xinetd.diimap 124
[etc/xinetd.d/lipop3 124
Iproc/sysinet/ipv4/ip_forward

139
Jusr/liblyplypinit 78
Ivar/log/httpd/access |og

117
Ivar/log/httpd/error_log

117
Ivar/log/maillog 126
Ivar/log/messages 58, 133
Ivar/log/samba 94
Ivar/log/squid/access.log

99

Ivar/log/squid/cache.log
106
Ivar/named/0.0.127.in-
addr.arpa.zone 54
Ivar/named/l ocal host.zone
54
/var/named/named.ca 54, 57
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